S. Hrg. 107-84

ROLE OF U.S. CORRESPONDENT BANKING IN
INTERNATIONAL MONEY LAUNDERING

HEARINGS

BEFORE THE
PERMANENT SUBCOMMITTEE ON
INVESTIGATIONS

OF THE

COMMITTEE ON
GOVERNMENTAL AFFAIRS
UNITED STATES SENATE

ONE HUNDRED SEVENTH CONGRESS

FIRST SESSION

MARCH 1, 2, AND 6, 2001

VOLUME 1 OF 5

Printed for the use of the Committee on Governmental Affairs

&






S. Hrg. 107-84

ROLE OF U.S. CORRESPONDENT BANKING IN
INTERNATIONAL MONEY LAUNDERING

HEARINGS

BEFORE THE
PERMANENT SUBCOMMITTEE ON
INVESTIGATIONS

OF THE

COMMITTEE ON
GOVERNMENTAL AFFAIRS
UNITED STATES SENATE

ONE HUNDRED SEVENTH CONGRESS

FIRST SESSION

MARCH 1, 2, AND 6, 2001

VOLUME 1 OF 5

Printed for the use of the Committee on Governmental Affairs

&R

U.S. GOVERNMENT PRINTING OFFICE
71-166 cc WASHINGTON : 2001

For sale by the Superintendent of Documents, Congressional Sales Office
U.S. Government Printing Office, Washington, DC 20402



COMMITTEE ON GOVERNMENTAL AFFAIRS

FRED THOMPSON, Tennessee, Chairman
JOSEPH 1. LIEBERMAN, Connecticut, Ranking Democrat

TED STEVENS, Alaska

SUSAN M. COLLINS, Maine
GEORGE V. VOINOVICH, Ohio
PETE V. DOMENICI, New Mexico
THAD COCHRAN, Mississippi
JUDD GREGG, New Hampshire
ROBERT F. BENNETT, Utah

CARL LEVIN, Michigan

DANIEL K. AKAKA, Hawaii
RICHARD J. DURBIN, Illinois
ROBERT G. TORRICELLI, New Jersey
MAX CLELAND, Georgia

THOMAS R. CARPER, Delaware
JEAN CARNAHAN, Missouri

HANNAH S. SISTARE, Staff Director and Counsel
JOYCE A. RECHTSCHAFFEN, Democratic Staff Director and Counsel
DARLA D. CASSELL, Chief Clerk

PERMANENT SUBCOMMITTEE ON INVESTIGATIONS

SUSAN M. COLLINS, Maine, Chairman
CARL LEVIN, Michigan, Ranking Democrat

TED STEVENS, Alaska

GEORGE V. VOINOVICH, Ohio
PETE V. DOMENICI, New Mexico
THAD COCHRAN, Mississippi
JUDD GREGG, New Hampshire
ROBERT F. BENNETT, Utah

DANIEL K. AKAKA, Hawaii
RICHARD J. DURBIN, Illinois
ROBERT G. TORRICELLI, New Jersey
MAX CLELAND, Georgia

THOMAS R. CARPER, Delaware
JEAN CARNAHAN, Missouri

CHRISTOPHER A. FORD, Chief Counsel and Staff Director
LINDA J. GUSTITUS, Democratic Chief Counsel and Staff Director
ELISE J. BEAN, Democratic Deputy Chief Counsel
ROBERT L. ROACH, Democratic Counsel and Chief Investigator
MARY D. ROBERTSON, Chief Clerk

1)



CONTENTS

Opening statements: Page
SenAtor COLMNS....cuviiiiiieiceiee ettt ettt et e et e e ereeeeereeeevaeeeeanes 1, 51, 101
Senator Levin.......... .. 4,53,102

Senator Carnahan ...........ccccoccovieiiiiiiecciee e e as 9
WITNESSES

THURSDAY, MARCH 1, 2001

John M. Mathewson, former owner of Guardian Bank and Trust (Cayman)

Ltd., accompanied by Oscar C. Gonzalez, ESq. ......ccccceevvvierciiiienciiiinieeenieenns 10
James C. Christie, Senior Vice President, Global Treasury Risk Management,
Bank of America, Oakland, California ..........cccccceeeeeeeiiieeeiiieeeiieeeeieeeeeveee s 22
David A. Weisbrod, Senior Vice President, Treasury Services Division, The
Chase Manhattan Bank, New York, New YOrk ......ccccococveiiiiiiiiivieeeeeeecinneeeeenn. 27
FRrIDAY, MARCH 2, 2001
Jack A. Blum, Partner, Lobel, Novins and Lamont, Washington, DC ................ 57

Anne Vitale, former Managing Director and Deputy General Counsel, Repub-
lic National Bank of New York, and Current Special Litigation Counsel,

HSBC USA, Inc., New York, New YOrK .......ccccccveeeieiiiiiiiiiieeeeeeirreeee e 60
Robb Evans, Managing Partner, Robb Evans and Associates, Sun Valley,

CalIfOTNIA .eiiiiieiieiit ettt ettt st et e ettt et e b ebeeeabeenaeas 62
Jorge A. Bermudez, Executive Vice President and Head of e-Business,

Citibank, N.A., New YOork, New YOIk .......ccccoovvuriiiiiiiiiiiieeeeeeeieeeeee et 75
Carlos Fedrigotti, President and Country Corporate Officer for Citibank Ar-

gentina, Buenos Aires, Argenting .........cccccceeeveuieeeiiiieeniiieeniiieeesiieeesreesnnneeennns 78
Martin Lopez, Vice President and Citibank Corporate Bank Head, Republic

OF SOULH ATICA ..vieeiiieiieeiieeee ettt et ebe e abaeneeas 80

TUESDAY, MARCH 6, 2001

Arthur O. Jacques, Esquire, Jacques Little Barristers and Solicitors, Toronto,

Ontario, CANAAA .......c..eeeeviiieiiieeeiiee et eetre e e et e e teeeeeteeeeeraeeeeabeeeeeareeeennes 105
Joseph M. Myers, Acting Deputy Assistant Secretary (Enforcement Policy),

U.S. Department of the Treasury, Washington, DC ..........ccccceevviieiiieencnenn, 117
Mary Lee Warren, Deputy Assistant Attorney General, Criminal Division,

U.S. Department of Justice, Washington, DC ...........ccceceviirriiiiiiniiiiiiieeeieeene 120

ALPHABICAL LIST OF WITNESSES

Bermudez, Jorge A.:

TESTIIMONLY ..eeievrieeeiiieeeitieeeiteee sttt e e tee e st e e e beeeesaaeeeesbeeennseeesnsssesesseeesnnseeennnees 75

Prepared statement with attachments ...........ccccceeeiiiiiiiiiiecciicceeceees 180
Blum, Jack A.:

TESTIIMONY ..eeievriieeiiieeeitie ettt e ettt e eteeesttee e beeeesabeeesseeeenssteesnnseesesseeesnsseeensnes 57

Prepared statement ...........cccoocciiieiiiiiciiee e 162
Christie, James C.:

TESTIIMONY ..veeevrieeeiiieeeiiie ettt ee et eete e e st ee e bteeesabeeessseeensseeesnssseeesseeesssseeennnees 22

Prepared statement ...........cccoocciiiieiiiiiciiieeceeee e e 143
Evans, Robb:

TESTIIMONY ..eeievriieeiiieeeitteeeite e ettt e et e e e s ttee e beeeesabeeessseeensseeesanseesesseeesnnseeennsnes 62

Prepared statement ...........cccoocciiiieiiiiiciiiceceee e e 172
Fedrigotti, Carlos:

TESTITNONY ..eeieeriieeiiieeniiieeeieeee et eeteeesttee e baeeesabeeessbeeensseeesassseasssaeesnnseeennnnes 78

Prepared statement ...........ccccoeciiiieiiiiiciiic e 223



Jacques, Arthur O.:

TESTIMIOILY ..eeiiuetiiiiiiieeeitee ettt ettt et e e et e e et e e s bt e e ssbaeesabeeeenaees

Prepared statement with attachments ...........ccccceviiiiiiiiiiiniiiiinieees
Lopez, Martin:

TESTIMOILY ..eeiiueiiiiiitieeiitee ettt ettt e e e bt e e s bt e st eessbaeesabeeeenaees

Prepared statement ...........ccooovviiiieiiiiiiiiie e
Mathewson, John M.:

TESTIMIONLY ..eeieuetiiiitieeeitee ettt e bttt e et e e et e e st eesabaeesabeeesnanee

Prepared statement
Myers, Joseph M.:

TESTIMOILY ..eeiietieiiiiieeeitee ettt ettt e e et e e st e st eesabeeesabeeesnaaes

Prepared statement ...........ccoooeciiiieiiiiiniiie e
Vitale, Anne:

TESEIMIOILY ..eeiiueiiiiitieeeitee ettt ettt et e e et e et e s bt e e s abaeesabeeesnaaes

Prepared statement ...........ccoooviiiieiiiiiniiieeeeee e
Warren, Mary Lee:

TESTIMIOILY ..eeieuetieiiitieeiit ettt ettt et e e et e e st e st eesabaeesabeeeenaees

Prepared statement
Weisbrod, David A.:

TESEIMOILY ..eeieuetieieitieeeitte ettt ettt et e e et e e et e e st eesabaeesabeeesnanes

Prepared statement ...........ccoooeiiiieiiiiiiiiicee e

APPENDIX

“Correspondent Banking: A Gateway to Money Laundering,” report by the
Minority Staff Report of the Permanent Subcommittee on Investigations
(see contents for report on Page 274) ....ccccoecieviieiieniieeee e

EXHIBITS

* May be found in the files of the Subcommittee

. Diagrams on correspondent banking ..........ccccccceeviviiiriiiieciiiieeniiee e
American International Bank marketing documents ......
Three nested banks at American International Bank ............
Bank of America call memo on American International Bank ....
American International Bank’s correspondent account history ...
. Internet gambling advertisement naming Bank of America ........c.cccceueeenee.
. Fortuna Alliance deposits into Swiss American Bank account at Chase
MANDATEANL ..oouiiiiiiieiieee e ettt e
. Chase Manhattan Bank e-mail of 9/10/99 concerning Swiss American/
ANtigua BanK .........coocciiiiiiiiccieeeee e e aae e e ae e e eraeas
9. Chase Manhattan Bank e-mail of 8/5/98 regarding Swiss American Bank .
10. ghaie Manhattan Bank memo of 11/17/98 regarding Swiss American
AR ottt ettt n bttt st e et a e eas
11. Frauds through Swiss American Bank/Swiss American National Bank .....
12. ghaie Manhattan Bank e-mail of 12/6/99 regarding Swiss American
AIIK ottt sttt b bttt b s b ne e as
13. Internet gambling advertisements naming Chase Manhattan Bank
14. ghaie Manhattan Bank e-mail of 3/19/93 regarding Swiss American
ALK ottt ettt b ettt b e ne e eas
15. Citibank summary of M.A. Bank S€IZure .........cc.cccoocevoiienieniieeniienieeneenieenne
16. Letter of 9/29/00 from Citibank counsel to the Permanent Subcommittee
on Investigations regarding M.A. Bank. ........cccccoeoviieiiiiiecieeeceeeeee e
17. Seizure Warrant of 5/14/98 regarding M.A. Bank ..........cccoeevieviiniiieniennnnenne
18. gubplg)ena to Citibank New York dated 5/18/98 regarding M.A. Casa de
AINDIO 1ttt b ettt b e ae e nneas
19. Example of an M.A. Bank withdrawal slip
20. Citibank e-mail of 12/3/99 regarding anti-money laundering procedures ....
21. Letter of 9/29/00 from Citibank counsel to the Permanent Subcommittee
on Investigations regarding correspondent banking policy ...........cccceeueeneee.
22. Report of Citigroup Anti-Money Laundering Unit ..........cccceeeevveeeriireencieeennns
23. Schedule of wire transfers through Citibank New York and American
Exchange COMPANY ......c.c.oooiiiiieiiiiiieieeiteeie ettt ete et e saae e
24. Monthly statements of Citibank New York correspondent accounts for
Banco Republica, American Exchange Company, and Federal Bank
25. Ownership diagram of Grupo Moneta ...........cccoecvievierieenieniiieieeeeeeeee e,

© NEous s

273



56.

. Internet advertisements for offshore shell banks .........

. Supplemental remarks of Jorge Bermudez ...
. Supplemental remarks of Carlos Fedrigotti ...........

v

Excerpts from Citibank documents regarding relationship with Grupo
MODEEA ...eiiiitieitee ettt ettt e et eeeabae e e
Citibank and Central Bank of Argentina documents regarding the anti-
money laundering program of Federal Bank ............ccccceeevvviiicciiennieeeienn,
Excerpt from Resolution No. 395/96 of the Central Bank of Argentina .......
Excerpt from Citibank memo regarding ownership of Federal Bank ..........
Citibank account Opening StEPS .......ccccceevveeeeiieeeiirieeeiieeeecreeesreeeeereeesereeenenns

. Excerpts regarding Citibank’s policy on opening accounts for offshore

Shell BANKS ....ooiiiiiiiiiii e
Series of letters exchanged between the Central Bank of Argentina and
Citibank Argentina regarding ownership of Federal Bank ..............c...........
British Trade and Commerce Bank certificates of deposit .....

British Trade and Commerce Bank documents ..................

Treasury Regulations on Suspicious Activity Reports ..

. 1997 Citibank memo regarding Grupo Moneta

Bank of America and Chase Manhattan Bank comments on Swiss Amer-
1CAN BANK 1oiiiiiiiiiciecce et e e e e e e naaeeenes
Chase Manhattan Bank e-mail of 10/12/95 regarding Swiss American
BANK oottt et e e et e e ae e e ara e e eareeeerraeeeans

. Chase Manhattan Bank call memo of 1/23/96 regarding AIB ......................
. Chase Manhattan Bank e-mail of 9/9/99 regarding Swiss American Bank .
. Bank of America call memo of 9/4/92 regarding Swiss American Bank ......
. Letter of 3/12/97 from Chase Manhattan Bank to AIB regarding account

CLOSITIZ .evvieieiiieeecteeectte e ettt e et e e e etee e ettt e e staee e areeeessseeesssseeenssaeeassseeeanssesessaaeanes

. Chart entitled “Gateway to U.S. Banks” .......cccccecirviiiiiieniiiiiiienieeieeeieeecene
. Summary of Gold Chance Fraud prepared by the Minority Staff of the

Permanent Subcommittee on Investigations, March 6, 2001 ........................

. Guardian Bank and Trust Visa Card produced by John Mathewson at

the March 1, 2001, Permanent Subcommittee on Investigations hearing ...

. Permanent Subcommittee on Investigations’ staff rendition of a chart

entitled “$3 Million Deposit of Gold Chance Funds Depleted in Wire
Transfers By British Trade & Commerce Bank to 33 Bank Accounts
in 45 Days, December 1999-January 2000” included in the testimony
of Arthur Jacques before the Subcommittee on March 6, 2001 ....................

Supplemental questions and answers of the U.S. D

P
. Supplemental questions and answers of U.S. Department of the Treasury

Supplemental questions and answers of Citibank ..........cc.ccoecvvieeiiiincineenns
Supplemental questions and answers of Bank of America ....
Supplemental questions and answers of J.P. Morgan Chase

. Documents from foreign governments relevant to the Permanent Sub-

committee on Investigations staff report or hearings on money laun-
dering:
Government of Antigua and Barbuda letter dated July 14, 2000 ...........
. Jersey Financial Services Commission letter dated March 13, 2001 ......
Guernsey Financial Services Commission letter dated March 15, 2001 .
. Government of Anguilla Statement of Facts .......ccccceeeeveeecciieniiiiieieen,
. Press articles on new shell bank prohibitions in the Bahamas and
Cayman ISIAndS ......cccceeeviiiieiiiiiiiieeceeee e

PpoTp

VOLUME 2

Documents related to American International Bank, Caribbean American
Bank or Overseas Development Bank and Trust Company (Case Studies
No. 1-3):

. American International Bank general documents .........ccccccecveveriieennnnenn.
Ford/Forum documents .........ccccceeeeevveeecneeecnreeennnn.

Mark Harris bank documents .............
. Carribean American Bank documents
. Bank of America documents ...........cccccueeerrreennnns
. Toronto Dominion Bank (New York) documents
. Chase Manhattan Bank documents ........ccc.cccccevviiniiiniinniinncnns
. Popular Bank of Florida (now BAC Florida Bank) documents .
. Overseas Development Bank and Trust documents ........cccccecueeveeenennnen.

T RO O TP

813

814
815

816
823

824
825
827
829
855
863
867
868

871
874
876
879

883



57.

58.

59.

60.

61.

VI

Page

j. First National Bank of Commerce (now Bank One Corporation) docu-
1007301 =TS USSP 1449
k. AmTrade International Bank documents .........cccccceeeeiiiveniiiieeniiienniieennns 1481

Documents related to British Trade and Commerce Bank (Case Study
No. 4):

a. British Trade and Commerce Bank (BTCB) general documents
b. BTCB financial documents ........ccccccecceeriiiiiieniiiinienieenienieenieeae
c¢. BTCB management and employee documents ...........cccecceevieeriienieeninennne

VOLUME 3

. BTCB high yield investment program documents ...........ccccceevueerveruennen. 1823
Internet gambling documents ........cccccceevveieerniieennns
Banco Industrial de Venezuela documents ..
Security Bank documents ...........ccccceeeueennnn.
First Union National Bank documents
. Koop fraud documents ..........cceeeeureennee
Cook fraud documents ...............
. Gold Chance fraud documents ..............
. $10 million CD interpleader documents ..............ccceevevvevreereeereeeerreereenenns
. Miscellaneous documents relating to BTCB:
1. KPJ Trust/Tiong documents ..........cccoecveerriuieeriieeeniieeenireeesveeesenens
2. Brett/Bailett documents .........c..cceceeneen.
3. Vector Medical Technology documents
n. Permanent Subcommittee on Investigation Deposition of John G. Long

B e poe e a

IV, February 26, 20071 ........c.ccceovvieeiiieeeiieeeecieeeeireesrreeeeiveeeeeneeeseveeessneens *

o. SEALED EXHIBIT: Suspicious Activity Reports ........cccccevieriiiniiininnne *
VOLUME 4

Documents related to Hanover Bank (Case Study No. 5):
a. Hanover Bank general documents ..........c.ccccceevviiieniiieeniieeensiieeeieeeeeneenn 2789
b. Harris Bank International and Standard Bank Jersey Ltd. documents 2857
c. Clerical Medical dOCUMENTS .....ccc.eeeeiuiiieeiiiieeiiieeeciee et et ee e e s 2907
d. Eric Rawle Samuel documents . e 2919
e. Koop fraud documents ...................... e 2943
f. Casio Computer fraud documents ... e 2984
g. FSA investigation documents ........c..ccccoeevievriiiiiniiiieniiieeeien. ... 3016
h. Unanswered information request to Richard O’Dell Poulden ................. 3043

Documents related to British Bank of Latin America (Case Study No.
6 .

a. British Bank of Latin America general documents .... ... 3049
b. Bank of New York documents ..........cccccoeeiviiviiieieiiieeeiieeecieeeens ... 3100
c. 1999 and 2000 National Money Laundering Strategy excerpts . ... 3127
d. Operation Casablanca and Operation Juno documents ............cc..c......... 3138
e. SEALED EXHIBIT: Proprietary information on British Bank of Latin
ATNETICA .ttt ettt ettt et sttt et e et *
Documents related to European Bank (Case Study No. 7):
a. European Bank general documents ...........ccccoocieviiniieniiinniieniieieeieeen, 3182
b. Citibank documents ...... . 3219
c. Taves fraud documents .. . 3319
d. Benford account documen ... 3435
e. Internet Processing Corp. account documents .. .. 3627
f. Nest Bank doCUmMENLS .........ccccviieeiiiieiiiieecieeeeee e e ae e eeeee e 3682
VOLUME 5
Documents related to Swiss American Bank and Swiss American Na-
tional Bank (Case Study No. 8):
a. Swiss American Bank and Swiss American National Bank general
JOCUIMENES ..ttt ettt st e st e b e s aeeeneeas 3703
b. Bank Ownership ..... ... 3715
c. Bank Leadership .................. ... 3735
d. Fitzgerald case documents ..... ... 3814
e. Gherman fraud documents .... ... 3931
f. Debella fraud documents ................. .. 3957
}gl. Fortuna Alliance fraud documents ..........cccceevieriieeniiniiennnenne. ... 4035

. Documents related to other frauds or questionable accounts .................. 4083



62.

63.

64.

VII

Page
i. Bank of New York documents .. e 4122
j- Bank of America documents ............ ... 4175
k. Chase Manhattan Bank documents 4222
1. InterSafe Global documents ................... ... 4269
m. Documents related to Peter Herrington ...........c.cocceevieniiieiieniieneenieenen. 4282
Documents related to M.A. Bank (Case Study No. 9):
a. M.A. Bank general documents ..........ccccccceeevieeiriieeeiiieecciee e eeee e 4391
b. Permanent Subcommittee on Investigations correspondence with M.A.
Bank representatives ........ccccoccieeeiiieeieiieeseee e 4411
c¢. Permanent Subcommittee on Investigations correspondence with M.A.
Bank agents in UTUZUAY ......cccoovieriiieriiiiiieie ettt
d. Court filings and U.S. Department of Justice correspondence ..
e. M.A. Bank documents related to Mr. DiTullio .....c..cccccceveeeneene
f. U.S. Customs records of interviews .........ccccccevvieerieniiienieniieenieeieeseeeieens
g. Permanent Subcommittee on Investigations correspondence with
CHEIDANK ..ottt st 4501
h. Citibank documents related to M.A. Bank .........cccccceeviiiiiiniiinniiniiiiee 4504
Documents related to Federal Bank (Case Study No. 10):
a. Central Bank of the Bahamas documents ... ... 4585
b. CEI related documents ..........cccceeerueerieennnnne ... 4617
c. Account opening and closing documents ..........ccccceeeennneen .. 4629
d. Resolution No. 395 of the Central Bank of Argentina ..........c..ccccuveenneeen. 4647
e. Analyses of Banco Republica, Federal Bank and other Grupo Moneta
entities in Citibank files ......ccc.ccoviiiiiiiiiiiiii e 4665
f. Excerpts from the audits of Banco Republica by the Central Bank
OF ATZENTINA ..eiviiiiiiiiiieiieie ettt ettt e b et esibeeaeasabaens 4793
Koop Fraud documents related to Overseas Development Bank and Trust,

B

ritish Trade and Commerce Bank, and Hanover Bank ...........cccccceeeeennn. 4835






ROLE OF U.S. CORRESPONDENT BANKING IN
INTERNATIONAL MONEY LAUNDERING

THURSDAY, MARCH 1, 2001

U.S. SENATE,
PERMANENT SUBCOMMITTEE ON INVESTIGATIONS,
OF THE COMMITTEE ON GOVERNMENTAL AF FAIRS,
Washington, DC.

The Subcommittee met, pursuant to notice, at 9:34 a.m., in room
SD-342, Dirksen Senate Office Building, Hon. Susan M. Collins,
Chairman of the Subcommittee, presiding.

Present: Senators Collins, Levin, and Carnahan.

Staff Present: Christopher A. Ford, Chief Counsel and Staff Di-
rector; Mary D. Robertson, Chief Clerk; Rena Johnson, Deputy
Chief Counsel; Frank Fountain, Senior Counsel; Eileen Fisher, In-
vestigator; Claire Barnard, Detailee/HHS; Linda Gustitus, Demo-
cratic Staff Director and Chief Counsel; Elise Bean, Democratic
Deputy Chief Counsel; Bob Roach, Democratic Counsel; Laura
Stuber, Democratic Counsel; Ken Saccoccia, Congressional Fellow;
Anne Fisher and Judy White (Senator Cochran); Kathleen Long
(Senator Levin); Marianne Upton and Karla Mitchell (Senator Dur-
bin); and Sandy Fried (Senator Carnahan).

OPENING STATEMENT OF SENATOR COLLINS

Senator COLLINS. The Subcommittee will come to order. Good
morning.

During the next few days, the Permanent Subcommittee on In-
vestigations will examine the complex world of correspondent bank-
ing and the extent to which the international correspondent bank-
ing system can involve U.S. banks in money laundering, allowing
criminals to exploit our financial system. These hearings, initiated
by the Subcommittee’s Ranking Minority Member Senator Levin,
are the culmination of a lengthy investigation into correspondent
banking by his staff and represent the second phase of the Sub-
committee’s examination of money laundering and its effect on our
financial system.

Correspondent banking is the means by which one bank, the cor-
respondent bank, provides financial services to another bank, often
referred to as the respondent bank. Typically, the respondent bank
has no physical presence in the jurisdiction in which it maintains
a correspondent account. Correspondent banking thus enables the
respondent bank to provide services to its customers that otherwise
would be unavailable because of geographic limitations.

Correspondent banking is an integral part of the domestic and
international banking systems. Without correspondent banking, in
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fact, it would often be impossible for banks to provide comprehen-
sive nationwide and international banking services—among them,
the vital capacity to transfer money by wire with amazing speed
and accuracy across international boundaries. U.S. banks maintain
thousands of correspondent relationships, through which billions of
dollars move every day.

American banks provide some correspondent clients with fee-
based products only, such as currency exchange services, interest-
bearing and demand-deposit accounts, and wire transfers to invest-
ment services. For other clients, U.S. banks also offer credit-related
products, such as loans, credit extensions, and lines of credit. This
distinction between the provision of fee-based products and service-
based products is significant because the Minority investigation
has shown that some U.S. banks conducted more due diligence
when evaluating potential correspondent banking clients for credit
relationships—in other words, when their own finances were at
stake—than when only fee-based services were at issue.

Not surprisingly, money launderers have capitalized on this rel-
ative lack of scrutiny for non-credit relationships. They too often
can fly under the radar of the U.S. banks. In other words, money
launderers gamble that the banks will not notice—or perhaps not
scrutinize—the source of funds flowing through their correspondent
accounts.

The Subcommittee investigation has shown that, in some in-
stances, the gamble has paid off. Through such accounts, the per-
petrators of criminal schemes have succeeded in moving their ill-
gotten gains around the world ahead of law enforcement officials,
in many cases ultimately returning these funds to the United
States in a laundered form that they can enjoy with impunity.

Regrettably, the source of these monies was often fraudulent
schemes perpetrated by Americans against Americans. For exam-
ple, Melvin Ford of Maryland was the central figure in the Forum,
which appears to be a Ponzi-type investment scheme. Ford targeted
low- and middle-income African Americans who attended his semi-
nars and rallies, promising them extraordinarily high returns for
their investment. The Forum established a relationship with Amer-
ican International Bank in 1993 and accounted for perhaps as
many as 6,000 of American International Bank’s 8,000 customers.
By 1997, in fact, more than half of American International Bank’s
$110 million in assets were attributable to the Forum and its in-
vestors.

The Subcommittee’s investigation has established that three
types of foreign banks are particularly high risk, that is, prime can-
didates to harbor the funds of money launderers. They are: First,
“shell” banks; second, offshore banks; and, third, banks in jurisdic-
tions with strong bank secrecy and weak anti-money laundering
laws. “Shell” banks do not maintain a physical presence anywhere,
which makes it very difficult for the licensing jurisdiction to regu-
late them.

Offshore banks are not able to conduct business with the resi-
dents of their licensing jurisdiction. Because they have no effect
upon local citizens, and because they are often lucrative profit cen-
ters for the licensing jurisdiction, local government regulators often
have very little incentive to engage in serious oversight.
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The third category of high-risk foreign banks consists of banks in
jurisdictions that simply have weak anti-money laundering laws.
The lax regulatory environment obviously attracts those who wish
to launder money. U.S. banks that rely upon local regulators in
such cases to police respondent banks hang their hopes only upon
a shadow.

The investigation revealed troubling gaps in U.S. banks’ over-
sight of their correspondent relationships with these three types of
banks. Moreover, labyrinthine banking relationships can also make
due diligence more difficult. In several cases, U.S. banks were actu-
ally surprised to learn that they were conducting transactions for
foreign banks with whom they had no direct correspondent account.
These foreign banks had established correspondent accounts at
other foreign banks, which in turn maintained correspondent ac-
counts at the U.S. institutions.

Given the intricate nature of the schemes that criminals use to
launder money, there are obviously some practical limitations upon
the intensity of scrutiny that U.S. banks can give to the customers
of their correspondent banking clients, or to any particular link in
the chain of “nested” correspondent accounts. A requirement that
U.S. banks thoroughly investigate the business dealings of each
and every customer of a correspondent banking client—in other
words, their customers’ customers—might well provide burdensome
and impractical, doing more harm to the financial industry than
good in preventing money laundering.

Nevertheless, the investigation’s case studies make it equally ap-
parent that U.S. banks must do a better job, first, of initially
screening correspondent banking clients and then of monitoring
these clients’ accounts once they are opened. For example, some
U.S. banks neglected to verify that their correspondent banking
customers had effective anti-money laundering procedures in place
at the time that they opened correspondent accounts. Moreover,
U.S. banks have sometimes been far too slow to react to informa-
tion they receive from government officials and from the media
about suspicious activity by their correspondent banking cus-
tomers. There is clearly much room for improvement here.

I see the goals of these hearings as twofold: First, a careful ex-
amination of the case studies of those who have successfully ma-
nipulated the correspondent banking system to launder money
should shed some light on how these schemes have worked and
point out some weaknesses in current anti-money laundering proce-
dures and protections. These disclosures should make it possible
for U.S. banks to better understand and act upon the warning
signs of money laundering in correspondent banking, helping to
prevent such abuses in the future.

Second, we must consider whether both banks and regulators
have the tools they need to prevent money laundering through cor-
respondent banking. I want to emphasize that the banking indus-
try has made great strides in its efforts to stem money laundering.
For example, the Office of the Comptroller of the Currency has
noted that banks have generally complied successfully with their
obligations under the Bank Secrecy Act to implement good cur-
rency transaction reporting programs. Nevertheless, gaps in over-
sight clearly still occur, and they are serious ones. One way of pre-
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venting such gaps is for the banking community to work more
closely with the regulators and law enforcement officials to ex-
change information.

I look forward to hearing the testimony of our witnesses today
and in the subsequent 2 days of hearings.

At this time I would like to recognize the distinguished Ranking
Minority Member of the Subcommittee, Senator Levin, for his open-
ing statement, but before I do so, I first want to thank him and
his staff for their extraordinary and extensive work on this very
complex investigation.

Senator Levin.

OPENING STATEMENT OF SENATOR LEVIN

Senator LEVIN. Thank you very much, Madam Chairman, for
calling these hearings, for convening them, and for your very kind
remarks.

Today we are going to be taking an insider’s look at how U.S.
banks are being used by rogue and high-risk foreign banks and
their criminal clients to launder the proceeds of crimes such as
drug trafficking, financial fraud, Internet gambling, and tax eva-
sion.

Now, what does it mean to launder money? It means that you
take the dirty money that you get from selling drugs or accepting
a bribe or defrauding someone and you move it through bank ac-
counts or businesses in order to lose any link between the money
and its source. And then you can spend that money without anyone
asking any questions. One way you can do that is to move the
money through correspondent bank accounts at U.S. banks.

The U.S. banking system is one of the premier banking systems
in the world. It is also one of the safest and soundest. Our strong
regulatory environment helps to ensure that. And our dollar is the
strongest currency in the world, which is one of the reasons why
U.S. banks are so attractive.

So if criminals can move their money through U.S. banks, they
can not only disguise their money but they can also acquire the
prestige of the U.S banking system and the services that banking
system provides.

Here is a rather simple chart that shows how the proceeds from
criminal activity and corruption can make its way into U.S. banks.!
Ordinarily, the dirty money from criminal activity cannot get into
a U.S. bank directly. It cannot go directly down to a U.S. bank, as
shown on the right-hand side of that chart. That is because U.S.
banks have to report cash transactions over $10,000, and they keep
watch on the activities of their individual banking clients. But that
same money can get into the same U.S. bank, by using an offshore
bank that has a correspondent account at the U.S. bank. In other
words, instead of going directly into the bank, which it is frustrated
from doing by our regulatory apparatus, if it can move to an off-
shore bank and then use that offshore bank’s account at the U.S.
bank, it can accomplish very simply what it cannot do directly.
That is what has happened over and over and over again in the
high-risk foreign banks investigated by my staff.

1See Exhibit No. 44 that appears in the Appendix on page 814.
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For most Americans, a bank conjures up positive images of re-
spectability and sound fiscal management. We picture a well-main-
tained building, a trained staff, a prudent bank president, all oper-
ating under regulations that ensure the bank’s safe, sound and
lawful operation. But not all banks fit that image. Some banks in
the world are quite the opposite. They operate without controls,
without regulatory oversight, and even without physical offices or
trained staff. Some of these high-risk foreign banks are themselves
engaged in criminal behavior, such as financial frauds; some have
clients who are engaged in criminal behavior, such as drug traf-
ficking and political corruption; and some have such poor anti-
money laundering controls that they don’t know—and some don’t
care—whether or not their clients are engaged in criminal behav-
ior.

One might suppose that those kinds of foreign banks would be
unable to open accounts at U.S. banks, that U.S. banks would rec-
ognize them as posing such high money laundering risks that they
would not give them entry into the U.S. financial system. But you
would be wrong.

A year-long investigation by my Subcommittee staff has found
that high-risk foreign banks have been able to open accounts at
U.S. banks, and some of these U.S. accounts have become conduits
for criminal proceeds. When one bank opens an account for and
provides banking services to another bank, it is called cor-
respondent banking. The bank that provides the banking services
is called the correspondent bank. The client that uses the services
is called the respondent bank. Correspondent banking is essential
to the movement of money around the world for international trade
and commerce. But because many U.S. banks have failed to ade-
quately screen and monitor foreign banks which open accounts, cor-
respondent banking has also become a gateway to the U.S. finan-
cial system for criminals and money launderers.

Based on its work over the past year, the staff investigation iden-
tified three categories of foreign banks that pose high money laun-
dering risks, as outlined by the Chairman: Shell banks, offshore
banks, and banks in foreign jurisdictions that do not cooperate with
international anti-money laundering efforts.

“Shell bank,” as we use that term, means a bank that does not
have a fixed physical presence in any country. It is a bank that
does not have a physical office where customers go to conduct
banking transactions or where regulators can go to inspect records
and observe bank operations. Instead, these shell banks enjoy a
shadowy existence, operating out of the offices of a related com-
pany, or from an undisclosed location that may be hinted at but
never named. We found one shell bank that was operated out of
the owner’s home.

Due to their lack of visibility and presence, these shell banks
have largely evaded the public spotlight, and U.S. banks opening
accounts for them appear too often not to care how they operate.

The staff conducted an in-depth investigation of four shell banks:
Caribbean American Bank, Federal Bank, Hanover Bank, and M.A.
Bank. In all four cases, the investigation found the shell bank to
be operating far outside the parameters of normal banking prac-
tice, without basic administrative controls, and without anti-money
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laundering safeguards. The investigation found that the banks had
avoided regulatory oversight both in their licensing jurisdiction and
in the countries where they conducted transactions. All four shell
banks used accounts at U.S. banks to move millions of dollars in
suspect funds across international lines, funds associated with drug
trafficking, financial fraud, bribe money, or other misconduct.

Offshore banks are banks whose licenses bar them from
transacting banking activities with the citizens of their own home
jurisdiction, but empower them to transact business “offshore” with
the citizens of other countries. In other words, the countries that
create these banks protect their own citizens from them, but un-
leash them on the rest of the international community. One might
ask why any U.S. bank would want to do business with a bank
which is not allowed to transact business in its home jurisdiction,
but they do. Major U.S. banks have opened accounts for hundreds,
if not thousands, of offshore banks.

About 4,000 offshore banks now hold licenses from about 60
countries around the world and control almost $5 trillion in assets.
About half of these offshore banks are thought to be located in the
Caribbean and Latin America, with the rest in Europe, Asia, Afri-
ca, and the Middle East. The offshore banking sector continues to
grow, even as the international outcry over their association with
crime and corruption is also increasing.

One reason that offshore banks pose high money laundering
risks is that the country licensing the bank has less incentive to
police it, since that bank is barred from doing business with the
country’s own citizenry. Another reason is that offshore banking is
a money-making enterprise for the governments of small countries
which license them, and the less demands made by the government
on bank owners, the more attractive the country becomes as a li-
censing locale. Offshore banks often rely on these disincentives to
minimize regulatory oversight of their operations, increasing the
risk that some will become vehicles for money laundering, tax eva-
sion, or other crimes.

The third category of high-risk foreign banks are banks that are
licensed by jurisdictions that do not cooperate with international
anti-money laundering efforts. In June of 2000, the Financial
Action Task Force on Money Laundering, which is the leading
international body fighting money laundering, issued a list of 15
countries determined to be non-cooperative with international anti-
money laundering efforts. Together, these 15 jurisdictions have
licensed hundreds and perhaps thousands of banks, all of which in-
troduce money laundering risks into international correspondent
banking. In July of 2000, U.S. banking regulators issued advisories
warning U.S. banks against doing business with banks in the listed
jurisdictions. But if you thought that these advisories caused U.S.
banks to stop doing business with those banks, think again.

Now, why do U.S. banks open correspondent accounts for these
high-risk banks? For some banks, correspondent accounts are easy
money. When a U.S. bank isn’t extending credit, correspondent ac-
counts carry no monetary risk to the U.S. bank, they provide in-
come through the fees charged for the services rendered, and the
attitude has been that “a bank is a bank is a bank.” We know,
though, that that is not true. Some U.S. banks are apparently un-
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aware of the money laundering involved; others seem to assume
their systems will catch specific problems. But too often U.S. banks
have failed to conduct the initial and ongoing due diligence which
is needed to get a clear picture of the foreign banks using their
services. And when negative press reports or information regarding
suspicious activity did come to the attention of U.S. banks, in too
many cases the information did not result in a serious review of
the foreign banks involved or in concrete actions to prevent money
laundering.

The result is that U.S. banks, through their correspondent ac-
count services, become aiders and abetters, unwittingly—but aiders
and abetters, nonetheless—of laundering the proceeds of drug traf-
ficking or financial fraud or tax evasion or Internet gambling or
other illegal acts. We cannot spend billions of taxpayer dollars to
interdict drugs and eradicate coca farms and at the same time let
drug lords deposit illegal drug profits in foreign banks with U.S.
correspondent accounts. We cannot be consistent and are not con-
sistent if we condemn corruption in foreign business practices and
make illegal the payment of bribes by our businesses to foreign
government officials, and then let bribe money be deposited in U.S.
bank accounts earning interest.

We cannot fight for human rights in all parts of the globe and
then let corrupt public officials from other countries steal from
their own people and place corrupt funds in U.S. bank accounts to
enjoy the safety and soundness of the U.S. banking system. Money
laundering not only finances crime, it pollutes international bank-
ing systems, it impedes the international fight against corruption,
it distorts economies, and it undermines honest government.

The Subcommittee is devoting 3 days of hearings to the money
laundering problems posed by high-risk foreign banks’ opening cor-
respondent accounts at U.S. banks. Again, I want to thank our
Subcommittee Chairman, Senator Collins, for her support of this
in\l/)estigation and for allocating these 3 days of hearings to this
subject.

Today we are going to look at how high-risk banks work and how
U.S. banks respond to them. Tomorrow’s hearing will focus on the
special problems posed by foreign offshore shell banks. And the
third day of hearings, next Tuesday, will focus on what can and
should be done to strengthen anti-money laundering safeguards in
U.S. correspondent banking. Based on the testimony and rec-
ommendations received, I will be introducing legislation in the near
future to try to strengthen U.S. law in this area in order to close
the net around criminals using accounts of high-risk foreign banks
in U.S. banks to launder money.

Today we are going to hear first from a U.S. citizen, John
Mathewson, who used to own and manage an offshore bank in the
Caribbean called Guardian Bank and Trust. After 10 years at the
bank, Mr. Mathewson was arrested in the United States for tax
evasion and money laundering. He pled guilty to charges and
agreed to cooperate with U.S. law enforcement. One action which
he took, which was the first and so far the only time that I know
of in U.S. law enforcement history that it has happened, Mr.
Mathewson turned over a year’s worth of offshore banking records
for inspection and review. These records not only provided invalu-
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able information about how an offshore bank operates, but has also
enabled U.S. law enforcement to initiate prosecutions of numerous
of his bank’s clients for tax evasion and other misconduct. Mr.
Mathewson has since provided valuable testimony in many of these
prosecutions, and today he will provide testimony about how an off-
shore bank and its clients have used U.S. bank accounts to launder
funds. He will also explain how dependent offshore banks are on
other banks to conduct their operations and how U.S. banks hold
tremendous power in their hands to decide which offshore banks
will gain access to the U.S. banking system.

We will then hear from two U.S. banks, Bank of America and
Chase Manhattan Bank, that opened correspondent accounts for
offshore banks. One case involves American International Bank, an
offshore bank that was able to open accounts at these as well as
other U.S. banks, despite having a bad local reputation, its own
correspondent accounts for rogue banks, and increasing evidence
that the bank’s accounts held suspect funds related to major finan-
cial frauds. Another offshore bank, Swiss American Bank, opened
accounts at both banks as well. It maintained these accounts for
years, despite mounting evidence that the Swiss American Bank’s
accounts were repositories for funds associated with financial
frauds or Internet gambling or other illicit activities. In the face of
repeated evidence of questionable activities, our U.S. banks kept
open the Swiss American Bank accounts, and today we are going
to find out how that could happen.

Last year, U.S. taxpayers spent $600 million in the fight against
money laundering. U.S. banks are required by law to join in this
fight by operating anti-money laundering programs designed to de-
tect and stop criminals from washing their dirty money through
U.S. banks. We cannot condemn jurisdictions with weak anti-
money laundering controls, weak banking oversight, and unregu-
lated offshore sectors, and then tolerate U.S. banks doing business
with the very banks that those jurisdictions license and unleash on
the world.

Since the report was issued last month, we have already seen
some results. With respect to the high-risk foreign banks that were
the subject of the case histories, the governments of Antigua-Bar-
buda, the Bahamas, and Dominica have revoked or suspended the
license of four of the banks. The Cayman Islands also announced
that by the end of this year, all of its offshore banks that are not
branches or units of other banks, of which there are 62, will have
to enhance their physical presence on the island by opening an of-
fice with bank records and a resident manager. In the United
States, the New York Clearing House Association, which is com-
posed of a dozen of the largest correspondent banks in the United
States, has announced its intention to develop a code of best prac-
tices for the industry. And we have also been told by banks like
Chase Manhattan that they have begun top-to-bottom reviews of
their correspondent accounts. These are encouraging signs, al-
though obviously much more must be done.

Our banks, our U.S. banks, are the gatekeepers through which
foreign banks and their clients have to pass to get access to U.S.
dollars; U.S. banking services such as wire transfers, investments,
and credit; and the U.S. banking system, which is surely one of the



9

best in the world. When it comes to high-risk foreign banks, U.S.
banks have too often not lived up to that gatekeeping role. They
need to do a better job in screening and monitoring the high-risk
foreign banks that want access to our banking system. Only then
will we end the money laundering activities and help to ensure
that crime doesn’t pay.

Thank you.

Senator COLLINS. Senator Carnahan, I want to welcome you as
a new Member of the Subcommittee, and I would call upon you for
any opening comments that you might have.

OPENING STATEMENT OF SENATOR CARNAHAN

Senator CARNAHAN. Thank you, Senator Collins. I commend you
for calling this hearing, and I look forward to working with you in
the days ahead on future investigative hearings.

Senator Levin, I would like to thank you for your leadership on
this investigation and in developing this very valuable report.

I am greatly concerned about this issue. I think the average
American would be shocked to learn how easy it is for drug dealers
and scam artists to launder money or evade taxes. And as a result,
we are spending a tremendous amount of money dealing with the
consequences of this illicit activity. I am pleased that Senator
Levin and the Subcommittee have exposed this problem and made
recommendations on how to prevent this fraud and abuse on Amer-
ican consumers.

Thank you.

Senator COLLINS. Thank you.

We will be using our timing system today. Each witness will be
asked to limit their oral testimony to 10 minutes. Your entire writ-
ten testimony will be submitted in the record. There is a timing
system that we use. When the red light comes on, you have about
1 minute to conclude your comments. We will also be doing rounds
of questioning that will be 10 minutes in length also.

Without objection, I am going to make all of the exhibits that are
used today part of the hearing record.

I would now like to introduce our first witness this morning. He
is John Mathewson, who formerly owned Guardian Bank in the
Cayman Islands. Mr. Mathewson’s testimony will provide insider
knowledge regarding how an offshore bank can use the products
and services available through its correspondent accounts to con-
ceal the proceeds of crime. Mr. Mathewson will be accompanied
this morning by his attorney, Oscar Gonzalez.

Pursuant to Rule VI, all witnesses who testify before the Sub-
committee are required to be sworn. At this time I would ask that
the witness please stand and raise his right hand. Do you swear
that the testimony you are about to give to the Subcommittee will
be the truth, the whole truth, and nothing but the truth, so help
you, God?

Mr. MATHEWSON. I do.

Senator COLLINS. Mr. Mathewson, you may proceed with your
statement.
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TESTIMONY OF JOHN M. MATHEWSON,! FORMER OWNER OF
GUARDIAN BANK AND TRUST (CAYMAN) LTD., ACCOM-
PANIED BY OSCAR C. GONZALEZ, ESQ.

Mr. MATHEWSON. First, I would like to express my appreciation
and surprise at the amount of knowledge both Senator Collins and
Senator Levin have elicited in their opening statements. And, also,
I should address Senator Collins, Senator Levin, Senator
Carnahan, distinguished persons. Having spent more than 10 years
in the offshore industry, it is surprising to hear a couple of Ameri-
cans who have accumulated the knowledge that the two of you
have accumulated for purposes of protecting the United States from
offshore banking.

I prepared a written statement, sent it to Elise Bean, asked her
what portion of it I should read to the Committee, and she told me
none of it because if I read it, everyone’s eyes would begin to glaze
over. And I said, “Well, all right. What should I do?” And she said,
“Well, wing it.” So I'm winging it.

I'm 72 years old. I'm an ex-Marine. I served in China. I'm one
of the few survivors of that era. I'm rather proud of having been
in the Marine Corps. I appreciate the United States. I thank God
I was born in this country, especially after seeing other countries
and what goes on in them.

I have been asked, Why have you cooperated to the extent that
you have with the U.S. Government? And the reasons are twofold:
One, my appreciation for being able to live and also for having been
born in the United States; and, two, individuals in New Jersey who
dealt with me. One was William Waldie of the FBI. He would erase
any thoughts that one might have about the recent FBI individual
who had done work for the Russians. Waldie is a man of his word.
He is very honorable. And also John Carney, who is the Assistant
U.S. Attorney in New Jersey, who lived up to his word, is honor-
able. And without those two, I would not have cooperated to the ex-
tent that I have cooperated.

In addition, there is Judge Lechner in New Jersey, who, after he
had sentenced me to probation, asked me very pointedly, will you
continue your cooperation with the U.S. authorities? My answer
was yes. I have continued it.

Now, I could tell many stories about offshore banking. I could tell
one of my own where I was a successful businessman in the Chi-
cago area. I learned to fly. I did not learn to fly in the Marine
Corps. I learned as a civilian. Over the years, I had three aircraft.
With an aircraft at your disposal, there is always a temptation to
fly almost anyplace, whether it is necessary or not. I had read
about the Cayman Islands, had read about the tax advantages per-
taining to the Cayman Islands, and 1 day decided it was time that
I go down there and find out about them.

So I flew my aircraft to the Cayman Islands. En route, over
Cuba, in what is called the Hiron Corridor, I had three MiGs come
up, one on either side of the aircraft and one in front. I was on
course with Havana Center. I asked them what was going on, and
they said, Senor, we are identifying your aircraft. With that, the
MiGs peeled off, and I didn’t see them again. They were so close

1The prepared statement of Mr. Mathewson appears in the Appendix on page 139.
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to my aircraft that I could make out the features of the pilots. I
continued to the Cayman Islands, landed. It was late on a Friday
afternoon, got a phone book, looked up banks, saw the Swiss Bank
Corporation, and thought, well, I've heard of them before, I guess
they’re legitimate, and I called them.

I spoke to the managing director, Rodney Bond, and he said they
were closing the bank shortly. I had told him I wanted to start an
account. He said, I'll wait for you. So I took a cab over there and
opened an account with the Swiss Bank Corporation. That was my
first introduction to offshore banking. I didn’t know anything about
it before that time.

I continued to go down to the Cayman Islands. I enjoyed the
weather. I enjoyed the beach. I enjoyed the people. And over the
years I got tired of the business I was in in the Chicago area and
decided I would go into semi-retirement. I bought a home in the
Cayman Islands, went down there to live. Two weeks after I was
there, two individuals in the financial community, Keith High and
Rex Rankin, who are still active, propositioned me to buy 60 per-
cent of the shares of a bank. I thought it over and thought, well,
it’s a good idea.

I was then told that I would have to go in to see the inspector
of banks of the Cayman Islands. I did this. He informed me I would
have to undergo a check by the FBI and also Scotland Yard. I told
him to go ahead. Two weeks later, I received a phone call I had
been approved as a 60-percent shareholder of a bank in the Cay-
man Islands.

I worked very hard with the bank, giving it American expertise
in advertising and so forth. And after a 10-year period—or I should
say at the end of the 10-year period, our earnings for the latest
year, before the bank was taken over, were $5 million. I was going
from zero to $5 million. We had applied for an additional bank li-
cense in the Bahamas. We were told that bank license would be ap-
proved, all they needed was a letter from the Cayman Island finan-
cial authorities stating that we were an active business, an active
bank in the Cayman Islands.

That letter was never obtained, and on January 18, the Cayman
Island Government came into Guardian Bank with an order stating
that the bank was not being operated in a manner that was bene-
ficial to the Cayman Islands and that Ernst and Young, the ac-
counting firm, was to take over the bank and run it for a period
of 90 days and then report to the governor and council.

We left the bank realizing that there would be no bank after a
90-day period of a bunch of accountants running it, and contacted
Coopers and Lybrand and put the bank into liquidation.

After a 10-year period, we had $150 million in footings in the
bank. We had about 2,000 clients. I became a member of the Cay-
man Island Rotary Club. In fact, I was president of the club in
1993. In this club was a nucleus of managing directors and other
employees associated with the financial business in the Cayman Is-
lands. Everything I ever needed to know about banking I learned
from them in our gab fests after the Rotary meetings. All of the
things that Guardian did was learned from other banks. I have
never had an original thought in my life, but I have been able to
take what other people do and sometimes do a better job with it.
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But Guardian was just a run-of-the-mill bank in the Cayman Is-
lands doing its thing, the same as all of the others.

The one thing I learned very quickly, after having a bank in the
islands, was that clients opening an offshore account were doing so
for tax evasion; otherwise, they never would have paid the fees that
were charged to them for offshore banking. There would be no
point in it.

Also, considering that all of these services that we provided off-
shore were free from U.S. banks in the United States, it didn’t
make sense.

Now, the Cayman Islands very proudly claims that they have
US$600 billion on deposit, and they have 600 banks registered and
doing business in the Cayman Islands. My thought is: How much
of the $600 billion in the Cayman Islands is there for tax evasion?

I will tell one story and then I will cut this off. I knew Don Stew-
art of the Royal Bank of Canada reasonably well. He also was a
Rotarian. And he would tell stories about before I came on the is-
land when things were very wide open, about planes coming in
with boxes of $100 bills and how it would take all night to count
the money. Now, he never said where the money came from, but
this was something that continued for days. Also, a Rudy Evans,
who was the equivalent of a chief of police in the Cayman Islands,
tells about the money he earned by guarding all of this money
when it was being counted at the Royal Bank of Canada. This was
a very common practice.

The firm of attorneys that I used to go over the paperwork to go
into the banking business was a firm called Meyers and Alberca.
They, as far as I know, are still in business. When I went in with
the various papers for them to look over, Daryl Meyers brought me
into his office and apparently thinking that, well, now I am a mem-
ber of the financial community, why cover anything up, he had two
suitcases sitting in his office, open, full with $100 bills. I know a
little something about currency, and I would guess there was at
least US$10 million in those two suitcases. I didn’t say anything.
He didn’t say anything. Apparently, he had just received this
money, and I would assume it was going into one of the banks on
the island.

I believe that is my opening statement.

Senator COLLINS. Thank you, Mr. Mathewson.

Mr. Mathewson, would you please describe what the assets and
client base were of Guardian Bank at its peak?

Mr. MATHEWSON. I heard “the assets.” What was

Senator COLLINS. The client—how many clients and what were
the assets of the bank at its peak?

Mr. MATHEWSON. Yes, ma’am. The assets of the bank were ap-
proximately $150 million, and there were around 2,000 accounts.

Senator COLLINS. And since Guardian was an offshore bank, as
I understand it, that means that none of its depositors were citi-
zens of the Cayman Islands. Is that correct?

Mr. MATHEWSON. That’s correct.

Senator COLLINS. In your testimony, you estimated that approxi-
mately 95 percent of Guardian’s clients were, in fact, citizens of the
United States. Is that accurate?
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Mr. MATHEWSON. That was a guess. However, William Waldie of
the FBI made it a point to check that out, and he verified that it
was 95 percent. So it was a pretty good guess.

Senator COLLINS. And as I understand it, in your judgment, vir-
tually all of Guardian’s clients were engaged in tax evasion. Is that
an accurate statement?

Mr. MATHEWSON. That’s an accurate statement. However, one
thing I might point out, most of its clients were legitimate business
people and professionals in the United States.

Senator COLLINS. Legitimate, but engaging in tax evasion?

Mr. MATHEWSON. Exactly, yes.

Senator COLLINS. Well, some of us would quarrel with the word
“legitimate.”

Mr. MATHEWSON. All right. I understand.

Senator COLLINS. What leads you to conclude that the clients of
Guardian Bank were overwhelmingly engaged in tax evasion?

Mr. MATHEWSON. Every once in a while I would have a prospec-
tive client ask if Guardian Bank sent out 1099’s for earnings.

Senator COLLINS. And did it?

Mr. MATHEWSON. No, it did not. And my reply usually was, well,
if you would like one sent, please advise us.

Senator COLLINS. Did anyone ever take you up on that offer?

Mr. MATHEWSON. No one ever took me up on it.

Senator COLLINS. It is not illegal for an American citizen to
maintain offshore accounts, but obviously any income from that ac-
count is supposed to be reported to the IRS. According to one gov-
ernment estimate, at least $70 billion a year in personal income
tax revenue is lost to tax havens such as the Cayman Islands.

In your judgment, are there any legitimate reasons why an
American citizen would use the services of an offshore bank?

Mr. MATHEWSON. Some of the other reasons that an offshore
bank would be used by a U.S. person would be to hide money from
a spouse; in the event of a bankruptcy, to secrete funds offshore out
of the bankruptcy; but this all would be tax evasion, anyway. No,
I don’t think so. I think it is almost ridiculous to think that anyone
would establish an offshore account without the thought of being
able to make money with it by evading taxes.

Senator COLLINS. Mr. Mathewson, without the correspondent
banking accounts in the United States, would Guardian have been
able to conduct its business and provide the services that its clients
wanted?

Mr. MATHEWSON. Senator, you have hit on the Achilles heel of
the entire offshore banking industry. Without correspondent banks
to accept U.S.-dollar checks and wire transfers, the banks would be
out of business in the Cayman Islands.

Senator COLLINS. Did Guardian’s U.S. correspondent banks take
any steps to determine the sources of Guardian’s deposits? Was
there scrutiny given to the accounts or the sources of money?

Mr. MATHEWSON. None that I know of.

Senator COLLINS. And why do you feel that was the case? Why
wasn’t there more scrutiny?

Mr. MATHEWSON. I'm not certain they really cared, as long as
they were receiving substantial funds. And, remember, there were
millions and millions of dollars involved.
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Senator COLLINS. In fee income to the correspondent banks in
the United States?

Mr. MATHEWSON. Well, for instance, with the Bank of New York,
we kept very substantial accounts there, and they paid interest on
those accounts.

I think they just didn’t really wish to rock the boat, and they
were very happy with the deposits that were going into their bank
and would have liked even more.

Senator COLLINS. Was it expensive for your American clients to
maintain accounts with Guardian?

Mr. MATHEWSON. Yes.

Senator COLLINS. Could you give us some idea of the charges
that were imposed and also explain the idea of corporate accounts
that were used to shield the identities and how much you charged
for those accounts?

Mr. MATHEWSON. Most of our clients did have Cayman Island
corporations. The cost of establishing a corporation for them was
$5,000. In addition to that, there was a $3,000 annual management
fee payable in advance. So the total cost initially was $8,000.

There were other charges. For instance, if they wanted a wire
transfer, we charged either $100 or $150. I've forgotten the exact
amount. If there was an incoming wire transfer, we charged ap-
proximately $100 for that.

Anything that we did, there was a charge. If they called, the cost
of the telephone was put onto their account. It was quite costly,
and considering that all of those services could be provided in the
United States for no charge, it made no sense unless there was tax
evasion as the ultimate goal.

Senator COLLINS. Thank you, Mr. Mathewson.

Senator Levin.

Senator LEVIN. Thank you, Madam Chairman.

If a U.S. citizen came to the bank and wanted to open up an ac-
count, what would you have advised them on how to do that? And
tell us about the creation of these corporations as well that you
have made reference to.

Mr. MATHEWSON. All right. Would you repeat the first part?

Senator LEVIN. Yes. If a U.S. citizen came to your bank and said
he wanted to open a bank account, what would you advise?

Mr. MATHEWSON. Normally, when they would come in, they
would come in either as a result of some advertising or our audio-
visual presentation at one of the hotels or it was a recommenda-
tion. After a number of years in business, 75 percent of our clien-
tele was coming in from recommendations of other clients.

When they would come in, for the most part it had been ex-
plained to them what could be done offshore. The Cayman Islands
has a confidentiality law whereby it is a crime to divulge account
information. Therefore, they should be provided with complete ano-
nymity relative to the account that they would establish.

You can take it a step further by having a corporation, and we
provided directors for that corporation so that the individual ac-
count-holder never had to sign anything or have his name visible
to anyone. And the only one who was aware that this U.S. citizen,
in most cases, was the beneficial owner of a corporation was in the
Guardian Bank. It was no place else.
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Senator LEVIN. So by setting up a corporation, there was another
layer of secrecy in effect that would be added to that account. Is
that correct?

Mr. MATHEWSON. Yes, sir.

Senator LEVIN. When you indicated before that somebody was
paying $5,000 to set up that corporation and then a $3,000-per-
year management fee, that is $8,000 up front and then an ongoing
$3,000 per year. That is what people were paying for additional se-
crecy? Is that fair to say?

Mr. MATHEWSON. Precisely.

Senator LEVIN. Isn’t that really what this is all about, is that
people are paying here to hide assets from usually the U.S. Govern-
ment to which they would owe taxes on that money if the govern-
ment knew about it?

Mr. MATHEWSON. Yes.

Senator LEVIN. Did any of your clients open accounts in their
own names?

Mr. MATHEWSON. We had very few, possibly a handful, that had
accounts in their name only.

Senator LEVIN. In their own name.

Mr. MATHEWSON. Yes. However

Senator LEVIN. You said in their name only, or in their own
name?

Mr. MATHEWSON. Well, in their name only, which was also in
their name. However, with those few clients that had an individual
account, we referred to it only by the account number. We did not
use the individual’s name in any paperwork pertaining to it.

Senator LEVIN. All right. The purpose of that being, again, to
keep that client’s identity secret. Is that correct?

Mr. MATHEWSON. Yes, sir. By the way, I knew very well a Sir
Vassal Johnson, who is Caymanian, and he was knighted by Queen
Elizabeth on the island for having established the confidentiality
laws and the financial secrecy of the island and being responsible
for the success of the financial community.

Senator LEVIN. That secrecy is one of the things that attracts
people who are trying to evade taxes. Is that fair to say?

Mr. MATHEWSON. Without that secrecy, the Cayman Islands
would be a fishing community again.

Senator LEVIN. Am I correct that the Guardian Bank issued cred-
it cards also to its clients?

Mr. MATHEWSON. Yes, sir.

Senator LEVIN. And isn’t that the way clients frequently got ac-
cess to those funds, is through that credit card?

Mr. MATHEWSON. It was another means where they could take
funds or earnings out of their account and spend those funds either
in the U.S. or worldwide.

Senator LEVIN. And they also did that through wire transfers?

Mr. MATHEWSON. Well, they could do it through wire transfers.
However, the card probably was the safest way of accomplishing it.

Senator LEVIN. Now, did you send monthly bank statements to
your clients in the United States?

Mr. MATHEWSON. We did not.

Senator LEVIN. Again, that was to keep any records out of the
United States. Is that correct?




16

Mr. MATHEWSON. That’s correct.

Senator LEVIN. How did the clients generally deposit their money
in that bank?

Mr. MATHEWSON. Several ways: Cash occasionally, checks that
they brought in with them when they established the account, and
then ongoing, sending checks by regular U.S. mail to the bank. We
instructed the clients to make those checks out to G.B., which
would stand for Guardian Bank, G.B.&T., Guardian Bank and
Trust, or we gave them options to make them out to Sentinel Lim-
ited, Fulecrum Limited, and there was one other, and I don’t recol-
lect that one. It was Tower Limited.

Senator LEVIN. And then how did the checks get into the cor-
respondent account?

Mr. MATHEWSON. We received a number of checks every day.
After we processed them and credited the individual client account,
we batched them, sent them by courier to whoever our cor-
respondent bank was at the time, whether it would be the Bank
of New York, First Union, or any of the others.

Senator LEVIN. Now, you have indicated what some of the serv-
ices were that the U.S. banks, your correspondent banks, did for
your clients: Clearing checks, receiving and sending wire transfers,
and so forth. And those were services that you performed as well,
and I believe you said that the U.S. banks were critical to each of
those transactions that you performed.

What would have happened if the Guardian Bank had been un-
able to open a U.S.-dollar correspondent account at a U.S. bank?
Could you have handled U.S. clients unless you were able to open
those correspondent accounts at U.S. banks?

Mr. MATHEWSON. Remember, there’s always a flanking move-
ment, Senator. If we were unable to open a U.S. correspondent
banking relationship, we probably would have gone to another
bank that had a correspondent relationship and pay them a fee for
clearing our checks.

Senator LEVIN. And then would have had an account with them?

Mr. MATHEWSON. Yes, sir.

Senator LEVIN. So that if for any reason you couldn’t have
opened a correspondent account at a U.S. bank, you then would
have done it indirectly through opening an account with a bank
that d?id have a correspondent account at a U.S. bank. Is that fair
to say?

Mr. MATHEWSON. That’s correct.

Senator LEVIN. But unless you could either open up your own
correspondent account with a U.S. bank or establish an account
with a bank that did have a correspondent account with a U.S.
bank, is it not fair to say that you simply could not have handled
U.S. clients?

Mr. MATHEWSON. That’s exactly right.

Senator LEVIN. You said in your statement and again this morn-
ing that small offshore banks are fully dependent upon the more
established banks to give them access to banking services such as
wire transfers, check clearing, credit cards, and investment ac-
counts, and that they couldn’t stay in business without having this
access. My question now then is this: Since these offshore banks
are so totally dependent, as you have just testified, upon having ac-
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cess to those services through that U.S. bank, either directly by es-
tablishing a correspondent account or establishing an account with
another bank that does have a correspondent account, is it fair to
say that U.S. banks can demand any information and cooperation
from a foreign bank that they need in order to decide to open or
maintain an account for that bank? In other words, they are the
ones that are needed. It is our U.S. banks that are performing the
services and that they can demand information that they want or
else simply say we are not going to open the account. They have
that power, do they not?

Mr. MATHEWSON. Yes, they do.

Senator LEVIN. Thank you. My time is up.

Senator COLLINS. Senator Carnahan.

Senator CARNAHAN. Thank you.

Mr. Mathewson, thank you for being here today. Your testimony
is certainly quite eye-opening.

In your former bank, Guardian Bank and Trust Limited, citizens
deposited money into your accounts in an attempt to evade paying
U.S. taxes. In your estimation, how widespread is this activity?

Mr. MATHEWSON. I can only speak from my own experience. We
had many people come to the Cayman Islands, came into Guardian
Bank very interested in finding a way to secrete funds in some
fashion or another. Taking the Cayman Islands’ own publication of
$600 billion U.S. dollars on deposit, I have to think it’s rather
widespread.

Senator CARNAHAN. The Subcommittee’s investigation has also
uncovered instances where scam artists convinced average citizens
to invest money in correspondent accounts for high returns. The
banks then refused to return the money to the defrauded investor.
While this situation may not be a part of your direct experiences,
I would like to know if you have any suggestions on how consumers
could protect themselves from these types of scams.

Mr. MATHEWSON. I suppose there will always be con artists out
there peddling something that purportedly is going to make them
a great deal of money for very little effort. And there’s a certain
intrigue pertaining to the offshore industry that people are at-
tracted to.

I don’t know any way to protect the individual who doesn’t detect
the con being perpetrated against himself except that, for instance,
with the publicity that has been and will be emanating from these
hearings, attorneys in the United States and also worldwide are
going to warn their clients to stay away from the offshore accounts.
If someone is affluent and goes into his attorney and says, hey, I
got a million bucks and I'd like to secrete it someplace, the attorney
is probably going to say, well, don’t do anything, the offshore indus-
try is probably over when it comes to secreting money.

But, again, going back to your question, I have no way of sug-
gesting a way to eliminate this fraud perpetrated on people.

Senator CARNAHAN. Thank you very much.

Thank you, Madam Chairman.

Senator COLLINS. Thank you, Senator.

Mr. Mathewson, in your opening statement, you described
Guardian as a run-of-the-mill bank. By that I assume you mean
that the kinds of services provided, the reason that people had de-
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posits in Guardian Bank, are similar to those of other banks in the
Cayman Islands. Is that correct? That the kinds of services you
were providing for people who were essentially hiding assets was
commonplace?

Mr. MATHEWSON. Yes.

Senator COLLINS. You also stated that you could think of no le-
gitimate reason why an American citizen would use an offshore ac-
count, particularly since the charges were so high compared to
what an American bank would charge. Is that correct as well?

Mr. MATHEWSON. That’s very correct, yes.

Senator COLLINS. And yet there is an estimated $600 billion of
American assets on deposit at these banks in the Cayman Islands?

er. MATHEWSON. That’s what the Cayman Island Government
claims.

Senator COLLINS. Given those facts, shouldn’t any correspondent
account request from a Cayman Island bank to an American bank
raise a red flag?

Mr. MATHEWSON. It should certainly set off the alarm bells, yes.

Senator COLLINS. And yet, in your experience, you found it very
easy to open correspondent accounts with American banks, with
virtually no questions asked. Is that correct?

Mr. MATHEWSON. That’s correct. Practically no questions. We
also opened accounts with, for instance, Prudential Bache of New
York and gave them millions of dollars of offshore funds for invest-
ment in everything from shares of Microsoft to U.S. Treasury bills.

Senator COLLINS. And yet, in your judgment, every one of your
2,000 clients at the peak of Guardian Bank’s existence, every one
of those individuals was hiding assets. Is that correct?

Mr. MATHEWSON. Yes.

Senator COLLINS. Either from the American Government or from
a bankruptcy court or a divorced spouse or someone else who was
entitled potentially to a share of those assets?

Mr. MATHEWSON. I agree with that.

Senator COLLINS. Thank you.

Senator Levin, do you have any further questions?

Senator LEVIN. Just a few.

In using your correspondent account at American banks, you
didn’t then have to be particularly clever or in any way deceptive—
you could just very readily deposit that money, as the Chairman
says, with no questions asked.

Mr. MATHEWSON. Yes. That’s correct. There were no questions.
We sent checks to them. They cleared them and put them into the
Guardian account.

Senator LEVIN. Did they ever press you for information about
your operations? Did you have a “kmow your customer” person
come to you every year and say, hey, we want to see what is going
on here, whether this money is tax evasion money, whether this is
being hidden from creditors in bankruptcy court? Did you have that
kind of scrutiny on a regular basis from banks?

Mr. MATHEWSON. Senator Levin, I never had any bank officer
from the United States, from a correspondent bank that we were
using, come in to talk to me, nor have I ever met anyone.

Senator LEVIN. I just want to comment on one reference you
made to the legitimacy of people who were depositing money in
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their accounts in your bank. Tax evasion, as you pointed out, is not
legitimate, but some of the other reasons that you mentioned as
being the reason that legitimate people had for depositing money
are not legitimate either, including trying to hide assets from credi-
tors in bankruptcy court. I won’t get involved in divorce pro-
ceedings because you cannot in a divorce proceeding either hide as-
sets from your spouse and deceive a court as to what assets you
have. So with that one qualification relative to your testimony this
morning, I think your testimony has been extraordinarily accurate,
powerful, and right on target. I would just take exception with that
one reference you made relative to the legitimacy of some of the
people who try to evade taxes or try to use your accounts for other
purposes.

I can’t think offhand—now, there may be legitimate reasons, but
I haven’t heard any this morning, for hiding money.

Mr. MATHEWSON. Senator, I hear you loud and clear. When I said
that these people or some of them were quite legitimate, I'm refer-
ring to their businesses, they're paying taxes in the United States.
However, once they crossed the line and started an account off-
shore, they were then evading taxes for one reason or another.

Senator LEVIN. When the checks came in to you, did you or your
clients put the account numbers on those checks?

Mr. MATHEWSON. We did not. And occasionally we would have a
client who was so used to putting account numbers on things in the
United States, and they would put their Cayman Island account
number on the check. In some instances, we’d send the check back
to them and tell them to rewrite it and leave the account number
off.

Senator LEVIN. And put the account number on a separate piece
of paper?

Mr. MATHEWSON. Correct.

Senator LEVIN. I have a great deal of difficulty with U.S. banks
doing business with shell banks, period. It seems to me that all of
the problems that those banks create that you have outlined here
this morning are such that there should not be that kind of accept-
ance of an account from a shell bank—at least I can’t see offhand
the reason why we should allow our banks to do business with a
shell bank.

Now, relative to offshore banks, do you think that the same kind
of restriction should apply to offshore banks? Should we allow our
banks to do business with offshore banks with whom they have no
affiliation?

Mr. MATHEWSON. I don’t think you have to prohibit our banks
from doing business with offshore banks, but I think you can make
it so that the individual client who is planning to evade taxes just
isn’t going to take money offshore.

For instance, we’ll say—TI’ll pick on the Bank of New York since
they’ve been picked on quite a bit recently, anyway. If the Bank of
New York had an officer who would go over all of the checks re-
ceived from offshore banks and all of the wire transfers to see if
there was anything in those checks and wire transfers that would
smack of fraud, it would cut way down on the use of offshore ac-
counts by Americans, because this publicity would get out.
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Senator LEVIN. How about requiring that the account numbers
be on those checks?

Mr. MATHEWSON. Yes, right. Well, something on the check. But
I think, with thinking it through, that it would be possible to cut
down on offshore banking considerably.

Senator LEVIN. The Cayman Islands has strengthened some of
its rules since 1995 when you ended your operation in the Cay-
mans, and I think we just want to make note of this, that appar-
ently they have made a number of improvements in the way that
they regulate offshore banks. Just this week—and I am sure that
these hearings have something to do with it, and our investigation
has a lot to do with it—they have made an announcement that any
bank that is in possession of an offshore license must maintain an
office with a manager and keep its records in the Caymans. That
I think would be an improvement, but the practices that you have
described do flourish in other banks in other jurisdictions, and we
will hope that the Caymans’ tightening up will produce some re-
sults in the Cayman Islands themselves. But do you have any com-
ment on that recent action by the Caymans?

Mr. MATHEWSON. I am sure that they are attempting to cover
their flanks and to keep their financial business going. When you're
dealing with a Third World country—and no matter whether they
like it or not, the Cayman Islands is Third World—you're always
subject to payoffs and activities that are outside of the law.

For instance, about 6 months before Guardian was taken over,
I had a political figure come in to see me and ask for $250,000 in
cash and a percentage of the bank’s shares. I told him to shove off,
I wasn’t interested. He warned me that I would regret doing this.

Well, hindsight is always great. I would assume it’s possible that
if I had gone along with his wishes that Guardian Bank might very
well still be in existence.

That individual is still a member of the legislative assembly of
the Cayman Islands. He is still one who is trying to wiggle around
U.S. rules, and I just thought I'd point this out, that they are try-
ing to go around any rules or regulations that are made to impede
their financial progress.

Senator LEVIN. Tax evasion is not a crime in the Caymans. But
it is here, and what you just described, I hope, is a crime in the
Caymans. In any event, if you haven’t already reported that to our
FBI so that they can send that information to the Cayman Govern-
ment, I would ask that you do that.

Thank you.

Senator COLLINS. Thank you, Senator Levin.

Senator Carnahan, do you have any further questions?

Senator CARNAHAN. No further questions.

Senator COLLINS. Thank you.

Mr. Mathewson, I would like to thank you for your testimony
today. It was extraordinarily helpful to the Subcommittee, and I
appreciate your cooperation.

Mr. MATHEWSON. Thank you, Senator Collins. I was asked to
bring in one of the Guardian Bank credit cards by Ms. Bean. Would
you like to see that?

Senator LEVIN. Yes, could you show us the credit card? Would
that be all right, Madam Chair?
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Senator COLLINS. Sure.

Senator LEVIN. Would you show us that credit card? And do we
have a copy of it?1

Mr. MATHEWSON. Now, that was my personal credit card.

Senator COLLINS. What is very interesting about this credit card
is it is made out to Guardian Bank. It does not have your name
on (iit or any client’s name on it. Is that typical of how the credit
card——

Mr. MATHEWSON. It could have been ABC Corporation also,
backed by a U.S. citizen. And if you look on the back of the card,
you'll see my signature, which is illegible. No one ever questioned
that card, and I made a number of charges on it over a period of
time, as did many of our clients.

Senator COLLINS. We are putting it on the audio-visual system
so that it can be seen.

Senator Levin.

Senator LEVIN. Yes. The fact that your signature is illegible I
don’t think distinguishes this card from any other credit card.
[Laughter.]

Mr. MATHEWSON. No.

Senator LEVIN. In more significant ways, it is very distinctive. It
does not have your name on it.

Mr. MATHEWSON. Right.

Senator LEVIN. And what you are saying is that when your bank
issued these credit cards, frequently they would be issued to a cor-
poration which had been set up in the Caymans to protect the iden-
tity of people so that there would be total secrecy, but that a per-
son who had set up that corporation in the Cayman Islands and
who had used your bank to hide their money could walk into a
bank here or to an ATM machine and use that credit card, with
only a corporate name on it, not their own name on it, and have
access to their account at your bank. Is that right?

Mr. MATHEWSON. Exactly, Senator. And if you recollect, early on
I mentioned that I have never had an original thought in my life.
When I introduced the use of credit cards at Guardian Bank, I did
so because I had learned that Barclay’s and some of the other
major banks were also using credit cards, and I thought, why not,
it sounds like a good idea.

Senator LEVIN. It sure makes hiding money and evading taxes
mighty simple, and that is exactly what is going on in these kinds
of offshore banks. You have come forward, which has been very
helpful, and hopefully after these hearings and after we tighten up
the law, it is going to be a lot more difficult to hide money that
should not be hidden and to evade taxes which should be paid, like
other citizens pay their taxes. And hopefully the other kind of
money laundering activities which go on at too many of these re-
spondent banks will be reduced significantly. That will come be-
cause of a lot of reasons, but in part because of your coming for-
ward here and making this testimony available to us and to other
agencies of our Federal Government.

Thank you.

Mr. MATHEWSON. Thank you.

1See Exhibit No. 46 that appears in the Appendix on page 823.
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Senator COLLINS. Thank you, Mr. Mathewson. You may be ex-
cused.

Mr. Mathewson, we will get your credit card back to you in the
hall.

Mr. MATHEWSON. OK.

Senator COLLINS. Although it looks like any of us could use it
with impunity. Thank you.

I would now like to call forward our second panel of witnesses
this morning. They are representatives of Bank of America and J.P.
Morgan Chase.

I would first like to introduce James Christie, who is Senior Vice
President, Global Treasury Risk Management of Bank of America.
Also testifying this morning is David Weisbrod, the Senior Vice
President of Treasury Services Division of the Chase Manhattan
Bank or J.P. Morgan Chase, I guess it is more properly called now.

Pursuant to Rule VI, all witnesses who testify before the Sub-
committee are required to be sworn, so at this time I would ask you
both to please stand and raise your right hands. Do you swear that
the testimony you are about to give to the Subcommittee will be
the truth, the whole truth, and nothing but the truth, so help you,
God?

Mr. CHRISTIE. Yes, I do.

Mr. WEISBROD. Yes, I do.

Senator COLLINS. Mr. Christie, you may proceed.

TESTIMONY OF JAMES C. CHRISTIE,! SENIOR VICE PRESI-
DENT, GLOBAL TREASURY RISK MANAGEMENT, BANK OF
AMERICA, OAKLAND, CALIFORNIA

Mr. CHRISTIE. Thank you. Good morning, Chairman Collins, Sen-
ator Levin, and members of the Subcommittee. I am Jim Christie,
a senior officer at Bank of America, and I am pleased to appear be-
fore the Permanent Subcommittee on Investigations to discuss
Bank of America’s anti-money laundering efforts.

We appreciate the opportunity to meet with you today to discuss
some of the cooperative efforts we have taken in working with the
U.S. Government to detect and deter fraud and money laundering
and also, of course, to answer your questions.

Senator Levin, your staff spent a considerable amount of time
with us to learn about correspondent banking and how it works.
Senator Collins, we were one of the first banks to volunteer to as-
sist your staff and Senator Levin’s staff in this learning process.
And, of course, you know we also submitted a detailed response to
the survey distributed by the Subcommittee staff members last
year.

As we mentioned in our earlier discussions with your staff mem-
bers and in our response to the survey, correspondent banking is
indeed vital to the financial industry. The notion of correspondent
banking has been in existence since the creation of banking. With-
out correspondent banking, the global markets could not function.
Correspondent banking is the basis for the settlement of payments
and the movement of funds on a worldwide basis.

1The prepared statement of Mr. Christie appears in the Appendix on page 143.
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According to outside sources, each day, through the use of two
major wire transfer systems—that is, Fedwire and CHIPS—tril-
lions of dollars of settlements are made. Bank of America settles
approximately 500 billion on a daily basis. However, the same at-
tributes that make correspondent banking work fast and efficient
for commerce also make it vulnerable to money laundering.

We take very seriously our role in assisting the United States
and other governmental agencies in the fight against money laun-
dering. For many years, law enforcement authorities worldwide
have recognized Bank of America as a cooperative institution in as-
sisting law enforcement in its efforts to combat money laundering.
An example of our willingness to cooperate, our bank agreed to es-
tablish undercover accounts for the benefit of U.S. law enforcement
in its Operation Casablanca, a controversial operation that has left
the Bank of America brand exposed to adverse media attention. In
the past, we also received an award from the Internal Revenue
Service recognizing our cooperative efforts with that agency.

We believe that our bank has a solid program in place, including
adequate internal controls and practices, to detect and report sus-
picious activities related to money laundering. In the United
States, for example, Bank of America is one of the top filers of cur-
rency transaction reports—also known as CTRs—and also sus-
picious activity reports—known as SARs. These reports are useful
to law enforcement in investigating financial crimes and money
laundering activities.

In the year 2000, for example, we filed over 1.5 million CTRs and
nearly 12 percent of all the CTRs filed with the U.S. Government.
In addition, we filed nearly 19,000 of the reported 140,000 SARs
filed in the United States, or 14 percent of the total filings.

Our ability to recognize and file reportable activities does not
come without a sizable investment in technology and human re-
sources. Bank of America has invested heavily in monitoring sys-
tems over the years to capture and report cash and other activities
potentially related to money laundering. The bank’s internally built
wire-monitoring systems, for example, have been reviewed and as-
sessed by numerous regulatory and law enforcement authorities.
Several of these agencies, including the U.S. Financial Crimes En-
forcement Network—or FinCEN, as it is commonly known—have
given our systems high praise. Still, we have not been complacent
in our monitoring efforts. In fact, we have recently made a further
investment into new technology to enhance our wire monitoring,
and we continue to research other available solutions.

Obviously, at the heart of any monitoring system is the person
who is reviewing the activity and making judgments about what is
suspicious. Here, too, we have increased our staff and upgraded a
number of those positions.

Now, let me speak to the business of correspondent banking and
how it works within Bank of America.

Our correspondent banking function is organized geographically
in four divisions, that is, the United States and Canada Division,
Asia Division, Europe, Middle East, and Africa Division, and Latin
America Division. Each division has the authority to organize its
functional responsibilities in a way they believe best serves our cor-
respondent bank customers while still maintaining the use of our
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corporate policies and anti-money laundering controls and proce-
dures. Each of the division managers reports up to the head of our
Global Corporate and Investment Banking Group.

As mentioned in our response to your survey, we offer the same
correspondent banking services and products that other banks in
the industry offer, and you’ve already listed and named those in
your opening remarks.

There is a great deal of separation of responsibilities and controls
that assures safety and soundness in how we operate. This func-
tional separation requires a number of staff members to become fa-
miliar with our corresponding bank relationships. Overall, we be-
lieve this type of organization approach provides outstanding serv-
ice to our clients and instills proper checks and balances to guard
against fraud. It also fosters an environment that encourages our
associates to truly know our correspondent customers.

Today we maintain approximately 1,900 foreign correspondent
bank deposit accounts in the United States. As a matter of policy
and practice, we do not maintain accounts for foreign shell banks.
Certainly in the United States, we maintain 1,200 relationships
with foreign institutions, including 125 relationships for foreign
banks located in the 15 jurisdictions named by the Financial Action
Task Force on Money Laundering. The relationships are with
branches of institutions that maintain a home base office in one
country and have established a physical presence in the Financial
Action Task Force-listed country or with banks that are licensed by
the local jurisdiction and maintain a physical presence in that
country.

Before Bank of America would open a relationship today with a
foreign bank in a high-risk country, or, for that matter, anywhere
else in the world, a rigorous, risk-based due diligence process would
take place. The level of due diligence would depend upon several
factors, including, but not limited to, whether the bank is a branch
of a reputable bank based somewhere else in the world; whether
the bank already maintains a relationship with Bank of America;
who the principals are and their experiences in operating a bank;
whether a letter of introduction is available from a reputable bank-
ing organization; and other such relevant factors.

As part of our correspondent banking policy and standards, an
account would not be established for any institution that does not
maintain a physical presence in the high-risk country in which the
bank is licensed. As mentioned earlier, we do not currently main-
tain, to the best of our knowledge, any correspondent accounts for
foreign shell banks.

Minimum due diligence that typically would be required to open
a correspondent bank account will include a copy of the bank’s in-
corporation documents and bylaws, the institution’s latest financial
statements, a copy of the resolution of the board of directors au-
thorizing them to proceed with establishing the relationship, and
dealing with those who are authorized to do so, plus certified copies
of the passports of the principals, a search of the company registry,
or equivalent, or an undertaking from a law firm as to what docu-
ments are held on the registry and any other relevant documents.

A visit to the institution’s physical operation and, where applica-
ble, to the primary place of business is also required. We will also
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want to know what “know your customer” standards the applicant
bank has in place; what type of client base the applicant maintains;
whether the correspondent bank will offer services to other foreign
correspondent banks, including any located in high-risk countries;
whether the bank has monitoring systems in place to detect and
investigate unusual or suspicious activities related to money laun-
dering; and the typical amounts and volumes of activity the bank
anticipates having with us and whether these volumes seem appro-
priate.

We might also ask for the results of audits and regulatory exami-
nations. However, there is no certainty that this information would
be provided to us.

We will also look to other due diligence information such as
search of publicly available data on the applicant or its principals.
Also, we generally have an understanding of most regulatory envi-
ronments, especially if Bank of America has a physical presence in
the jurisdiction. If not, we would assess the regulatory environment
as well. In fact, several units within our bank meet on a constant
basis with regulatory authorities. We would also check the appli-
cant and its principals against Office of Foreign Asset Control—i.e.,
the OFAC list—to see if there were any matches.

It should be noted that our wire-monitoring systems are used to
monitor transactions, not the normal or expected activities of the
foreign bank customers themselves. We look at certain types of in-
formation contained in the wire transaction fields to determine
whether or not the transaction is suspicious. If we find an issue
with a transaction, we refer the transaction back to the relation-
ship manager and foreign correspondent bank for further resolution
with its own customer. If the transaction were deemed reportable
under U.S. regulations, we would also file the required suspicious
activity report in the United States.

If the transaction involves a foreign bank customer who also
maintains an account with Bank of America in the United States,
the transaction may have already been identified by the monitoring
systems.

We assess several factors in making the decision to close out a
relationship with a high-risk foreign bank. The factors might in-
clude a change in our business strategy, a downturn in the foreign
country’s economy, a credit decision, turnover in the correspondent
bank’s management, a loss of confidence in the principals of the
foreign office, or a lack of comfort in the type of customers that the
foreign bank maintains.

As T said before, we send $500 billion through the system each
day; therefore, Bank of America certainly recognizes its corporate
duty to be the leader in trying to fight against money laundering.
In addition to our policies and procedures and the monitoring sys-
tems I mentioned earlier, we have undertaken many steps to com-
bat money laundering. This includes especially training of our asso-
ciates on the importance of recognizing and reporting unusual and
suspicious activity. Bank of America has been favorably recognized
by the law enforcement community, as I mentioned earlier.

Senators Collins and Levin, you have asked us to discuss our re-
lationship with Swiss American Bank and American International
Bank. It is generally not our policy to discuss, particularly in an
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open forum, our relationship with bank customers or information
about customers. Certainly both of you can appreciate this.

However, under the circumstances, we shall provide you with the
history of the accounts, and I am prepared to discuss these rela-
tionships with you today to the best of my ability.

I see the red light. I better hurry up.

Senator COLLINS. Why don’t you take a couple more moments
and finish up?

Mr. CHRISTIE. OK. Thank you.

I think we’ll probably get into the details of American Inter-
national Bank and Swiss Bank, so I don’t need to refer to those at
the moment. It would be the opening and closing of those accounts.

Regarding the recommendations, you have asked us to comment
on what more can be done beyond our own continued efforts to
combat money laundering. As I noted earlier, we take seriously the
problem of money laundering. One recommendation we have is to
strengthen communication efforts between the government and the
banking industry. Given our discussions with your staff and deal-
ings with regulatory and law enforcement staffs throughout the
world, we are aware that many governments have been able to
identify, through their own investigative efforts, the names of indi-
viduals, companies, banks, other organizations, and countries that
continue to facilitate or tolerate other money laundering activities.
In fact, your staff has done a great job—I have to compliment
them—in uncovering a lot of information about our ex-customers,
AIB and Swiss American Bank, including some of their customers
that I am not sure we, in the banking industry, could have uncov-
ered on our own.

It would be extremely beneficial for the U.S. Government and
foreign governments to provide these names to the banking indus-
try, these suspicious names. U.S. banks, including Bank of Amer-
ica, are already required to maintain a system to interdict funds
transfer activity for OFAC. By providing us with the names of the
entities that are engaged in fraud and other related activities, we
could add this information to our monitoring systems and identify
for law enforcement the activities of these entities. This informa-
tion would in turn potentially allow us to identify the accounts of
or relationships with the named entities.

In the past, the U.S. Government has provided us the names of
countries and high-risk areas for drug trafficking and money laun-
dering, such as the report FinCEN released on Antigua a couple of
years ago. It would be even more beneficial to provide us with the
names of the entities that the U.S. Government “knows” are pro-
moting illegal activities.

In conclusion, I wish to thank the Chairman and Senator Levin
and other Members of the Subcommittee for the opportunity to
voice Bank of America’s position on this topic and assure you that
we will continue our efforts worldwide to assist in the fight against
money laundering. Also, again, I wish to thank the staff members
for their investigative efforts. The resulting report helped to shed
light on the need to change and enhance many of our policies and
procedures at Bank of America.

I personally have learned from this exercise, and as a result, we
have already expanded our wire-monitoring process, established
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more stringent and formal procedures for both opening and closing
accounts, and we have put processes and procedures in place to
better coordinate suspicious information with relationship man-
ageés, senior managers, and including my own risk management
staff.

Again, thank you for this time on today’s agenda, and I look for-
ward to answering your questions.

Senator COLLINS. Thank you, Mr. Christie.

Mr. Weisbrod, would you proceed, please?

TESTIMONY OF DAVID A. WEISBROD,! SENIOR VICE PRESI-
DENT, TREASURY SERVICES DIVISION, THE CHASE MANHAT-
TAN BANK, NEW YORK, NEW YORK

Mr. WEISBROD. Thank you, Madam Chairwoman. My name is
David Weisbrod, and I am a Senior Vice President of the Chase
Manhattan Bank in our Treasury Services Division. In such capac-
ity, I have oversight responsibility for the division’s credit and op-
erating risk management policies, procedures, and practices attend-
ant to the bank’s relationships with approximately 3,500 cor-
respondents. The Chase Manhattan Bank, headquartered in New
York City, is the largest bank of J.P. Morgan Chase and Company,
a multi-bank holding company with assets in excess of $700 billion.
I appreciate the opportunity to make this statement on the very
important topic before the Subcommittee today, international cor-
respondent banking and money laundering.

Correspondents maintaining accounts with Chase in New York
sometimes have credit relationships with us, but almost always re-
quire U.S.-dollar funds transfer clearing services. To place the size,
scope, and importance of the clearing business in perspective, on an
average day Chase processes over 220,000 wire payments with a
value in excess of $1.2 trillion. On January 16 of this year, we ex-

erienced a record volume day when 363,000 wire payments for
51.8 trillion were processed. This translates to $21 million proc-
essed nearly every second, with an average transaction size just
under $5 million.

Over 93 percent of these transactions are processed straight
through, which means that the transactions are done entirely by
our automated systems, without any manual intervention. While
we are proud of our funds transfer prowess and its importance to
worldwide commercial interchange and the global capital markets,
we also understand our special responsibility to guard against the
laundering of money and other criminal abuses in the system.

By way of background, our primary focus in the creation of a
global funds transfer system and the resulting processes sur-
rounding correspondent bank risk management has been upon
safety and soundness issues, that is, upon the credit risk and oper-
ating problems that might lead to large credit exposures that could
otherwise disrupt the smooth functioning of the payment system.
These are very important public concerns that must remain in the
forefront of an effective risk management program. In the last 2
years, however, we have witnessed revelations as to how the Bank
of New York was used in connection with money laundering

1The prepared statement of Mr. Weisbrod appears in the Appendix on page 156.
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schemes orchestrated through several Russian banks. In the wake
of that incident, heightened attention has been given to the need
to expand anti-money laundering programs to protect banks from
being exposed to such illicit funds transfer activities. We, at Chase,
have taken a series of steps to expand our anti-money laundering
initiatives.

First, Chase has significantly enhanced its new account-opening
procedures and “know your customer” due diligence. We are cur-
rently conducting, as Senator Levin referred to, a review of our en-
tire correspondent bank base using these enhancements. As part of
that review, all existing and new Chase customers will be docu-
mented utilizing a new “know your customer” checklist. The check-
list covers such items as the customer’s history of doing business
with Chase, a detailed understanding of the customer’s ownership
structure, whether it is a publicly owned entity or privately held,
understanding of the customer’s cash flows and Chase products to
be used. The checklist also requires responses as to whether the
customer has sustained negative media coverage and the source of
referral for the relationship. In addition, the customer is requested
to provide its most recent audited financial statements, preferably
for the last 3 years. And a first priority for this review has been
placed upon the FATF countries, Antigua and Barbuda, and the
Seychelles. If after this review we are uncomfortable with the con-
tinued maintenance of any account, we intend to close it.

Second, all Treasury Services’ customers will be subject to peri-
odic reviews in order to assure that the circumstances have not
changed that would significantly affect the manner in which their
accounts are utilized or in such a way as to present an unaccept-
able risk of illegal activity. The periodic review cycle will vary
based upon the perceived risk of doing business with a particular
set of clients or jurisdictions.

Third, Chase has enhanced its anti-money laundering trans-
action monitoring efforts in several ways. Last year, we established
a Funds Transfer Monitoring Committee, co-chaired by myself and
our chief compliance officer, which meets monthly to review ques-
tionable funds transfers. As part of this process, we have launched
a Web-based monitoring system designed to review U.S.-dollar
funds transfers on an after-the-fact basis. The system utilizes pat-
terning or watchlist methodologies to flag potentially suspicious
transactions. The transactions are then evaluated by a dedicated
staff set up for this purpose. All of the FATF countries are included
on the watchlist. Chase has had for some time a monitoring com-
mittee that meets periodically to review questionable strings of
money orders or traveler’s checks.

Finally, Chase has intensified its effort to provide anti-money
laundering training to even more of its employees, recently intro-
ducing a new Web-based training and testing program for employ-
ees having desktop Internet access. All 4,400 Treasury Services
employees will be required—mandatory—to take this training and
to pass an online test. Not only do they have to do the training,
but they have to pass a test as well. Chase has always been in the
forefront in providing anti-money laundering training, having
trained, through 1999, over 27,000 employees in domestic locations
and over 16,000 employees in foreign locations.
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Our Bank Secrecy Act compliance program is specially focused
upon high-risk banks and high-risk products. I have just mentioned
the high-risk countries which have been our focus. In such coun-
tries, and elsewhere, it has been our practice not to open accounts
for shell banks. With offshore banks, we intend to maintain a
heightened sense of vigilance, for we now better understand some
of the ways in which offshore banks in high-risk jurisdictions can
be exploited for money laundering or other dubious purposes. While
these risks are recognized in its 1999 Working Paper on Offshore
Banking, the International Monetary Fund has identified offshore
financial centers, or OFCs, as “an important and growing inter-
mediation channel for emerging economies.” Moreover, the IMF has
reported that “a number of legitimate factors continue to attract fi-
nancial institutions and investors to OFCs.” As the Minority staff’s
February 5th report points out, there are over 4,000 offshore
banks. An important future challenge facing us will be to deter-
mine how we can develop procedures which will enhance our ability
to separate the good banks from the bad banks, the vigilant from
the less vigilant.

In addition to high-risk banks, we well understand the risks as-
sociated with the high-risk products identified in the Minority
staff’s report, that is, wire transfers, payable through accounts and
pouch/cash letter activity. I have already mentioned our automated
systems for monitoring wire transfer activity and monetary instru-
ments. In the case of payable through accounts, of which we only
have two, we follow judiciously the guidelines of the Federal bank-
ing regulators. Moreover, we have a corporate-wide policy which re-
quires that any such account be approved by a senior officer and
notified in writing to the bank’s chief compliance officer.

Combating money laundering and other illegalities within the
international correspondent banking system is no easy task. The
Minority staff’s own report on page 41 recognizes that due diligence
information is often difficult to obtain from foreign jurisdictions,
and that which is obtained may be limited or difficult to evaluate;
that language barriers may impose additional difficulties; that
travel to foreign jurisdictions by U.S. correspondent bankers is
costly and may not produce immediate or accurate information; and
generally that due diligence, both at account opening and con-
tinuing after the account is opened, is not easy in international cor-
respondent banking. And we could not agree more.

We recognize that the need to hone our Bank Secrecy Act compli-
ance program is ongoing, but we do not purport to have all the an-
swers. For example, the whole notion of “nesting,” as it is referred
to in the Minority staff’s report, is a very, very difficult problem.
It is typical for small banks to maintain accounts with slightly
larger banks, who maintain accounts with more and larger banks
and so forth and so on. These relationships are necessary and ap-
propriate, in fact, essential to the conduct of global, commercial,
and capital markets activities. Unfortunately, these tiered relation-
ships can also hide and make difficult to detect illicit activities.

We need to bring the expertise and experience of the financial
services industry to address these and other difficult issues, and we
need to do it now. An example of how effective such an effort can
be was demonstrated by the recent Wolfsberg Principles on private
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banking. In a similar vein, Chase has enthusiastically joined with
its fellow members of the New York Clearing House in creating a
task force to develop best practice principles for correspondent
banking.

We welcome the opportunity to work closely with our State and
Federal banking regulators in areas such as this, although we do
not expect our regulators either to have all the answers. As cited
in the Minority staff's report, for example, it was not until Sep-
tember of 2000, just a few months ago, that the Comptroller of the
Currency identified international correspondent banking as a high-
risk area. Money laundering attendant to international cor-
respondent banking is, in fact, an international problem. We thus
support the efforts of the Financial Action Task Force, the Basel
Committee on Banking Supervision of the Bank for International
Settlements, and other national and international organizations
worldwide which are focused upon this problem. While we believe
it to be impossible to have complete assurance that no bad actors
are slipping through the system, with a renewed vigor on the part
of the private sector, with help from our domestic banking regu-
lators, and with the cooperation of foreign governments and inter-
national agencies, we all can do better in the future.

Senator COLLINS. Thank you.

Senator Levin, why don’t you lead off questioning this round?

Senator LEVIN. Thank you very much, Madam Chairman.

First, let me thank our witnesses and the banks that they rep-
resent for the cooperation which they have shown in this investiga-
tion, and their filling in of the questionnaires. That is very helpful.
We are going to be looking through these questions into some of
the past actions of these banks. But as far as this investigation is
concerned, you have been very cooperative and your willingness to
help us sort through some of these issues is essential.

First, on the question of shell banks, I think that you testified
just a moment ago, Mr. Weisbrod, that you do not open a cor-
respondent account with a shell bank. Is that correct?

Mr. WEISBROD. Yes, sir.

Senator LEVIN. OK. I believe you have also indicated that for the
Bank of America, Mr. Christie?

Mr. CHRISTIE. That’s true.

Senator LEVIN. Is there any reason why we should not just flat
out prohibit U.S. banks from opening correspondent accounts with
shell banks?

Mr. CHRISTIE. Personally, I think it would be just fine, but some
lawyers would tell you that there might be unique situations for le-
gitimate transactions. But I don’t know what they would be.

Senator LEVIN. Mr. Weisbrod.

Mr. WEISBROD. I haven’t thought of the need for legislation in
this area. I think that the banks themselves that are attentive to
the issue will unilaterally make the same decisions that Bank of
America and Chase have.

Senator LEVIN. What about the banks that aren’t attentive to the
issue?

Mr. WEISBROD. That is a good question.
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Senator LEVIN. Is there any reason, though, that you can see
why we should not either through regulation or through law just
simply prohibit the opening up of an account with a shell bank?

Mr. WEISBROD. I can think of no reason offhand why.

Senator LEVIN. First, Bank of America. You established a cor-
respondent relationship with Swiss American National Bank in
1987, and then in 1990 and 1991, the relationship manager raised
concerns about the management and operations of the bank. In
June 1991, Swiss American National Bank, which was an onshore
domestic Antiguan bank, wrote to the Bank of America, canceled
its account, and instructed the Bank of America to open an account
for its offshore affiliate, Swiss American Bank. The relationship
manager for the Bank of America at that time told our staff that
it looked like the account was opened without anyone at the Bank
of America making a determination if they wanted the Swiss Amer-
ican Bank to open an account—in other words, no vetting, no due
diligence by the Bank of America in that one. The relationship
manager said that the Swiss American National Bank and the
Swiss American Bank were both the same institution.

A similar thing happened with Chase. Swiss American National
Bank had an account with Chase since 1981. In 1995, Swiss Amer-
ican Bank—that is the offshore bank—opened an account. The ac-
count-opening documentation contained little more than an annual
report, and here is what the sales representative wrote: “Given
that there is a demand deposit account already opened in our books
in the name of Swiss American National Bank of Antigua, no fur-
ther account justification comments are included.”

But the two banks were different in significant ways. The Na-
tional Bank was a domestic commercial bank, which was regulated
by the Eastern Caribbean Central Bank; whereas, the Swiss Amer-
ican Bank was an offshore bank, catering to international clients
and regulated by a jurisdiction that had little or no regulation at
the time, and that was Antigua at that time. But the only thing
that the two banks had in common was the management, and
Bank of America had concerns about that.

So I would like to ask both of you: Shouldn’t there have been
more due diligence to explore the primary focus of Swiss American
Bank’s business and the nature of its clientele to better understand
what ?Swiss American Bank was going to do before accepting its ac-
count?

Mr. CHRISTIE. All right. I'd like to answer this way: I think if we
can look back in history a little bit, a long time ago, probably when
I first started with the Bank of America, correspondent banking
was not deemed to be a risky business. In fact, it was sort of a bor-
ing business for anybody who wanted to get ahead in a bank. And
so not enough attention was paid to it, and there was no risk, there
were no losses, there was no harm. And this was before we learned
about money laundering related to narcotic drugs and so forth mov-
ing through the banks.

So the account officers grew up in an environment that said all
banks are good, and the more banks we can have in our portfolio,
the better, and this is a good business because we already have the
machinery and mechanisms for clearing checks and wire transfers
and so forth. So if you can think of that as the environment and
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for some of the account officers that grew up in that environment,
it was more of a knife-and-fork kind of business. You went out and
you had lunch or dinner with them, learned what they were doing,
and perhaps played golf and came back and looked at the balances.

Well, obviously, in this case, in 1987, when the account was
opened, that was certainly true with regard to the account officer
at that point in time. That’s when we first started the relationship
with the Swiss American National Bank. In fact, that person hap-
pened to be in Antigua and thought he knew everybody in Antigua
and thought he knew the regulations there and thought that he
could do no harm.

But in 1991, the environment was still somewhat the same ex-
cept by this time we knew that banks could fail, so we had greatly
enhanced and heightened our concerns and awareness about the
credit quality of banks and any kind of credit risk we might take
with a bank.

So if it was going to be a bank or a transaction that was going
to require credit, a different attitude was present, plus more sets
of eyes would have looked at the bank or the transaction. But in
this case, it was not a credit transaction. It was not a credit oppor-
tunity. It was simply in the account officer’s mind, this existing
customer of ours who’s been with us for a number of years now,
gee, they’re simply rearranging their banking relationship. I mean,
I saw some of the memos that your staff saw, and, in fact, there’s
one statement in there that says, oh, well, they’re just opening an-
other account. And so you’re right. No one stopped at that point in
time and took a deep breath and said, what is this new bank that
we’re opening the account for?

Had we stopped and done that and had we had the benefit of all
the knowledge we have today, after all of the investigations and re-
porting that we now see from your staff, obviously we should have
done something different. But the environment didn’t call for it
then.

Also, in that time frame, an account, as long as there was no
credit, could be opened by the authority or the authorization of the
account officer, him- or herself. So I'm afraid that the environment
was different at that point in time, and that’s how the accounts got
opened.

Senator LEVIN. Do you have any comment on that?

Mr. WEISBROD. I would answer your question with one word, and
that is, yes, there should have been more due diligence. And we
have an enhanced program which we’re implementing now to avoid
a repetition.

Senator LEVIN. OK. Mr. Christie, now relative to American Inter-
national Bank. The Bank of America established an account for
American International Bank in 1993.

Mr. CHRISTIE. Correct.

Senator LEVIN. The relation manager heavily relied on the fact
that he knew the owner of the bank, Mr. Cooper, from when Mr.
Cooper had been affiliated with other Antiguan banks. American
International Bank was a new bank. It had no operational history.
There was little probing by the relationship manager into the na-
ture of the bank or its clientele.
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The material which was supplied to your bank by the American
International Bank, however, raised some questions. First, it indi-
cated that although the American International Bank was formed
in 1990, it did not hold its first organizational meeting until De-
cember 1992 and did not begin operations until mid-1993. Should
that have raised a red flag?

Mr. CHRISTIE. It seemed strange to me when I saw the facts, yes.

Senator LEVIN. All right. Now, we also have portions of a bro-
chure of the American International Bank, which was included in
the account-opening documents. So when they opened the account
with you, this was a brochure which was given to you. It stressed
confidentiality, called it a competitive advantage, stressed that the
host country has criminal penalties against disclosure of client in-
formation, except by the order of a court. It notes that there are
no tax treaties or information exchange treaties between Antigua
and foreign countries, other than England. It touts the advantages
of forming an international business corporation in Antigua, and no
reporting requirements on offshore activities. The books of the cor-
poration may be kept in any part of the world. Wherever those
books are, if you can figure out where they are, you can try to get
them, but you will never know where they are because they can be
anywhere. They are allowed to be kept anywhere. They don’t have
to be kept in Antigua.

Shares of the corporation may be issued in bearer share form,
which means that the owner of the company is whoever has phys-
ical possession of the shares of the corporation. So you never know
who the ownership of your account is when you have these bearer
shares.

Shouldn’t this brochure emphasizing those ways to keep secret
this money, shouldn’t that have raised some red flags? Shouldn’t
that have set off some alarm bells?

Mr. CHRISTIE. Absolutely. I can’t deny that.

Senator LEVIN. My final question, and my time on this round is
up, I am just curious about this. Do you know whether or not it
is still the law in Antigua that the books of the corporation may
be kept in any part of the world and that share certificates can be
issued and registered in bearer form?

Mr. CHRISTIE. I don’t know.

Senator LEVIN. Do you happen to know, Mr. Weisbrod?

Mr. WEISBROD. I don’t.

Senator LEVIN. Thank you. My time on this round is up. Thank
you.

Senator COLLINS. Thank you, Senator Levin.

I mentioned in my opening statement that one of the aspects of
this investigation that has troubled me is that American banks
seem to do much more due diligence when they are extending cred-
it to correspondent accounts than when they are just providing fee-
based services. And there are numerous examples of that. I would
like to ask you, Mr. Christie, about one. I realize it goes back many
years ago, but I think it amply demonstrates the difference in due
diligence that is applied when a bank has its own funds on the
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line, and it is Exhibit 141 in the book that I am going to be refer-
ring to.

In 1993, 2 years after opening a correspondent account for Swiss
American Bank, the relationship manager sought approval to es-
tablish a line of credit on behalf of Swiss American Bank’s private
banking clients. And the request was denied by Bank of America’s
credit manager because, in his opinion, the risk potential was too
great for the bank. And he noted that, “We know little about the
parentage of this bank” and “its structure appears designed to iso-
late the real owners and to take advantage of tax and regulatory
havens.”

He further goes on to say in the exhibit, “The potential for being
blindsided is quite pronounced, and I'm not in favor of the presen-
tation. If we knew more about the parentage, respectability, and in-
tegrity of the bank, I would be willing to consider trade finance,
but I would continue to believe that we should not extend credit
to service their private banking clients.”

This is a pretty serious indictment of this whole account, isn’t it?
Here the credit manager is saying that we just don’t know enough
about the parentage, respectability, and integrity of the bank. I
don’t understand why that finding by the credit manager didn’t
trigger a review of the entire relationship that Bank of America
had with Swiss American Bank. If those kinds of findings were
made when Bank of America was considering extending credit to
Swiss American Bank’s customers, why didn’t that trigger a review
of whether this correspondent bank account should even exist,
whether you should be providing any services?

Mr. CHRISTIE. Excellent question. Obviously being a credit and
risk manager type person, this fellow did a good job. I would say
that. But the problem then was—and I will tell you it’s not the
same today. But the problem then was that too much of this was
somewhat compartmentalized, and also because we didn’t give
credit to this bank, the full, if you will, control of what we did with
that relationship was left within the hands of that relationship
manager. And so the relationship manager in this case went to the
credit department and said can we have credit, and the credit de-
partment said no; he walks away and says, well, it’s not worth
fighting—I believe that’s also in your documentation—but the cred-
it department in those days had no further obligation to report this
up or to report it across the organization. That probably should not
have been that way at that time. You wouldn’t have had this ques-
tion, and we probably wouldn’t have had the account.

Today, as my friend next to me was saying, today we wouldn’t
open the account without someone on my staff, which is risk man-
agement, reviewing the documentation and the due diligence and
making sure we would be comfortable in having this relationship
in our portfolio, and not that we’re necessarily going to give them
credit on day one, but if this sort of request came up, how would
we react to it in the future?

So what youre citing historically is absolutely correct, and I
think it was not well managed at that time. I think today we’ve
taken steps to correct that.

1See Exhibit No. 14 that appears in the Appendix on page 718.
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Senator COLLINS. Mr. Weisbrod, I want to give you an example
that is more recent, and that is in some ways more troubling. In
the fall of 1999—and I am going to be referring to Exhibit 41,1 if
you want to follow along. In the fall of 1999, Swiss American Bank
asked Chase to open foreign currency accounts for Swiss American
Bank and Swiss American National Bank in London. Now, presum-
ably because these accounts, again, posed a greater risk to Chase
than those institutions’ existing accounts, Chase’s credit manager
conducted another review of the two banks, and the review in-
cluded some pretty strong language.

The Chase credit manager wrote, “My own unscientific grading
of certain geographic locations includes the presumption (biased ob-
viously) that anything from Antigua is probably diseased and con-
tagious and should be avoided like mosquitoes in Queens.”

He then goes on to say, “Meanwhile, my head is going back into
the sand on this one,” which is a troubling statement.

I find this remarkable in many ways. If, in fact, a credit manager
felt that anything from Antigua should be avoided—and I think
some of the testimony we heard from Mr. Mathewson about tax ha-
vens suggests there may be good reason for that—why did—well,
let me ask, first of all, did Chase go on to open the foreign currency
accounts in London in this case?

Mr. WEISBROD. No, Senator Collins, we did not open the multi-
currency accounts, and just one minor point of correction. The doc-
ument that is referenced is really written by a client manager. This
would not be written by a credit officer. But that’s——

Senator COLLINS. Well, it is still an employee of Chase who is
raising concerns about doing business with this bank.

Mr. WEISBROD. Yes.

Senator COLLINS. Is that correct?

Mr. WEISBROD. Yes, which is why I said it’s a minor correction,
because the fundamental point of your question is still germane.

I believe what was referenced in this message is an account
being opened elsewhere in the organization. What the client man-
ager was attempting to say is that this is an area of the world that
is, as Mr. Mathewson described this morning, an emerging market,
one where the standards are not as high—he does put it in very
graphic terms in the message here—not as high as we’re used to
in this country; and that anyone who would be opening accounts
or dealing with businesses in that part of the world should be
mindful of that. He was really referring to another area of the bank
that was going to be opening this particular account and hoping
that they were as mindful of the “know your customer” principle
as he was. And, yes, it’s written in very colorful language.

Senator COLLINS. But, in fact, Chase continued to do business
with Swiss American Bank for some time. Is that correct?

Mr. WEISBROD. Yes.

Senator COLLINS. And it is my understanding that actually
Cha‘s?.e closed its accounts only in October of last year. Is that accu-
rate?

Mr. WEISBROD. Well, we initiated the closing of the account in
April, and the account was finally closed in October of last year.

1See Exhibit No. 41 that appears in the Appendix on page 812.
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Senator COLLINS. One of the things that troubles me—and our
investigation has documented this—is it seems to take an extraor-
dinarily long time between when information is conveyed to the
bank that there may be suspicious activity, even if that information
comes from a law enforcement official, and when an account is ac-
tually closed, and I would like to have you both comment on why
that is. Mr. Christie, we will start with you.

Mr. CHRISTIE. Well, certainly there are good and bad examples,
and, unfortunately, you are seeing a couple bad examples from us.
But part of it is that we are dealing with what we believe is sus-
picious information and activity about a bank’s customers. And so
if you believe—until someone is proven guilty, our lawyers have
trained us over the years, many, many years, that you have to be
careful in how you handle your relationship with your customer, ei-
ther when you deny them loans or when you close their accounts.
Because if you in some way damage their business or their reputa-
tion, they could come back to you in U.S. courts of law and sue us
for that damage.

Especially with a bank, if you were to put them in a position
where they have to—they are scrambling around looking for other
accounts and the word gets out that, well, gee, Bank of America is
closing them out, I wonder what’s wrong, and all of a sudden it
gets to their customers and the customers could come flooding in
and draining their deposits out of the accounts—I mean, that is
“sky is falling,” I understand, but that’s the worry and concern that
we do have on our minds that we don’t do something untoward.
But that doesn’t excuse us for some of the long terms that it takes
while they are trying to find another correspondent bank account.
And, typically, in my humble opinion—it depends on your account
agreement with the customer and what it legally says in the ac-
count agreement. It could bind you to 30 days. It could bind you
to 60 days. I've seen some that bind you to 90 days after giving no-
tice. Ninety to 120 days should be sufficient. And as I say, in our
new process and procedures, we will be tightening that up, and it
will have oversight by people like my risk management staff,
whereas before, as I said earlier, this was allowed to happen be-
cause the relationship manager, with other things on his or her
mind, and the account administration folks with other things on
their mind, once they close down the cash management products,
which they thought was the risk, i.e., the wire transfer services,
cash letter and so forth, letting the account slowly drain down to
nothing was sort of a non-event in their mind, and, yeah, we’ll close
it when it gets down to zero.

Senator COLLINS. Mr. Weisbrod.

Mr. WEISBROD. Senator Collins, there is one remark that you
made which I would like to make sure we are clear about, and that
is that if a—I think you referred to a law enforcement officer. I
don’t believe a law enforcement officer contacted us during the
Swiss American incident, certainly not directly with anything ad-
verse about the bank.

I certainly endorse everything that my colleague to the right has
just expressed, but I would emphasize, very strongly emphasize
that if we do get communication from a law enforcement officer
about suspicious activities regarding a bank customer, then we
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would take action—in fact, I think that is what happened in the
instance of AIB. We were more forthcoming in terms of closing.

Senator COLLINS. Thank you.

Senator Levin.

Senator LEVIN. I want to go back to the American International
Bank for a moment and ask you, Mr. Weisbrod, about your enter-
ing into a relationship with the American International Bank.

First of all, the Chase sales representative talked to the Amer-
ican International Bank and described in a memo what the pri-
mary function of that American International Bank was. And the
last line, or second from the last line in that memo—and this is Ex-
hibit 40 1—says, and I am going to paraphrase part of it, basically
that taking in deposits from U.S. nationals is not a transgression.
It becomes a transgression if and when these nationals end up not
reporting the investment. In other words, that is the transgression
of American law; that is the income tax evasion.

But then this is what your sales representative was told, that
that is of no legal concern to the offshore depository institution.
That is of no legal concern to American International. Well, it may
not be of legal concern to them, technically, but it surely ought to
be of concern to you in terms of your knowing your customer—that
you were told or your sales agent was told by this potential cus-
tomer that is of no concern to them that their depositors are en-
gaged in income tax evasion in the United States.

So while maybe technically the person at American International
is correct, it seems to me that is where “know your customer”
should be triggered. That is where you folks should say to your-
selves, well, wait a minute, if that is the view that this potential
customer takes, we have got to be very cautious before we accept
that customer as a depositor if he doesn’t care whether that money
is dirty money.

Do you agree with that, looking back at that statement of your
account sales representative?

Mr. WEISBROD. The American International account was opened
about 5 years ago. I don’t think this account would be opened
today, based upon several factors: Our enhanced due diligence pol-
icy which we are very proud of and implementing very forcefully,
but, moreover, because this account was opened 3 years before the
FinCEN advisory alert on Antigua, and years before the FATF
alert on troubled countries, as well as before the OCC came up
with its handbook.

So the issue—as I think Mr. Christie pointed out, the sensitivity
regarding this issue was not as great then as it is now. So I would
give assurance to the Subcommittee that such an account would
not be opened today by us. At the time, I would say that our sales
officer had no evidence of tax evasion, although—reading between
the lines, and as Mr. Mathewson testified this morning, you could
infer it.

Senator LEVIN. It is not just that you can infer. It is that when
that depositor says it is of no legal concern to us that this money
is dirty back in 1996—should that not have set an alarm bell about
who that customer is?

1See Exhibit No. 40 that appears in the Appendix on page 810.
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Mr. WEISBROD. No question, it should——

Senator LEVIN. I am talking about 1996. Shouldn’t that have
triggered an alarm?

Mr. WEISBROD. I don’t think that the bank was saying the money
was dirty. I think they were saying that they had no obligation
under the law of Antigua.

Senator LEVIN. They have no problem accepting dirty money
under Antiguan law, but you have a responsibility as an American
bank to know your customer and not to accept as a customer some-
body who does accept dirty money.

Mr. WEISBROD. We have a responsibility to know our customer,
yes, sir.

Senator LEVIN. And to accept as a customer, hopefully, a bank
that accepts legal money. Is that not what “know your customer”
is all about? If they don’t care whether the money is illegal or not
and they have no “know your customer” requirements whatsoever
at that potential customer bank of yours, shouldn’t that have been
a concern of your bank at that time, even? I know it is a concern
now, but even then should that not have been a concern?

Mr. Christie is shaking his head “yes,” so maybe you have dif-
ferent answers to that question.

Mr. CHRISTIE. I am sorry. I don’t want to put my colleague on
the spot.

Senator LEVIN. OK.

Mr. WEISBROD. The only confusion that may be here is that there
is no—I think Mr. Mathewson testified this morning that there is
no law preventing Americans from depositing with that bank, and
that the bank in Antigua has no obligation under its law to report
that income.

Senator LEVIN. But you are missing my point, I think, which is
your obligation relative to your customer. I hope that would include
that you not accept as a customer a bank which says we don’t care
whether that money is dirty, we have no obligation under our law
to do anything about it.

Mr. WEISBROD. I accept the point, Senator. As I said at the be-
ginning, this is not an account—I emphasize—not an account we
would open today. I accept the point totally.

Senator LEVIN. I will finish this particular offshore bank, the
American International Bank, questions with just this last ques-
tion, and thank you for extending my time, Madam Chairman.

Bank of America terminated its relationship in April 1996 with
American International, and this is what a Bank of America rela-
tionship manager who had handled that account wrote in July
1996, that “exiting that relationship . . . also seems to have been
prudent, since although no proof is, of course, available, the reputa-
tion in the local market is abysmal.” Their reputation in the local
market is abysmal. That is what Bank of America said their rep-
utation was.

“Rumors include money laundering, Russian mafia, etc., while
management of that bank also now includes the former manager
of SAB, again not a reassuring situation.” So, that is what their

1See Exhibit No. 4 that appears in the Appendix on page 698.
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folks found in terms of that reputation. They were glad they were
out of it and talked about the reputation and said it was abysmal.

Now, Chase obviously had a different view at that time because
while Bank of America was glad it was out of it because of the local
reputation of that customer, you were opening an account, presum-
ably because you had a different view of that customer or else you
never would have opened it.

How is it possible that two banks on the same customer had such
divergent views of their reputation?

Mr. WEISBROD. We didn’t know that its reputation was abysmal.
Had we known that at the time, we would not have opened the ac-
count. We did make some effort to find out. We had, I believe, two
references from reputable banks before we opened the account, and
had made some exploration about the management; I believe even
obtained a copy of its “know your customer” policy and reviewed
that policy with the management. But had we known that the rep-
utation was abysmal, we would not have opened the account at the
time.

Senator LEVIN. Thank you.

Senator COLLINS. Thank you, Senator Levin.

Mr. Christie, you mentioned in your opening statement the num-
ber of changes that Bank of America made in order to improve its
safeguards against money laundering, and you said that the new
organizational approach fosters an environment that encourages
our associates to, “truly know our correspondent bank customers.”

You also said that your bank has made a decision, which I com-
mend you for, to not open correspondent accounts for shell banks.

Mr. CHRISTIE. Right.

Senator COLLINS. I am trying to reconcile these two statements
because we know that what some shell banks do is open accounts
with other foreign banks, which in turn open accounts with U.S.
banks. As part of your process of opening up new accounts so that
you, “truly know our correspondent bank customers,” do you ask
whether the foreign bank is doing business, or whether you, in ef-
fect, will third-hand be doing business with a shell bank?

Mr. CHRISTIE. First of all, again, the investigative staff did a fan-
tastic job of ferreting all this convolution out for us, and we appre-
ciate that very much.

Honestly, until a year ago, should you logically have understood
that that might have happened? Sure, you should have. Did the
correspondent bank account officers think about that at that point
in time? Probably not. In fact, I don’t think so. Again, they thought
“I am doing my due diligence on this bank that I am going to do
business with and, gee, I don’t see them doing anything illegal.
And, gee, I have looked at their ‘know your customer’ policies
which, they could write overnight on the back of a napkin if they
wanted to. So I am OK with this bank.”

But I don’t think they stopped to think and connect the dots
backwards, as the Senate investigative report has helped us do
now, into this “nesting” concept. So as I said in my opening com-
ments, and I think it is in my testimony, that one of the new proce-
dures that we have adopted, is to drill deeper into what that bank
does, who its customers are, what its customer base is.
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And one of the questions is, will they be doing business with
other correspondent banks? Who are going to be those cor-
respondent banks? What is the legitimacy of that? So we have
changed all that dramatically now. Did we do it in the past? No.

Senator COLLINS. Is that just going forward or are you taking a
look at the correspondent accounts that you have now, because I
suspect you may well discover you are doing business indirectly
with a shell bank that is in the nesting situation that we have de-
scribed?

Mr. CHRISTIE. No. You are absolutely right. That is a very good
possibility. And, yes, just like Chase and many other large banks
today, we are doing a thorough review of our correspondent bank
portfolio, and we have a new checklist, just as they do. We have
all these questions we are going to be reviewing with these cor-
respondent banks and hopefully ferreting out those issues.

I can tell you that in the last year or two, I don’t think we have
opened any new correspondent bank accounts, and I can tell you
we have closed a number of them. So, yes, we are on the warpath
to try and get this cleaned up. I assure you of that.

Senator COLLINS. Thank you.

Mr. Weisbrod, in your statement you have an astounding fact.
You say that on an average day, Chase processes over 220,000 wire
payments with a value in excess of $1.2 trillion. The magnitude of
that, multiplied by other banks, is really extraordinary and shows
how I(]iluch money is being moved around the world every single
second.

Senator LEVIN. We estimated, by the way, $21 million a minute.

Senator COLLINS. That is extraordinary, so if this hearing goes
much longer——

Mr. CHRISTIE. Is that in a workday or is that in a 24-hour day?
[Laughter.]

Senator COLLINS. My point is that the magnitude of money being
wired all around this world makes it so much more important that
your initial procedures for opening accounts be really thorough and
sound, because there is no way, as you have essentially pointed out
by giving us that statistic, that Chase or any other large money
center bank is going to be able to review every single wire transfer
that occurs.

I mean, I am sure you have procedures for triggering a human
review if certain criteria are met, but obviously the magnitude is
incredible. Doesn’t that mean that if you don’t do a good job up
front in verifying who your customers are and being very careful
with whom you do business when it comes to correspondent bank
accounts that inevitably you are going to be inadvertently fostering
an environment where money laundering is expedited by the serv-
ices you provide?

Mr. WEISBROD. I wish we had this question on videotape because
I would use it in our anti-money laundering training program. I
could not agree more with that statement. It is at the very heart
of the program of anti-money laundering that a bank has to de-
liver. It is the key.

But I would go further, too, to say not only the opening of the
account needs to be scrutinized and we need to do better than we
have, but then the ongoing review, which is something quite frank-
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ly we had not been doing in the past but which we are doing as
part of our enhanced policy, needs also to be done.

So I think the statement is accurate. I would love to capture it
and use it in our training programs.

Senator COLLINS. Thank you.

Senator Levin.

Senator LEVIN. I am sure we would be happy to make that avail-
able to you.

I want to go back to Swiss American Bank and take a look at
Exhibit 38.1 These are some of the ongoing concerns that, first,
Bank of America had. I want to pull up their comments from their
records.

A privately-owned bank with obvious operating problems. That
was back in August 1990.

Then in May 1995, you decided to ask Swiss American to find an-
other correspondent bank, but since you asked them the month be-
fore, they appeared, if anything, to be worse than they were the
month before; poor management; constantly preyed upon by con
artists. Now, that is May 1995.

Then in July 1996, according to your records, “It has been a year
since we requested Swiss American to find another correspondent.
. . . We agreed to 90 days for them to notify remitters and close
the account. . . .” You talked about how they admitted to problems
at audits, including misclassification and hidden loans. Now, that
is July 1996.

In March 1998, the account is still not closed. “I had long ago re-
quired Swiss American to discontinue their clearing and wire
transfer activities with us, as some transactions appeared suspect.
. . . We now have the January 1998 issue of Money Laundering
Alert describing a possible precedent settling civil lawsuit by U.S.
authorities against Swiss American Bank . . . involving the Anti-
guan Government and accusing collaboration with money
launderers.” Then it says that you asked them that day to close
their account. That is March 1998, but it was not until June or
July of a year later that that account was closed.

I would just emphasize that not only must you take much great-
er precaution in opening up these accounts, but when you have in-
formation that is sufficient to close an account and you decide to
close an account, surely it ought to be done decisively at that point.
I mean, I have got a lot of problems with the length of time it takes
banks to decide to close these accounts. But here is a case where
you decided to close the account, and year after year after year that
account stayed open.

Would you agree, looking back, that that is not the way this anti-
money laundering effort should be carried out?

Mr. CHRISTIE. I absolutely agree.

Senator LEVIN. Relative to the Chase Bank, if we can put up
their records relative to the same Swiss American Bank.38

Back in June 1997, Chase received a subpoena for account docu-
ments. Then in August 1998, records show that Swiss American
had been suspected of money laundering. “Can you tell me whether
this is an account that Chase will continue to maintain?”

1See Exhibit No. 38 that appears in the Appendix on page 807.
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Then in November 1998, “Inquiry revealed that the captioned
bank has come to official attention as a suspected repository of pro-
ceeds of con games.” Further on in that comment, it says—and this
is what I want to focus on—“Considering the difficulties in deter-
mining actual ownership of the bank, its location, the operating en-
vironment of these offshore banks, and the questions raised above,
recommend that we exercise special caution in dealing with this
entity, if a decision is made to continue our relationship at all.”

Now those are actually the problems with many offshore banks,
are they not?

Mr. WEISBROD. Yes.

Senator LEVIN. It is difficult to determine actual ownership. We
have seen it with Antigua, all the efforts that are made to make
sure no one can determine actual ownership. That is true with
other jurisdictions as well.

“Considering the difficulties in determining actual ownership of
the bank, its location, the operating environment of these offshore
banks, and the questions raised above, recommend that we exercise
special caution.”

Then a year later, that bank—and this is the last quote on that
exhibit—“Swiss American Bank is getting too much bad press. It
is even used as a case study in our money laundering training.”

My gosh, you folks were using Swiss American Bank as a case
study in your money laundering training. A case study for what,
for why it ought to stay open or why it ought to be closed?

Mr. WEISBROD. The case study referred to our belief at the time
that this was a conduit, an unwilling, unknowing conduit for
money laundering. In other words, it had been caught in the mid-
dle between the two parties, and we were using it—our compliance
area was using it as a case study to show this could happen to us.
That was really the intent of that.

Senator LEVIN. That what could happen to you?

Mr. WEISBROD. That, in other words, we ourselves could be an
unwilling conduit between two parties to a money laundering
transaction.

Senator LEVIN. All right, so that even though in August 1998 you
had some evidence that there was suspicion of money laundering,
in November 1998 you had in your records that they were a sus-
pected repository of the proceeds of con games—considering that
you can’t determine ownership, location, operating environment,
you were required yourselves to exercise special caution. You still
treated them as though they were being just an unwitting victim
of some other folks. Is that it, despite all your own evidence in your
own file that they should have known and perhaps did know what
they were being used for? That is what the case study was?

Mr. WEISBROD. I believe the case study was to show how a bank
could be caught in the middle, yes, but

Senator LEVIN. You concluded that they were caught in the mid-
dle, that they were somehow or other an innocent victim of some-
one else?

Mr. WEISBROD. Senator, to the best of my knowledge, we had no
knowledge that they were a money laundering institution. They
were not charged, per se, with that. I am not here to debate be-
cause I totally agree with the premise that this is not an account
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that we should have done business with. The reputation issue here
was sufficient to not have this account on our books.

Senator LEVIN. You did not officially terminate that account until
you got a subpoena from this Subcommittee, is that correct, in Oc-
tober of the year 20007

Mr. WEISBROD. Correct.

Senator LEVIN. Let me just go to the question of offshore banking
because I think this is going to get to the meat of some potential
legislation.

I think it is pretty clear that shell banks should not be able to
open accounts at our banks. I am going to say it is clear to me, and
your two banks do not accept accounts from shell banks.

The question, though, is, for the reason given in your own docu-
ments, whether there has got to be a heightened sense of inspec-
tion of offshore banks because of the very reasons that are in that
document.

You can’t tell who owns them, you don’t know where they are lo-
cated, you don’t know what the operating environment is.

You surely, in my judgment, did not exercise special caution in
that case. That is my own conclusion about one case. But whether
that is accurate or not, we surely as an industry—you surely, and
I think we as a government—have got to require that there be spe-
cial caution if we allow correspondent banking with offshore banks
to continue.

I would like to know whether you agree with that and under
what circumstances should we allow offshore banks. These are
banks that are not allowed to deal with the people in the jurisdic-
tion which licenses them. The jurisdiction says, we are not going
to let that offshore bank deal with our people, but we will inflict
them on the rest of the world.

Under what circumstances is it legitimate for you folks, legiti-
mate banks, to open an account with an offshore bank? And if
there are such circumstances, in your judgment, what should be
the heightened requirements for “know your customer” in the cases
where you do open accounts with an offshore bank?

Mr. Christie, do you want to start?

Mr. CHRISTIE. Sure. There are a few legitimate reasons for an
offshore bank, but in my mind that has to do with an offshore bank
for a large, sophisticated, worldwide bank that has a legitimate
business to have—it doesn’t have a branch there, it doesn’t want
to go through the process of opening a branch, it doesn’t want to
deal with the local regulators that much.

Also, you cast it as if the regulators in that country are saying,
we don’t want you to deal with our customers. In my mind, that
is not the way I interpret that. I mean, in their way of doing busi-
ness, they have got three ways of doing business in our country,
if you want to. Here is one way, here is a second way, and here
is a third way.

Senator LEVIN. But the first way, if you want to do business, re-
quires very careful regulation to make sure that you follow certain
rules, right?

Mr. CHRISTIE. Right.

Senator LEVIN. And that is to protect their own constituents?

Mr. CHRISTIE. I don’t know that.
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Senator LEVIN. Isn’t that the purpose of regulation?

Mr. CHRISTIE. I don’t think they think that way.

Senator LEVIN. Well, that is what should be the purpose of regu-
lation.

Mr. CHRISTIE. Sure.

Senator LEVIN. Keep going.

Mr. CHRISTIE. All right, well, Chase is not a good example be-
cause they have a presence everyplace. But a good correspondent
bank customer of ours might have a reason to have an offshore
bank in that country, and for them, if we have got a presence or
if they want us to act as their correspondent bank, I would see that
as a legitimate thing to do.

What legitimate businesses might come through that—I know
this is only an example, but, for example, they could have a cus-
tomer who has a travel business. And, of course, in the Caribbean
a lot of people travel to the Caribbean and there are a lot of dollars
that flow in through traveling. So it could be that there is a need
to clear and exchange either the traveler’s checks or the currency
or whatever may come into that bank.

Senator LEVIN. Why shouldn’t that be done onshore instead of
offshore?

Mr. CHRISTIE. Well, because the business is in that island. So the
physical presence of those documents, either the checks or cash or
whatever, is in that island.

Senator LEVIN. They are offshore?

Mr. CHRISTIE. Yes, offshore.

Senator LEVIN. What percentage of offshore banks would you say
would meet that narrow standard?

Mr. CHRISTIE. I said that is only one example and I don’t have
all the examples.

Senator LEVIN. No, but give me an estimate. Would it be the mi-
nority or majority of offshore banks.

Mr. CHRISTIE. Of offshore banks?

Senator LEVIN. Yes.

Mr. CHRISTIE. Oh, it is probably the minority. I know where you
are going and I agree with your point.

Senator LEVIN. Would you agree, then, that the majority of off-
shore banks—you are guessing, I know, but—the majority of off-
shore banks now would not meet that standard which you feel
should be met before they are allowed to have correspondent ac-
counts?

Mr. CHRISTIE. I think you are right, yes.

Senator LEVIN. Mr. Weisbrod.

Mr. WEISBROD. I think the issue of the offshore banks is a com-
plex issue. It is one of the areas that is being addressed by the New
York Clearing House in its best practices paper, and we are endors-
ing that and working with the New York Clearing House.

We recognize special obligations in terms of understanding the
offshore banks, and in evaluating their practices with regard to the
banks that they may be doing business with.

Senator LEVIN. Do you want to outline first what those special
practices should be? What are the additional safeguards which
should be put in place to make sure that offshore banks are not
laundering money? What are those safeguards?



45

Mr. WEISBROD. I would say first that with regard to the FATF
jurisdictions, we are particularly looking at whatever offshore
banking arrangements may exist. As Mr. Christie said, there are
major banks that use offshore centers for funding in capital mar-
kets or legitimate regulatory purposes that the Fed and others are
well aware of.

And our practice is only to do business with offshore banks that
are affiliated with such institutions. If there were other offshore
banks that were in other arrangements, we are not going to want
to do business with those. We are taking a very, very hard look at
those, and I don’t want to make a blanket statement because the
business is large, but that is our general approach.

Senator LEVIN. Finally on this subject, do you think, then, that
for banks unlike yours which are willing to do business with those
offshore banks, the ones you are not willing to do business with—
should we prohibit them from doing so?

Mr. WEISBROD. I think that the right solution is to work inter-
nationally to take their license away because——

Senator LEVIN. If we can’t get that done, should we prohibit it
by regulation or by law?

Mr. WEISBROD. That is a matter for the Congress to decide.

Senator LEVIN. Thank you.

This is just one final area I want to go into, and that has to do
with Internet gambling. It is illegal to place bets over the Internet
in the United States, and the courts have upheld that interpreta-
tion. Apparently, one person was convicted of it and others have
worked out plea agreements with the government.

Antigua has been a center for Internet gambling, and at least
until recently the Swiss American Bank serviced the accounts of
Internet gambling companies, including accepting transfers from
and making payments to individuals in the United States. And this
was no secret. Some of the Web sites, which maybe we can put up,
are in Exhibit 131 that is before you as well.

Bettors on Internet gambling are instructed to wire transfer
their funds to the Swiss American Bank account at Chase Manhat-
tan. That was Merlin’s Magic Castle. Then the next one is Gold
Nugget. Bettors are instructed to use Swiss American Bank’s cor-
respondent account at Chase. There are literally hundreds of sites
}ikedthis, so that Chase became a big vehicle for the flow of these
unds.

If you take a look at a chart, Exhibit 13, of the Swiss American
Bank account at Chase for some months during 1998 and 1999 that
we sampled, we can see that a significant percentage of the depos-
its for that month were clearly identified as Internet gambling en-
terprises, and there were a lot of other clear instances of what was
going on.

For instance, in late 1998 the sales representatives were advised
that Swiss American Bank was servicing Internet gambling enti-
ties and their bettors, but that they didn’t report it to anybody be-
cause they thought it was legal. So your sales reps thought that
what was going on there was legal.

Did they ask for a legal opinion from your law department?

1See Exhibit No. 13 that appears in the Appendix on page 710.
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Mr. WEISBROD. No, sir.

Senator LEVIN. They just thought it was legal or assumed it was
legal and kept going.

Then your fraud department took a look into payments that were
made through the Swiss American Bank account which identified
Internet gambling activity at the Swiss American Bank in 1999.
Then in 1999, Chase was advised that Swiss American Bank’s
monthly use of checks would expand significantly due to Internet
gambling-related payments.

But the part that I want to focus on occurred in March 1998,
when the U.S. Attorney for the Southern District of New York in-
dicted 21 owners, managers and employees of 11 Internet sports
betting firms for collecting wagers from U.S. citizens over the
Internet. Your records were subpoenaed for the trial of the owners
of one of the firms, and a Chase employee provided testimony at
the trial about check and wire transfer activity at the Swiss Amer-
ican Bank account at Chase that involved that firm.

My question is, since there was a criminal charge against some-
body which was based on Internet gambling being illegal in the
United States, at that point was there an opinion requested from
your law department as to whether or not Internet gambling was
legal, and if so, what was that opinion at that time?

Mr. WEISBROD. The date of that, sir, was?

Senator LEVIN. April 1998.

Mr. WEISBROD. No, there was no legal opinion obtained.

Senator LEVIN. Or March 1998.

I am curious about that because now you have an employee testi-
fying in a trial where essential to that charge was an allegation
that there was a criminal activity going on in the United States.
Wouldn’t normally some alarm bells go off at an institution when
that happens to say, hey, wait a minute, if this is illegal and we
have somebody testifying in that case, shouldn’t we stop accepting
clearly identified proceeds of an illegal activity?

Mr. WEISBROD. There is no question but that at the time, in
1998, our employees were not aware of the fact that Internet gam-
bling was illegal. And I think, with some fairness, looking back,
there was some ambiguity, and I think even this Subcommittee’s
report references the ambiguity under the law.

For example, last year I believe there was an Internet Gambling
Prohibition Act that was reviewed in Congress, and in that there
was reference to the fact that there was ambiguity. So the fact is
that at that time the whole area of Internet and e-commerce and
the ways it can be used in money laundering was not well under-
stood, it is an area of growing importance and emerging concern.

Our major focus in the money laundering area had been in cash
coming into the bank, and we clamped down on that pretty well,
and on drugs. The area of Internet gambling did not have the same
sensitivity that it certainly has now as a result of the experience
that we have had here.

Senator LEVIN. I guess my point, though, is not whether or not
there was ambiguity, but whether or not there wasn’t some consid-
eration in your law department as to whether or not you might be
then accepting the proceeds of an illegal operation. Shouldn’t that
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have been at least assessed or analyzed by your law department at
that point?

Mr. WEISBROD. It was not. It was not referred to the law depart-
ment at that time.

Senator LEVIN. On Internet gambling, what is your position on
it, or what has it been at the Bank of America?

Mr. CHRISTIE. To be honest with you, until last year, at least in
my mind, it didn’t dawn on me that Internet gambling was truly
illegal. I mean, I thought if it had been——

Senator LEVIN. Distinguished, you mean, from illegal?

Mr. CHRISTIE. Sorry?

Senator LEVIN. That is OK. Go on.

Mr. CHRISTIE. Good one.

Anyway, I didn’t realize it was illegal, and I think many of my
associates around me didn’t really fully understand that it was ille-
gal. I mean, we have had the creation of so many gambling estab-
lishments throughout the United States over the last few years,
you would wonder what was legal or illegal.

But having read what I have now on the subject and consulting
with my crack attorneys at the bank, I fully do understand the fact
that it is illegal. And, again, it would be another one of our check-
points in our due diligence work that we would be doing on banks.
So, yes, it was a revelation to me last year.

Senator LEVIN. I think Exhibit 61 has the Bank of America on
those same Web sites, so we can show this as not at all limited to
one bank. But I would hope that all of our banks would promptly
seek some legal guidance from their counsel and close down Web
sites. Even if there was ambiguity about it, you would think that
you would have a legal opinion saying, hey, wait a minute, we have
got to err on the side of caution; if this is reasonably, arguably ille-
gal, we cannot be accepting that kind of money.

Mr. CHRISTIE. Even if it was legal, I wouldn’t want our name as-
sociated with them on the Web site.

Senator LEVIN. Good.

Mr. WEISBROD. And I would add, if I could, Senator, that the mo-
ment we did become aware that our name was being used on these
Web sites without our permission, we took swift action to issue a
cease and desist to have that stopped. We put it on our OFAC fil-
ter, as well, to screen all the payments that were coming in to
make sure there were no illegalities.

Senator LEVIN. Let me get to the question of nesting cor-
respondent banks. Going back now to American International
Bank, American International Bank had an account with your
banks. It also was serving as a correspondent bank for other banks.

Now, Exhibit 32 here is an exhibit that lists three of the half
dozen or more banks for which American International Bank
served as a correspondent, and this is really quite a notorious list.
As described in the Minority staff report, these three banks were
all heavily involved with financial fraud.

Two of them, Caribbean American Bank and Hanover Bank,
were shell banks; they didn’t exist anywhere. The Caribbean Amer-

1See Exhibit No. 6 that appears in the Appendix on page 700.
2See Exhibit No. 3 that appears in the Appendix on page 697.
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ican Bank, was nothing but a front for a criminal enterprise. It was
owned by individuals committing a financial fraud, and all of the
accounts at that bank are being investigated for money laundering.

The relationship manager at Bank of America told our staff that
he never knew that American International Bank was serving as
a correspondent for other banks. One of the salespeople at Chase
didn’t know that American International Bank was serving as a
correspondent. The other sales representative knew that American
International Bank was serving as a correspondent and thought
there was no problem with it. But as we can see from this list,
there are some bad actors that are nesting within the American
International Bank and using that bank’s relationship with your
banks to access our U.S. financial system.

Mr. Weisbrod, in your statement you note that the issue of nest-
ing creates some problems because there are legitimate reasons for
small banks to open relationships with larger banks, and I think
you maybe both have made reference to that this morning.

However, in the case that we have here, there is a high-risk bank
from a high-risk jurisdiction—two things, high-risk bank, high-risk
jurisdiction—serving as a correspondent for other higher-risk
banks, two of which were shell banks also from a high-risk jurisdic-
tion.

So I have two questions for both of you. Shouldn’t a cor-
respondent bank at least know if its clients are serving as cor-
respondents for other banks, and if so, who those other banks are?
That is question one.

Do you want to start off?

Mr. CHRISTIE. Yes, I believe we should know that and we should
know who they are.

Senator LEVIN. Mr. Weisbrod.

Mr. WEISBROD. I think in the instance of AIB, we certainly made
a mistake in letting that bank have a relationship with us, and we
did terminate the relationship within about a year.

I think to make a blanket statement that we need to know the
names of all of the correspondent banks of all of our correspondents
does present some problem. For example, if we are dealing with
Deutsche Bank, obviously a reputable bank, and they have cor-
respondent relationships with a series of Landesbanks throughout
Germany, I don’t think that is the sort of thing this Subcommittee
is interested in.

Certainly, in the instance of high-risk jurisdictions or in the in-
stance of offshore banks, we do need to understand whether they
have correspondent relationships, especially if they have them with
shell or offshore banks.

Mr. CHRISTIE. If I could amend what I said, I assumed when you
asked the question you were talking about high-risk countries and
high-risk banks, and in that context, absolutely. But as David has
said, if it was Chase Manhattan, I wouldn’t ask them for their cor-
respondent bank list.

Senator LEVIN. Would you agree with Mr. Christie that when we
talk about high-risk banks in high-risk countries that you should
know the names of any banks that your correspondent bank has
accounts for?
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Mr. WEISBROD. One of the high-risk countries is Russia. Russia
is a country with 2,000 banks. We do have correspondent relations
with Russian banks. But I am not sure that it would be where you
draw the line. It is something that is being reviewed by the New
York Clearing House. It is a thorny question and it is being re-
viewed by the Clearing House as part of their best practices paper.

Senator LEVIN. There is an ironic conclusion to this matter of
nested banking that underscores what we are talking about. Both
of your banks terminated their relationship with American Inter-
national Bank because you felt that you were just no longer com-
fortable doing business with that bank. We will start with that. We
have gone through that. It may have taken too long, but ultimately
at the end you terminated your relationship with American Inter-
national Bank.

Based on the information that you have provided us, both of your
banks served as correspondents to another Antiguan bank called
Antigua Overseas Bank. I don’t know if you are aware of that, but
I will lay that out before you anyway. Just assume that.

What I want to let you both know is that a client of Antigua
Overseas Bank was American International Bank. So you finally
terminate your relationship with American International Bank.
You don’t want to do business with them, but you are doing busi-
ness with them because Antigua Overseas Bank is a correspondent
bank for American International Bank. Therefore, by using the An-
tigua Overseas Bank account with you, you are serving almost the
same function as you previously did for American International
Bank.

Now, were either of you aware of that?

Mr. CHRISTIE. No, but we will find out more about it tomorrow,
I guarantee you.

Mr. WEISBROD. I am not aware of that, Senator.

Senator LEVIN. All right. Can you check into that? And if it is
true as I have set forth, and we are comfortable that it is, let us
know what the solution to that problem is. I mean, it took you long
enough to terminate a relationship with a bank, but now it ends
up that that bank, because it is indeed a respondent bank with the
Antigua Overseas Bank—you are, in effect, because it is a customer
of your customer, being used in the same way essentially.

Mr. WEISBROD. Let me see if I understand. Are you saying that
the Antigua Overseas Bank is a correspondent of ours?

Senator LEVIN. Right.

Mr. WEISBROD. I have done considerable due diligence before
coming here today and I did not note that that was one of our cor-
respondents currently, but I will certainly——

Senator LEVIN. You were a correspondent bank for them——

Mr. WEISBROD. Oh, I see, sir.

Senator LEVIN [continuing]. After you terminated your relation-
ship with the American International Bank. I don’t know if that re-
lationship still continues or not, but you did have a relationship
with the Antigua Overseas Bank after you terminated your rela-
tionship with the American International Bank. And all I am say-
ing is that that relationship continued, just indirectly. Again, I
don’t know that you still have that relationship. The important
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point is you had that relationship with them after you terminated
the relationship with American International Bank.

That is the end of my questions. Thank you.

Senator COLLINS. Thank you, Senator Levin.

I want to thank our witnesses for appearing today. I do want to
make clear that I believe that both Bank of America and Chase
have undertaken considerable efforts to tighten up their procedures
to guard against doing business with foreign banks that are facili-
teflf‘ging money laundering activities, and I do commend you for those
efforts.

I hope you will continue to be diligent, and I believe that the in-
vestigation done by Senator Levin and his staff has shown that
there are still many problems and troubling gaps in the oversight
that American banks give in their correspondent banking relation-
ships.

I would like to thank all of our witnesses this morning for their
testimony and cooperation. It has been very helpful and illu-
minating.

Tomorrow morning, the Subcommittee will hear further testi-
mony from a panel of expert witnesses knowledgeable about inter-
national efforts to fight money laundering, and from another bank,
Citibank, which unfortunately has also experienced its share of
problems with questionable correspondent banking customers.

The hearing tomorrow will be in room 106, Dirksen Senate Office
Building. That is a change, so I want to make sure everyone who
is interested in coming tomorrow is aware of the room change.

Our current witnesses are now excused, and the Subcommittee
will stand in recess until tomorrow morning at 9:30.

[Whereupon, at 12:36 p.m., the Subcommittee was adjourned, to
reconvene at 9:30 a.m., Friday, March 2, 2001.]
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Present: Senators Collins and Levin.

Staff Present: Christopher A. Ford, Chief Counsel and Staff Di-
rector; Mary D. Robertson, Chief Clerk; Rena Johnson, Deputy
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(Senator Levin).

OPENING STATEMENT OF SENATOR COLLINS

Senator COLLINS. Good morning. The Subcommittee will come to
order.

This morning, the Subcommittee continues its examination of the
complex world of correspondent banking and the extent to which
correspondent accounts with foreign banks can expose the U.S.
banking system to money laundering.

As we heard yesterday, correspondent banking is the method by
which a bank provides services and products to another bank.
Without a doubt, correspondent banking is an essential component
of the international financial system. The Office of the Comptroller
of the Currency, however, has identified international cor-
respondent banking customers as high-risk accounts requiring
more critical evaluation before the accounts are opened, and requir-
ing continuing monitoring for money laundering activity thereafter.

The Subcommittee thus has focused its attention on the cor-
respondent relationships that some U.S. banks have formed with
high-risk international banking customers, such as shell banks, off-
shore banks, and banks in jurisdictions with weak anti-money
laundering laws. The investigation found that although increased
due diligence is warranted in dealing with such institutions, U.S.
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banks have often faltered in this regard, particularly when they are
not extending credit and their own funds are not at stake.

The testimony that the Subcommittee heard yesterday illustrates
the reasons for our concern. We first heard from John Mathewson,
the former President of Guardian Bank and Trust, a now defunct
Cayman Islands offshore bank. Mr. Mathewson, who pleaded guilty
to charges of attempted money laundering and conspiracy to com-
mit international money laundering, provided an insider’s perspec-
tive regarding the relative ease with which offshore banks can ma-
nipulate the products and services that U.S. banks routinely offer,
such as wire transfers, to move their customers’ funds through the
U.S. financial system in a manner that makes them exceedingly
difficult to trace.

Mr. Mathewson opined that the vast majority of Guardian’s cli-
ents were U.S. citizens seeking to avoid paying income taxes or to
hide assets from their creditors or former spouses. His testimony
made clear that Guardian Bank would not have been able to offer
these clients easy access to their funds while maintaining the se-
crecy of their identities without its correspondent accounts in U.S.
banks. Moreover, and very troubling, he described Guardian Bank
as a “run of the mill” offshore bank.

The Subcommittee heard additional troubling testimony from
representatives of two major U.S. banks, Bank of America and J.P.
Morgan Chase. Their testimony made clear that banks were not
performing adequate due diligence when opening and monitoring
accounts for international correspondent banking customers.

I want to emphasize that both Bank of America and Chase have
acknowledged weaknesses in their correspondent relationships with
international correspondent banking clients. To be sure, it would be
unfair to hold these banks accountable for not knowing, when they
opened and maintained correspondent accounts for shady institu-
tions such as American International Bank and Swiss American
Bank, everything that has subsequently come to light about these
financial institutions.

Nevertheless, both Bank of America and Chase did have some in-
formation prior to opening these correspondent accounts that
should have raised red flags. For example, it appears that Chase
decided to accept American International Bank as a correspondent
banking client despite its awareness that AIB may well have been
sheltering the funds of American tax evaders. This is precisely the
type of lax oversight that criminals who wish to launder their dirty
money are quite literally banking on.

Today, we will begin by hearing from three authorities on money
laundering who will discuss the ways in which correspondent ac-
counts can be used to launder the proceeds of crime, the difficulties
that law enforcement officials encounter in tracking down funds
that have passed through multiple jurisdictions, and measures that
U.S. banks might be able to take to reduce the abuse of their cor-
respondent banking systems by money launderers without drown-
ing the banks in unnecessary paperwork or crippling the industry.

We will then hear from Citibank about its own handling of cor-
respondent accounts with three high-risk clients—M.A. Bank, Fed-
eral Bank, and European Bank. Given some of the questionable
dealings in which each of these three banks were engaged, I look
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forward to hearing from our Citibank witnesses regarding their
management of these banks’ accounts.

The controversy engendered by one of the Citibank examples re-
counted in the Minority’s Report, the Federal Bank case, deserves
further comment. A great deal of attention has been paid to this
Subcommittee investigation in the foreign press, particularly in Ar-
gentina.

I want to make clear this morning that the Subcommittee’s in-
vestigation has not been an investigation into money laundering in
any foreign government. It is unfortunate that this Subcommittee’s
work has acquired such apparent significance in another country’s
domestic political disputes, because the investigation’s findings are
not aimed at supporting any charges of high-level money laun-
dering by specific foreign officials.

Moreover, the amount of laundered money identified in the Mi-
nority Report that relates to Argentina consists of $7.7 million in
drug trafficking proceeds passing through M.A. Bank, and $1 mil-
lion in bribe money passing through Federal Bank from an IBM
kickback scandal that has been publicly known for some time. Ar-
gentine press reports that this Subcommittee has identified billions
of dollars in dirty money involving these banks are simply inac-
curate.

At any rate, I look forward to hearing the testimony of our wit-
nesses today. Abuse of the U.S. correspondent banking system by
money launderers and other criminals is a very serious topic and
deserves our full attention.

At this time, I would like to recognize the distinguished Ranking
Minority Member, Senator Levin, who initiated and conducted this
investigation, for his opening comments.

Senator Levin.

OPENING STATEMENT OF SENATOR LEVIN

Senator LEVIN. Madam Chairman, thank you again for sched-
uling these hearings and for your strong support of this investiga-
tion. I also want to thank you for your clarifying statements rel-
ative to the purpose of this investigation, that we are looking at
U.S. banks and we are not carrying on an investigation of any do-
mestic activities inside Argentina by specified officials. I think it is
important that we point that out.

Some of the reports that have been printed in Argentina pur-
porting to quote, as a matter of fact, members of my staff are made
out of whole cloth, literally. Some of those reported quotations were
never made or anything close to it. I emphasize “some” because I
don’t want to label the entire media in Argentina in that way, but
I would say clearly that some of the comments attributed to my
staff were just simply never made, or anything close to them made.

At yesterday’s hearing, we heard from a former offshore bank
owner and from two leading U.S. banks regarding how high-risk
foreign banks are able to open correspondent accounts at U.S.
banks and how those accounts can then be used by rogue foreign
banks and their criminal clients to launder the proceeds of illegal
drugs, financial fraud, Internet gambling, tax evasion, and other
criminal conduct.
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Today, we want to shine the spotlight on the decision by U.S.
banks to open accounts for one particular kind of high-risk foreign
bank, offshore shell banks. Some offshore banks have physical fa-
cilities either in the jurisdiction in which they are licensed or some
other country. An offshore shell bank, however, is a bank that has
no fixed physical presence in the country in which it is licensed or
in any other country, and it is not a branch or a subsidiary of a
bank that does have a physical presence somewhere. Those shell
banks, instead, are banks that have no physical office anywhere
where customers could go to conduct banking transactions or where
regulators could go to inspect records and observe bank operations.

The signature features of a shell bank are its inaccessibility and
its secrecy. These banks are generally not examined by regulators,
and virtually no one but the shell bank owner really knows where
the bank is, how it operates, or who its customers are. One shell
bank owner told us that his bank existed wherever he was at the
moment. These banks do not fit the profile of the financial institu-
tion that most Americans imagine when they think of a bank. In-
stead, they exist on the bottom rung of the banking world.

The low status of these banks is on display in the Internet adver-
tisements explaining how and where to buy a shell bank license.
These ads stress how quickly a bank can be purchased, and high-
light a jurisdiction’s lax due diligence and regulatory requirements
as key selling points.

One government cited in the advertisements, for instance, is
Nauru, a remote island in the South Pacific. Nauru is said to have
issued 400 licenses for shell banks which, if true, would apparently
constitute the largest number of shell banks established by any one
jurisdiction. Nauru is also one of the 15 countries that has been
identified by the Financial Action Task Force in June 2000 for non-
cooperation with international anti-money laundering efforts.

Another oft-mentioned government is Vanuatu, another South
Pacific island, which confirmed to us that it has licensed more than
50 offshore shell banks. Caribbean governments are also listed, in-
cluding Anguilla, which allegedly charges an annual bank licensing
fee of $3,800 for an offshore bank with a physical presence on the
island, and $7,600 for an offshore bank without one.

Let’s take a closer look at Montenegro, in Europe. This is an ex-
cerpt here on the screen from Exhibit 35 in our exhibits.! This is
one of many Internet advertisements for opening an offshore shell
bank in Montenegro. The bank costs—you can buy it for $9,999,
and the advertisement says that it comes with a correspondent
bank account included “in the package.”

As we will see on the succeeding pages of this Internet advertise-
ment, that means that you buy access with that bank license to an
already existing correspondent account at a U.S. bank. So for
$10,000, minus a dollar, anyone can buy access to the U.S. banking
system in a way which is secret. And the purposes of those kinds
of bank accounts will again be explored today, as they were yester-
day, but substantial sums of money move through these bank ac-
counts.

1See Exhibit No. 35 that appears in the Appendix on page 789.
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Now, the ad also promises “no intrusive background checks,” a
“European jurisdiction,” and “fast set-up time.” The correspondent
account which is advertised is in the name of the Bank of Monte-
negro, which in turn allows the new bank—which they are selling
the license for—to use the Bank of Montenegro’s existing cor-
respondent network, which includes Citibank, Commerzbank, and
the Union Bank of Switzerland. Those are the representations
which are made. That is what you are buying access to, in a way
which will be kept totally secret.

Exactly how many Montenegro shell banks are operating today
under this arrangement is not known to me.

The bottom line is that hundreds, if not thousands, of offshore
shell banks are in existence at this moment, and all of them need
to get into the international banking system to do business.

Of the four shell banks investigated by the Minority staff, all
four were found to be operating far outside the parameters of nor-
mal banking practice, without basic administrative controls, with-
out anti-money laundering safeguards, and in most cases without
paid staff. All four also escaped regulatory oversight. They used
U.S. bank accounts to transact business and to move millions of
dollars in suspect funds associated with drug trafficking, financial
fraud, bribe money, or other misconduct.

Today, we are going to first hear from a panel of experts with
many years of experience in dealing with high-risk foreign banks.
Jack Blum, among other accomplishments, is a U.N. consultant on
offshore banking and has more than once crossed swords with shell
banks.

Anne Vitale was the Managing Director of Republic National
Bank of New York, and spent years designing systems and proce-
dures to help that bank decide which foreign banks ought to be
given U.S. bank accounts.

Robb Evans is a longtime banker and a former head of the Cali-
fornia Bankers Association, and in recent years has begun assisting
Federal and State agencies in recovering funds taken from fraud
victims, becoming in the process all too familiar with shell banks.

On the second panel will be officials from Citibank, and they will
focus on Citibank’s decision to open and maintain U.S. cor-
respondent accounts for two shell banks—M.A. Bank which is li-
censed in the Cayman Islands, and Federal Bank which was li-
censed in the Bahamas. As the Chairman has indicated, a third
bank is also covered in some detail in our report. Federal Bank, by
the way, had its license revoked by the Bahamas just 2 weeks ago,
presumably in response to this investigation.

Far from using the heightened scrutiny that is recommended by
U.S. bank regulators for offshore banks and is supposed to be re-
quired in its own internal policies, Citibank seems to have done
just the opposite. It seems to have relaxed its due diligence and
monitoring requirements for those accounts because of the con-
fidence and the personal regard that Citibank officials said that
they had for the owners of those offshore shell banks.

This relaxed scrutiny continued for one of these banks, M.A.
Bank, even after Citibank was served with a seizure warrant for
$7.7 million in alleged drug proceeds that were deposited into the
M.A. Bank account in New York as part of the Casablanca under-
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cover money laundering sting. Citibank not only apparently failed
for over a year to recognize that the seizure warrant involved ille-
gal drug proceeds, but it also allowed M.A. Bank to move an addi-
tional $300 million through that Citibank account.

Citibank also engaged in troubling conduct when it provided the
Central Bank of Argentina with false information about the owner-
ship of Federal Bank. Citibank knew that the owner of Federal
Bank was Grupo Moneta, a large conglomerate of companies in Ar-
gentina. Yet, when the Central Bank of Argentina directly asked
Citibank for “all information” that it had regarding Federal Bank,
“especially the identity of its shareholders,” the President of
Citibank Argentina, Carlos Fedrigotti, represented to the Central
Bank of Argentina that the records of Citibank Argentina “contain
no information that would enable us to determine the identity of
the shareholders of the referenced bank.” Again, he gave this re-
sponse even though Citibank Argentina was then in possession of
numerous documents related to Federal Bank, including specific
doculinents that named Grupo Moneta as the owner of Federal
Bank.

There are reports that Grupo Moneta is denying ownership of
Federal Bank to this day. That denial, on top of Citibank’s mis-
leading response to the Central Bank of Argentina, makes this
matter a very troubling one. It is one of many reasons that this
matter is a very troubling one, and we hope to get to the bottom
of that this morning as well.

The questions that we hope to address today include not only
Citibank’s specific decisions regarding these two shell banks, but
also Citibank’s overall policy on shell banks. In response to our cor-
respondent banking survey, Citibank initially said that its policy
was not to open accounts for shell banks, but that it would make
an exception for “an existing customer bank’s offshore subsidiaries
or affiliates.”

When asked how that exception applied to M.A. Bank and Fed-
eral Bank, whose parent owners are not banks, Citibank submitted
a modified statement of its policy and broadened the exception,
saying a correspondent account could also be opened for offshore
subsidiaries or affiliates of existing customer “financial institu-
tions.” While Citibank did not define that term, Citibank presum-
ably meant to encompass not only banks within that phrase “finan-
cial institutions,” but also security firms like Mercado Abierto, S.A.,
and commercial operations like Grupo Moneta, so that M.A. Bank
and Federal Bank would be considered by Citibank as permissible
accounts. Now, one concern that I have with expanding the permis-
sible affiliation to financial institutions is that financial institutions
are not subject to the same regulatory regime as banks.

Yesterday, we talked about the legal duty of U.S. banks to act
as a gatekeeper and to take reasonable measures to keep out of the
U.S. banking system foreign banks that pose unacceptably high
money laundering risks. Offshore shell banks pose the highest
money laundering risks in the international correspondent banking
industry today.

Both the Bank of America and Chase Manhattan yesterday told
us that it is their policy not to do business with offshore shell
banks, and that was welcome news. If shell banks were unable to
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open correspondent accounts with established banks, shell banks
would have to close. The hearing today, I believe, will show why
these shell banks don’t deserve a place in the U.S. banking system,
and why U.S. banks should not extend the lifeline, which is the
correspondent bank account, that keeps those shell banks in busi-
ness.

Again, I want to thank you, Madam Chairman, for your support
and your calling of these hearings.

Senator COLLINS. Thank you, Senator Levin.

As Senator Levin mentioned, our first witnesses today are ex-
perts in money laundering regulations and laws. Since Senator
Levin has already given the background of the three witnesses, I
am just going to welcome Jack Blum, Anne Vitale, and Robb
Evans, and ask that they stand, since pursuant to Rule VI all wit-
nesses are required to be sworn.

Would you please raise your right hands?

Do you swear that the testimony you are about to give to the
Subcommittee will be the truth, the whole truth and nothing but
the truth, so help you, God?

Mr. BLum. I do.

Ms. VITALE. I do.

Mr. Evans. I do.

Senator COLLINS. We will be using a timing system today. Please
be aware that when you see the yellow light come on, you will have
one minute to sum up your remarks. You will be given 10 minutes
and your full statement will be included in the hearing record.

Mr. Blum, I would ask that you begin.

TESTIMONY OF JACK A. BLUM,! PARTNER, LOBEL, NOVINS
AND LAMONT, WASHINGTON, DC

Mr. BLuM. Thank you, Madam Chairman. Thank you, Senator
Levin, for inviting me here this morning.

I think I should get right to the heart of the matter. Offshore
shell banks have no place at all in the world banking system, un-
less it is to be used for tax evasion or other criminal activity.

The shell banking business is a business in which the promoters
and crooks offer these banks for sale, frequently at medical conven-
tions and at meetings of professionals, and sell them to the profes-
sionals as a vehicle for tax evasion. They say, look, if you have a
shell bank, you can have this marvelous checking account that isn’t
reported to the Federal Government, whose proceeds won’t be
known by anybody but you which is not subject to seizure. And
here, by the way, is an elaborate structure of trusts through which
you can move your money to hide it.

Probably the most notorious of these salesmen is a fellow named
Jerome Schneider, who has been at it for more than 15 or 20 years,
selling shell banks in places ranging from Vanuatu to Montserrat.
Each time he is caught someplace, he moves on to the next place,
but he continues to advertise seminars around the world offering
these banks for sale.

Two years ago, ABC News sent some undercover people to one
of his seminars and they got the full pitch: Hide your money; you

1The prepared statement of Mr. Blum appears in the Appendix on page 162.
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will have this checking account, in effect, at a Canadian bank that
would be the correspondent account, and nobody will be able to find
out whose it is. He saw that and was taken aback momentarily,
but in a very short space of time was back advertising in the Wall
Street Journal, with the tag line “as seen on ABC TV.” This is the
kind of thing that is done with shell banks.

Now, there are other uses for shell banks, not just buy the bank
to have a privileged checking account, but have the shell account
so that you can hide the proceeds of criminal money or get the
criminal money in the account. So there are various kinds of
frauds—advanced fee for loan fraud, securities frauds of different
kinds, and prime bank instrument fraud. All of these really rely on
some kind of paper from what looks like a bank saying that we will
guarantee or we will give you some kind of assurance that a bank
is involved; if you send us your money, we will put it in some kind
of high-yield trading program that will give you tremendous re-
turns.

Invariably, what happens is the money goes to this shell bank in
that kind of scheme, the money disappears, and the bank either
evaporates or the bank says, well, we sent the money on for the
further credit of some offshore corporation somewhere else.

The bank is an essential part of the fraud because it is what
gives the investor the confidence that he is sending the money to
someplace that is real. And typically the instructions will be to
send the money to the correspondent account, send it to our cor-
respondent account at the Bank of New York. That kind of thing
builds the confidence of the mark in the legitimacy of the fraud
that is going on. I have been involved in any number of cases
where there has been this kind of transmission of money to an ille-
gitimate institution through a correspondent account of a legiti-
mate institution.

Then there is the problem of how do you stop the money. Under
the banking rules, if there is a correspondent banking account for
a foreign bank, when fraud money or proceeds of crime hit that
bank account and they are commingled, it becomes an incredibly
difficult matter to stop the money. At that point the money is con-
sidered the property of the offshore bank, and unless you can prove
the whole thing is a fraud and all the money in the account is pro-
ceeds of crime, for all practical purposes the money is outside the
United States and there is not much that can be done.

I ran into that in a case where we were chasing Nigerian con
men and they wanted to have money wired to a bank in Beirut, not
a shell, but an offshore bank in Beirut, for the further credit of
some corporation, but wired to the correspondent account in New
York City. And we were trying to figure out how to get the money
wired to New York, but held there with enough time to arrest the
Nigerian con men, and it just wasn’t possible to organize it. The
money, as soon as it would have hit the correspondent account,
would have for all practical purposes been out of the country.

I have seen enough of the jurisdictions that regulate these banks
to be able to tell you conclusively that there is no way a jurisdiction
like Nauru or Vanuatu or St. Vincent or Grenada can possibly reg-
ulate a stable of offshore banks.
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If you will, just consider the case of a bank in Grenada that was
capitalized with the appraisal of a ruby. Mind you, the Grenadian
bank officials never saw the ruby. They got a document that said
this ruby is worth $30 million. The man who got the bank license,
a Mr. Van Brink, had been traveling under a different name before
he came to Grenada and, after his fraud with the offshore bank
was complete, moved on to Uganda, where he is known by yet an-
other name.

I was in Grenada not long ago and talked to the chief regulator
of the offshore banking sector, and the conversation went some-
thing like this: What did you do before you took over as bank regu-
lator? He replaced the prior regulator who had chartered this ruby-
based bank. He said, I sold real estate. Do you have any experience
in banking? No, but I am trying to learn about banks. And what
do you do to vet people who apply for a bank license? He said, well,
we have something of a problem with that. For a while we thought
about hiring Kroll and Associates, a large private detective firm,
but we called them and they wanted too much money and we
couldn’t really charge the people involving that kind of money for
the investigation.

I said, well, you should bill it to them. If they want to open a
bank, they ought to be able to pay for their own approval process.
He said, well, we thought that that would cut back on the number
of applicants we had. Then I said, how about using the Internet?
How about doing some simple checks on Lexis/Nexis to see if the
applicants have been convicted? He said, well, we have trouble
with our Internet connections.

I submit that this jurisdiction has no business in the offshore
banking business. And anybody who tells you, yes, we are training,
there is no way that all the training in the world is going to get
a jurisdiction like this to the point where its “banks”—and I use
that term in quotes—are going to be meaningfully regulated. And
the same story is true in a half dozen other places.

I want to stress to you that some of the people involved in this
are people of enormous goodwill. The woman who regulates the
Cook Islands Financial Center is a wonderful person, a very nice
person, and she is regulating not only the banking sector, the off-
shore banking sector, but their walking trusts—these are trusts
which disappear if the police come—their various other financial
entities, and she is trying to attend all the difference conferences
and she is trying to learn how bank regulation ought to be con-
ducted. It is not possible, it is flat not possible.

It ought to be obvious to everyone involved, the purpose of these
“financial institutions” is to provide a black hole and a window to
the American financial markets through correspondent accounts.

Having said that, I think it is important to add some things to
the discussion as it goes forward. We have been talking about
banks and the vulnerability of correspondent relationships that
come when banks have correspondent accounts, but there are a
wide array of offshore financial businesses, much like the kind that
Senator Levin mentioned in the opening statement, that are not
regulated at all, like trust companies and certain kinds of financial
advisory firms that simply sign on the dotted line and go into busi-
ness. And these guys are also using various windows into the fi-
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nancial system particularly through brokerage accounts to get their
business done.

In the United States, we can crack down on banks and say, look,
you are regulated, here’s the rules, due diligence, know your cus-
tomer. In the brokerage business, due diligence consists of finding
out whether the investments you propose to sell to a particular cus-
tomer are suitable for that customer. The due diligence doesn’t al-
ways include the same level of due diligence required in the bank-
ing industry. And in this world that we are in today, banking and
brokerage are so close to each other, it is really very, very difficult
to distinguish between the two. I think it is essential to look at
these different windows into the U.S. financial system, and essen-
tial to cut them off.

I see my time is up. I will be happy to answer questions later.

Senator COLLINS. Thank you, Mr. Blum.

Ms. Vitale.

TESTIMONY OF ANNE VITALE,! FORMER MANAGING DIREC-
TOR AND DEPUTY GENERAL COUNSEL, REPUBLIC NA-
TIONAL BANK OF NEW YORK, AND CURRENT SPECIAL LITI-
GATION COUNSEL, HSBC USA, INC., NEW YORK, NEW YORK

Ms. VITALE. Good morning, Chairman Collins, Ranking Member
Senator Levin. Thank you for inviting me to testify here today.

Having served as an Assistant United States Attorney in the
Southern District of New York, where I prosecuted money laun-
dering, narcotics and organized crime cases for 7 years, and then
having been Managing Director and Deputy General Counsel at
Republic National Bank of New York for 9 years, where I headed
the global anti-money laundering policy and procedures for the
global corporate network, I have seen money laundering issues
from both the government’s perspective and private industry’s per-
spective.

And in my mind, those two perspectives should not conflict with
each other. No financial institution wants to be in a position where
they have dirty money going through that institution. So, therefore,
I think it is in every financial institution’s interest to cooperate
with law enforcement efforts to prevent money laundering through
U.S. banks.

I would like to commend you both for these hearings, also for the
report that the Minority staff prepared. I found it to be comprehen-
sive, diligent, and fair. I think they were quite on target in identi-
fying the three areas of vulnerability through correspondent bank-
ing.

As a preliminary matter, I want to stress what Senator Collins
remarked in her opening statement. Correspondent banking is a le-
gitimate and indispensable component of the global financial net-
work. The report realized this. In my experience, all but a small
fraction of the payments represent legitimate business activity.
However, because a small fraction of the transactions are meaning-
ful in terms of quantity of U.S. dollars, it is incumbent upon banks
to establish anti-money laundering programs specifically in the cor-
respondent banking area.

1The prepared statement of Ms. Vitale appears in the Appendix on page 168.
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This was not always the case, or the realization of this was not
always the case. It wasn’t until late 1997 that wire transfer moni-
toring through correspondent banking activity first began to be ac-
knowledged as a high-risk area. I don’t think the OCC or any other
Federal regulator had identified this area, so we are in a relatively
recent development.

However, that said, in 1998 and 1999, with the publicity of spe-
cifically the Bank of New York case, this has been the area that
banks should be concentrating on, and there is much a bank can
do to prevent money laundering through correspondent banking ac-
counts.

Two basic things: one is at the account-opening process, and the
second is at the monitoring of transactions process. You can’t be
successful if you have one without the other; you need both. At the
account-opening stage, it is important for a correspondent bank to
obtain information from its respondent bank, and the information
should be the location of the bank; the license and the regulator
of the bank that is applying for an account; the number of employ-
ees, branches, and their locations.

Why is this important? Why is number of employees, branches
and locations important? Quite frankly, I submit to you that if a
bank doesn’t have many employees, if a bank doesn’t have oper-
ations, that bank does not have any wherewithal to monitor trans-
actions and to open accounts. So you need to know the numbers,
or else whatever that bank tells you about its money laundering
policy is not going to be objective reality.

You also need to know the identities of the owners and man-
agers, the asset size and the financial reports, the financial prod-
ucts being sought by the client, other correspondent relationships
that bank has, the nature of the client’s business and customers,
the due diligence the client performs on its customers, whether the
client is acting as a correspondent bank for its clients, the country’s
reputation for anti-money laundering measures, and a statement
from the relationship manager as to why he or she recommends
that the account should be opened.

And I think that statement cannot rely on this bank is generally
well-known or the management is generally well-known. You need
objective reality. You need to know who audits the bank, who au-
dits the sub. You need to know the number of employees, who is
doing the monitoring, and where they are doing it. Those are some
of the factors to consider at an account-opening stage.

As far as monitoring is concerned, you must look at the flow of
funds. Now, you can’t do this in real-time; you can’t look at every
single wire transfer that passes through your institution. So you
have to use a triage system and identify what I think is the most
effective way, which is patterns of activity. Set a threshold level
and identify what transactions you are going to look for.

At Republic National Bank, we had the average threshold level
of $500,000 in 1 month passing through a bank if it was from the
same originator to the same beneficiary, or from the same origi-
nator to ten or more beneficiaries, or from ten or more originators
to one beneficiary. There are different parameters that can be uti-
lized. And you need systems for this, but once a system identifies
the transactions that may be suspicious, you need to have a staff
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that is trained to look at the transactions and to see if they can
find, as Jack Blum said, from databases or from other public infor-
mation whether there is any information that will say that these
transactions represent normal business activity. The question is: Is
this legitimate business activity?

Thereafter, if there is no information found or if the information
that is found raises a question, the transactions that have been
identified must be funneled up to a senior officer, not in the busi-
ness area but in the anti-money laundering area, for that person
to make a decision on what to do with the account, what to do with
the transactions.

If there is a suspicious activity—and suspicious activity means
that there is no legitimate business reason that is obvious in the
transaction—if that can’t be determined, you must file an SAR, a
suspicious activity report. That decision is best made by anti-
money laundering or legal, or some combination of both.

Thereafter, the senior officer in anti-money laundering must talk
to a senior business manager as to what to do with the cor-
respondent account. Do you just block transfers of certain origina-
tors and beneficiaries from that account, or is the pattern so perva-
sive through that account that you close the account? These are
some of the things you must consider throughout.

The other factor that I want to stress is the role of training and
the role of audit and the role of the commitment of senior manage-
ment. I think it is imperative that training be ongoing through all
areas of the bank, but specifically since the area of correspondent
banking is both new in terms of the focus, there has to be ongoing
training for correspondent bankers, as well as for analysts and
those who are monitoring. Correspondent banking and the anti-
money laundering program should be evaluated by audit to see
whether the controls are in place.

And finally, and what I think is most important, there has to be
direction from the CEO and the board of directors that sends a
message that anti-money laundering may be as important, if not
more important, than profits. And this is something that I learned
from the former Chairman of Republic.

Thank you.

Senator COLLINS. Thank you very much, Ms. Vitale. Your testi-
mony was extremely helpful.

Mr. Evans, would you proceed?

TESTIMONY OF ROBB EVANS,! MANAGING PARTNER, ROBB
EVANS AND ASSOCIATES, SUN VALLEY, CALIFORNIA

Mr. Evans. Thank you. I really do appreciate the invitation to
appear today. I would like to associate myself with the remarks of
my colleagues on the panel, with not quite everything they have
said, but I think they have got almost everything bang on.

I have looked at this issue from a different perspective in recent
years. Up until 10 years ago, I had been a commercial banker on
both sides of the correspondent banking fence, if you will, both
managing correspondent banks and being the correspondent bank

1The prepared statement of Mr. Evans appears in the Appendix on page 172.
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from an offshore location. My view in the past decade has changed
dramatically.

Ten years ago, I was asked to manage the liquidation of BCCI
in the United States, first by the California Superintendent of
Banks, and later by the Department of Justice. And so I got deeply
involved in that for a number of years, and as a consequence got
involved in a number of other unrelated cases where I was brought
into them by the Securities and Exchange Commission or the Fed-
eral Trade Commission or the Department of Justice to recover
funds that had been stolen or the subject of fraud. That was an
eye-opening experience.

In the Minority report, you have talked about one case, European
Bank in Vanuatu. I am the Federal Receiver in that case, and so
that is one I know a great deal about. I learned a good deal more
just reading your report that I did not know before. The case illus-
trates a number of points.

First of all, the recommendation regarding the offshore banks
that you focused on in your report, that they should be driven out
of the U.S. banking system, is correct. The shell banks issue is an
absolute a no-brainer. The other offshore banks, I believe, also
should either be barred from the U.S. correspondent banking sys-
tem or, if allowed to remain, only with very stringent requirements.
There is simply no benefit for anyone other than their proprietors,
but they are only one link in a long chain of illegality.

The case that you cite in your report is of a gentleman by the
name of Kenneth Taves, who is now incarcerated and has pled
guilty just in the last few weeks to money laundering, fraud and
other charges, where the flow of the money is quite important in
understanding the fraud. The offshore banks play a critical role in
the movement of stolen funds—they are only a link in the chain.
Breaking that link is very important.

In this case, the Taves-European Bank case, what happened is
this chap was able to open merchant banking accounts for credit
card processing with two small banks in the United States, banks
that specialized in processing credit cards.

Now, the credit card business can be very high volume. By hook
or by crook, this chap was able to get a number of credit card num-
bers, and over a 24-month period, managed to steal $40 million at
$19.95 at a clip, processing them through these two banks. The
money was transferred regularly, trying to keep it in not massive
amounts, from those two small merchant banks in the United
States, one in California and one in Missouri, to a major U.S. bank
in Nevada, where the funds were concentrated.

From that bank in Nevada, it was transferred to a bank called
Euro Bank in the Cayman Islands. And from that bank, it was
then transferred all around the world, including right back to the
United States, where it bought real estate, had big accounts with
brokerage houses, and so on and so forth. None of this was cash,
by the way; it was all electronic.

In January 1999, the Federal Trade Commission, responding to
a number of consumer complaints, was able to get a freeze order
on the company and I was appointed the receiver of the company.
We walked in unannounced and were able to seize the company.
They put up a vigorous defense. The funds were frozen; they were
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under a Federal court injunction not to move any money and to
turn over all records, wherever located.

There were literally no records on the premises and almost no
records anyplace at all. So my colleagues and I spent a number of
weeks basically dumpster-diving to try and figure out where the
money went. But we were able to trace the money, one way or an-
other, to the Cayman Islands, to Euro Bank.

We went to the Cayman Islands with the documentation of the
theft and the money laundering. The Cayman Islands authorities
promptly closed Euro Bank, which was a major break for us in that
case because by placing Euro Bank into receivership, we were able
to, through court action, get access to the records of the bank. From
there, we were able to find out where the money went from Euro
Bank, which was to many locations, from Liechtenstein to
Vanuatu. And we started the task of tracing it from one location
to another, from one bank to another, item by item.

We were able to perfect our claims to a large amount of money
in the Cayman Islands, and we are confident that the funds will
be returned to us for repayment to victims. It is a slow process be-
cause the bank there is in liquidation, and so we have to stand in
line with all the other depositors to get the stolen money back. But
virle will get the money back, and we have had good cooperation
there.

But tracing the money onward between the offshore banks was
challenging. Ultimately, what we found happened is that after the
freeze order was imposed by the courts and the crook knew he was
caught, he told the bank in the Cayman Islands to open a new ac-
count for him in Vanuatu, which Euro Bank had told him was a
neat place to do business, with secrecy, all the other good stuff.

The bank in the Cayman Islands had a working relationship
with the bank in Vanuatu; they had referred business before. They
faxed European Bank in Vanuatu and told them to open up an ac-
count in a corporate name. A trust company affiliated to European
Bank in Vanuatu opened a corporate account by incorporating a
new Vanuatu corporation called Benford Ltd., which is referred to
in your report.

The only information they had to open that account was a name
which they assigned it, the name of an alleged beneficial owner,
which was an acquaintance of the villain, and a copy of a British
passport and a London address. They asked no questions. The busi-
ness of the company just said “business,” nothing else, nothing be-
yond that. The bank in the Cayman Islands transferred $100,000
to European Bank’s account in New York to get the ball rolling.
That money was used to open an account with European Bank in
Vanuatu for Benford Ltd. Within in a matter of weeks, over $7 mil-
lion flowed into that account.

When we found out about these transfers, the bank in the Cay-
man Islands was in the hands of liquidators. So with their coopera-
tion, we and the liquidators in the Cayman Islands immediately in-
formed European Bank in Vanuatu that this was stolen money and
they were, in fact, holding it in trust for the victims and they
should return it.

Then commenced a war which goes on to this day to try and re-
cover those funds. One must remember in a small country like
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Vanuatu, $7 million is a very large amount of money. This was far
and away the largest customer of the bank. The victims of this
crime had more money in that bank than the owners of the bank
or any other deposits.

The opportunity for these offshore banks and the incentive for
offshore banks to deal with villains is immense. If you stop to think
about it, if you are going to steal money, who is the best person
to steal it from? Obviously, a thief. If villains open accounts with
offshore banks, which they do with regularity, the offshore banks
hope the bad guys get caught because guess who gets the money
then if it is not properly traced? So it is a tremendous incentive.

In this case, in Vanuatu, I honestly don’t know what was driving
motivations for the offshore bank to try and hang on to this stolen
money. I sent people to Vanuatu without luck. I went there person-
ally, accompanied by the FBI, with all kinds of documentation. The
bottom line is they just wanted to keep that money. In a small
country like Vanuatu, $7 million is a lot of money. If they could
confiscate the money, keep it, if the bank could keep it, even freeze
it, paying no interest on it, it would do tremendous things for both
the country and the bank. But the bottom line is it is other people’s
money.

My point, and I see my time is up, is that I would like to make
a plea to this Subcommittee. First of all, you are on the right track
in terms of banning these accounts. Additionally, in my view, I
think that much better tools can be given to people like myself
whose mission it is to recover stolen funds from offshore banks. We
need better legal standing. That can be achieved, and I would urge
this Subcommittee to consider those issues to help us recover sto-
len funds from abroad. I discuss this point in greater detail in my
prepared remarks. I urge the Subcommittee’s consideration.

Thank you very much.

Senator COLLINS. Thank you, Mr. Evans.

There appears to be widespread agreement that U.S. banks
should not be opening correspondent accounts for shell banks. I
would like to pursue with each of you in further depth the issue
of whether they should be providing services to offshore banks.

Yesterday, a former owner of an offshore bank in the Cayman
Islands explained to us that at his bank, which he described as a
typical run-of-the-mill Cayman Island bank, 95 percent of the cus-
tomers were Americans, and he opined that there was no legiti-
mate reason for an American citizen to have an account in an off-
shore bank, particularly given the very high fees that the bank as-
sessed for its services and products.

I first want to ask whether you would agree with that assess-
ment that there is generally no legitimate reason for an American
citizen to have an account in an offshore bank, and then I want to
ask you about the implications if you do agree.

Mr. Blum.

Mr. BLUuM. I would say there is no legitimate reason. If you want
an account offshore and, for example, you have a vacation home or
you are living in another country, you can do business with the
banks of that country. Remember that the offshore bank is an in-
stitution that only deals with foreigners.
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Now, I visited Mr. Mathewson in 1994 in his bank. I had a hid-
den camera and tape recorder from Public Broadcasting. The show
was on “Frontline,” and he made a very persuasive pitch about how
it was possible to hide my money and all the things he would do
to keep it out of sight for me. His due diligence consisted of “you
are not a drug dealer, are you?” And I said no and the conversation
continued, and that tape is available.

Senator COLLINS. Ms. Vitale.

Ms. VITALE. I am hesitant to say there is no legitimate reason.
I can tell you I don’t know of one, but I am always willing to listen
to see if someone can come up with one. That is for American citi-
zens to have accounts at offshore banks.

I think my answer is different to the second question. There are
legitimate reasons to have offshore banks. I know Republic had
banks in offshore jurisdictions. Offshore jurisdictions may be high-
risk jurisdictions, but that doesn’t mean that legitimate activity
can’t be conducted there.

I think when you do have an offshore bank either as a customer
or even as your own—part of a sub or an affiliate of your own
bank, you have to have monitoring procedures in place and use a
belt-and-suspender approach to make sure that those transactions
are legitimate transactions.

Senator COLLINS. Mr. Evans.

Mr. Evans. Well, as far as offshore banks, I think for these pur-
poses we should define them as not including the offshore subsidi-
aries of regulated institutions.

Senator COLLINS. Correct. I am talking about offshore banks.

Mr. EvaNs. OK. With that clarity, I can say there are lots of good
reasons for people to be operating offshore in the regulated world.
In the unregulated world, I can’t think of a reason that is proper
for an individual American. I can think of reasons for citizens of
other countries, but not for an American.

The problem is that the vast majority of Americans who want to
open offshore accounts are doing so for tax evasion. Tax evasion is
not a crime in many countries. The problem exists that those of us
that are trying to recover money of universally accepted crimes,
such as theft, are put in the same category as those that are trying
to recover tax evasion or divorce settlement or other kind of civil
actions. That is part of the problem.

Senator COLLINS. To me, a bank in a country that does not allow
its own citizens to deal with that bank or to do business with that
bank is inherently suspect, but I want to make sure that as we at-
tempt to go forward and devise solutions to this problem that we
do not overreact and, in fact, inhibit legitimate commerce. I think
it is a difficult balance to strike, but certainly offshore banks ap-
pear by their very nature to be questionable when defined as you
and I have discussed.

Ms. Vitale, I want to go back to an issue that you raised in your
statement. You said, and I think it is a critically important point,
that to be effective, anti-money laundering procedures must have
the support and the commitment of a bank’s senior management.

The testimony that we heard yesterday was very interesting on
that point. I think it was Mr. Christie, of Bank of America, who
testified that correspondent banking used to be a part of the bank
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where you knew you weren’t going to get ahead if you were as-
signed to correspondent banking, that it was considered a very rou-
tine part of the business and not a way to advance your career.

That implies to me that it didn’t receive years ago, at least, the
kind of scrutiny and priority that you suggest is needed. I think
that has changed, to be fair. I think it has clearly changed in the
banks that we have talked about, including Citibank that we are
going to be discussing later today.

But do you think that was typical, what Mr. Christie told us,
that it just was not an area of the bank that received much atten-
tion from top management, and thus was more vulnerable to
money laundering?

Ms. VITALE. I think it received attention from top management
in terms of profitability in the early 1990’s. But quite frankly, in
the early 1990’s when I first got to Republic, I didn’t pay much at-
tention to correspondent banking, the wire transfers through cor-
respondent banking, and that was because the amount of wire
transfers through correspondent banking is so vast, you can’t mon-
itor every one.

It was only in 1997 when two things happened. One was an ac-
count officer came to me, and he was one of the only account offi-
cers who reviewed statements of his accounts, and he said, Anne,
take a look at this. And I looked at the activity and I said is this
common? And then we started, by hand, manually, looking at dif-
ferent account statements, and I went to the Chairman, Walter
Weiner, and I said we have got a problem, we can’t have this. And
then he said, design a system, and I got the funds and I worked
with our systems people and we identified high-risk.

At the same time, the OCC came to me and they had received
a tip about a certain Russian bank, and we took a look at the activ-
ity in those banks and accelerated our systems development. And
once we developed a system where we could monitor large trans-
actions or high-risk transactions, we were then able to make a dent
in the correspondent banking area. But it has been a gradual proc-
ess. But I think today it should get the attention of every CEO.

Senator COLLINS. Thank you.

Mr. Evans, you told us a very interesting case study involving
European Bank, in which you had been very involved in inves-
tigating, and you recounted that when it opened an account for
Benford, which, I think was incorporated as Benford Ltd., Euro-
pean Bank knew very, very little about its clients. Indeed, the occu-
pation listed was simply “business.”

Given the nearly complete lack of information about the bene-
ficial owner of Benford, is the only reason that European Bank
opened this account was that it was profitable? I mean, is it simply
a matter of money being the motivation here?

Mr. Evans. I can’t imagine what else it could have been, and I
also can’t imagine a reason why a bank sitting in Vanuatu could
think that there would be a legitimate reason for that to happen.
I mean, we have an individual who is supposed to be—lady who is
supposed to be living in London. Why would they open an account
in Vanuatu, other than to hide the money?

And maybe there are legitimate reasons to hide money, at least
legitimate in the laws of that country, from a spouse, from a cred-
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itor, from whatever. But the mere act of wanting to open an ac-
count and providing absolutely no information to a bank who asked
absolutely no questions—there can be no conclusion that I can fig-
ure out, other than everybody knew it was crooked money and
there was a good way to make money off of that.

Senator COLLINS. Do you have any recommendations on how we
could encourage countries with lax controls to either tighten their
laws or otherwise cooperate with international efforts to combat
money laundering?

Mr. Evans. Well, there are some good precedents I have heard
of in the drug control issue where there has been good inter-
national cooperation. I would like to see that cooperation extended
into not only money laundering, but the recovery of money laun-
dering. If we have stronger tools to recover money, it will make it
much less profitable for marginal banks to deal with villains.

You have got to keep in mind that the criminal process works
very slowly, and that is never going to change, in my view. You
have procedures, you have processes to go through that make get-
ting criminal convictions a slow and tedious process.

Most recovery of stolen money from abroad is done through a
civil process. It is by actions brought civilly by the Securities and
Exchange Commission or the Federal Trade Commission or another
regulatory agency. We need better tools to move civilly. I believe
those can be negotiated so we have reciprocal rights with other
countries for the return of money to victims that can enhance that
and allow those of us trying to recover funds to move with much
greater speed than we can now. The money moves too fast. In a
heartbeat, the money is gone. We need to be able to move faster.

Senator COLLINS. Mr. Blum.

Mr. BLuMm. I would like to chime in on that. I agree that we need
the tools. At the moment, U.S. citizens who try to take a U.S. judg-
ment to a foreign court are in a terrible position because we don’t
sign on to the international conventions about enforceability of
judgments. Our posture in the international law setting is really a
19th century posture and we have got to change that, and change
it quickly.

Senator COLLINS. Ms. Vitale.

Ms. VITALE. I think one of the areas that needs some help is the
ability to freeze certain funds within a correspondent account. And
I am not advocating seizing the entire account, but if you identify
funds within the account that there is probable cause to believe are
the proceeds of a crime, those funds should be susceptible to sei-
zure.

Senator COLLINS. Thank you.

Senator Levin.

Senator LEVIN. Thank you, Madam Chairman.

You have all agreed that you see no legitimate purpose for shell
banks, and I couldn’t agree with you more. In our investigation, we
have been unable to find a legitimate purpose for a shell bank ei-
ther, but your experience is a lot vaster than ours and that testi-
mony is extremely helpful. I would think if we did nothing else,
and we hope to do a lot more, but ban shell banks, or at least cor-
respondent accounts with shell banks, we would be doing a real
service.
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We hope to go beyond that, but would you agree if we could just
end the accounts with shell banks that they have with U.S. banks
that we would be performing a service? Do you agree with that?

Mr. BLUM. Absolutely.

Ms. VITALE. Yes, sir.

Mr. EVANS. Oh, yes. If that is all you do, you should be ashamed
of yourself.

Senator LEVIN. I agree with that, too, but it is a good starting
point.

Mr. EVANS. Absolutely.

Senator LEVIN. Now, one of the arguments against it that we are
going to face is that, well, they will just open accounts in other
countries, banks in other countries. What is the answer to that?

Mr. BLuMm. The answer is they have to use the U.S. wire transfer
system. They have to have access to U.S. markets. The second an-
swer is we have to work with the other major countries that have
large banks and are in the bank regulatory system. I think right
now the countries of Europe, the OECD countries, would agree.
And this is an issue which our Treasury should be tabling in the
context of the G—7 and say that, look, these are what the rules
have to be.

Ms. VITALE. I think it is harder to find, but you can find it, and
I am talking about nested correspondents and when the foreign
bank has as one of its correspondents a shell bank. You can’t find
that when you open an account for your legitimate correspondent
bank. However, you can see that at least in some occasions when
you do wire transfer monitoring.

I know at Republic I remember quite clearly several instances,
what really is standing out in my mind is where we had a cor-
respondent bank that had a shell bank in Nauru and that was the
originator of many wire transfers. First, we tried to do some due
diligence to find out what this bank and who this bank was. We
found nothing on the bank. We even contacted the bank, our cor-
respondent, who couldn’t tell us very much. And then what we did,
we used the OFAC filter to block all wire transfers from the shell
bank. So we didn’t close the legitimate correspondent bank, but we
blocked all transfers from then on of the offshore bank.

Senator LEVIN. Do any of our banks say that we will not accept
an account from a foreign bank if it accepts deposits from shell
banks? Is there any reason why we couldn’t just tell our banks you
may not allow this kind of nesting in your depositors? Why not do
it that way?

Ms. VITALE. How do you enforce that?

Senator LEVIN. It may be tough to enforce.

Ms. VITALE. OK.

Senator LEVIN. But at least when you are accepting the deposit,
you would be telling the depositor that if they do that, that is the
grounds for ending the account, and indeed money could be seized
if it were illegal money coming through that, just the way you de-
scribed just a few moments ago, if we allow for the seizure of a por-
tion of an account as you recommend.

But is there any reason why, as part of a reform, we should not
tell U.S. banks you must not accept a deposit from a bank that you
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]}Olavi?not informed may not, in turn, accept a deposit from a shell
ank?

Mr. Bruwm. I think that works.

Mr. Evans. I think you are on the right track there, Senator. I
think the way to do it is probably have some kind of certification
by the correspondent bank that they, in turn, will not maintain
nested accounts that do not meet the standard. And then they
would be subject during routine bank examination to finding out
whether the certifications were done properly.

Senator LEVIN. Should we not require that U.S. banks that ac-
cept correspondent accounts require any bank that wants to open
a correspondent account to provide a list of the banks that they,
in turn, have as correspondents? With computers, it is a fairly
quick thing, I think, to do that. Now, if it is cumbersome and bu-
reaucratic, it may not be doable, but what do you think, Mr. Blum?

Mr. BLum. I think it is quite feasible and not very difficult to do.

Ms. VITALE. There is a problem with updating the lists, and also
with what do you do when you have this list, then? I mean, do you
just have a list of all the names or do you then have more due dili-
gence that you have to do about all these banks that may be very
small? I think that might be asking too much, unless it appears,
of course, on your monitoring transactions as suspicious activity.
Then you have the obligation to do more.

Senator LEVIN. If it is combined with that required certification
that they do not accept depositors from shell banks, then they
would be worried because they have to disclose who their bank de-
positors are, in turn, and if they have to certify that they don’t ac-
cept any deposits from shell banks, they would be easily caught.
Our U.S. bank would then have the certification from the cor-
respondent bank; we do not accept deposits from shell banks. They
would have the list from the depositor as to what banks they ac-
cept deposits from. And I think any depositor would be very wor-
ried, then, that those two pieces of paper could be easily put to-
gether and see whether or not the certification is accurate or not.

Mr. Evans, do you have a comment on that?

Mr. Evans. No. I just think that you have got to be so careful
on how that is crafted because we could have unintended con-
sequences if we don’t do it right. The burden should be on the for-
eign bank. If it is a major foreign bank that is maintaining nested
accounts, the burden should be on them. They are subject to exam-
ination. The burden should not be on the U.S. correspondent, other
than to require the certification.

Senator LEVIN. All right. It would be very helpful if you would
give us any further thoughts on that subject for the record so that
we could consider that as I am drafting legislation. I would like to
have all the help we can get.

Now, what about banks that are licensed in jurisdictions that are
known for poor anti-money laundering controls? Should we treat
them differently automatically? Maybe we do already tell our U.S.
banks you may not accept any deposits from banks which are in
the countries that are on that international list. Are our banks al-
lowed to accept deposits from those countries’ banks?

Mr. BLuM. Yes, we do accept those deposits. I think we have to
do business with some banks in these countries. For example, some
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of the Caribbean Islands and the Pacific Islands legitimately need
banking connections.

But the way I would put it would be this: If you picked a small
town in Michigan or Maine—let’s say South Haven, Michigan, and
suddenly they decided they wanted to be home for 35 banks, you
would probably say wait a minute, there is something wrong here.
And even if the law said we are going to do everything in the world
to stop money laundering, you would know that in a small town
you simply don’t have the resources to monitor and do everything
that needs to be done.

So I would say that any jurisdiction that obviously hasn’t got the
resources to do the job, no matter what laws they pass, should be
put on notice that if they go into any form of offshore banking cen-
ter business, we are not going to deal with them and make them
toe the mark. And I think there are a variety of things underway
at the moment. The OECD has begun an exercise in looking at
harmful tax practices. The FATF has developed a list which is fo-
cused on who is and who is not obeying the ground rules of the
game.

I think we have to really consolidate the way we look at the
problems. We should say, wait a minute, this just isn’t going to
work no matter what rules we put in place. Let’s be realistic and
say we are not going to let you play if this is the business you
choose to be in.

Senator LEVIN. Let me go back to the question again of shell
banks. This was a letter that we got from the legal counsel of
Citibank.! It says, “We have been reflecting on the concerns stated
by you and your staff about establishing relationships with offshore
banks that have no physical presence in the offshore jurisdiction.
We remain uncertain about whether attaching significance to phys-
ical presence is meaningful when one considers the nature of off-
shore banks. . . . Offshore affiliates typically service the existing
customers of the parent institution.” So the affiliates we are not
worried about, but then they go on to say this: “Their function is
to serve as registries or booking vehicles for transactions arranged
and managed from onshore jurisdictions.”

Is there a compelling business justification for shell banks, for
example, as registries or booking vehicles?

Mr. BLuM. The whole idea of a booking vehicle leads you to the
heart of this problem. When you go offshore, you are evading some
rule, some tax, or some requirement of a regulatory agent or a gov-
ernment somewhere else. The principle of international law that
has been on the table for many years is one government won’t help
enforce the governmental interests of another government. That
principle evolved in the 19th century, the early 20th century, and
it is a principle which I think needs very careful reexamination as
we integrate the world economy in the 21st century.

This idea of being able to book a transaction outside the reach
of the regulators somewhere else, of the tax authorities somewhere
else, is at the heart of the matter, and it is the thing that we really
have to debate in a coherent way. It is not just the issue of money

1See Exhibit No. 21 that appears in the Appendix on page 734.
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laundering. When they say book somewhere else, they are talking
about reserve requirements and the cost of money.

In the United States, if you are a bank, you have to keep re-
serves for liquidity, reserves against various risks. If you move the
money offshore, there are no reserve requirements. You are on a
net/net basis. The cost of money goes down, but they are evading
the basic reserve requirement regulation.

So what we have to do is begin to focus on how this works inter-
nationally and where regulation should be permitted to be changed
so that everything is, in fact, onshore and done in a straight-
forward way.

Senator LEVIN. Ms. Vitale, I think you have testified that having
a physical presence and employees is both meaningful and impor-
tant.

Ms. VITALE. Yes.

Senator LEVIN. So we have that testimony, I think, in response
already to my question. Is there anything further that you want to
add to that?

Ms. VITALE. I think when you have no physical presence any-
where, you are not a bank. You may be a wire transmitter of some
sort, but you are not a bank.

Mr. BLUM. You are a checking account, is what you are.

Senator LEVIN. Mr. Evans.

Mr. EvaNns. Well, Senator, I do have to diverge a little bit here
from my colleagues. I think there are very legitimate reasons to
have these offshore booking and registration centers. Now, maybe
that is the vagaries of international law now, but there is no major
international insurance company that is not operating in that fash-
ion largely through Bermuda. The same way with ship registries.
That is the way the world is.

Now, it shouldn’t be that way, mind you, but it is legal, it is
proper, and if you are going to be in that arena, that is what you
have to do to compete. We shouldn’t mix that up with this, in my
view. That is a very legitimate business under today’s rules of the
game and we shouldn’t screw around with it. I mean, if we want
to screw around with it, that is a different issue than money laun-
dering. Don’t cross the two.

Senator LEVIN. I have further questions, but my time is up.

Senator COLLINS. Why don’t you proceed?

Senator LEVIN. Thank you.

On the question of seizing suspect funds, Ms. Vitale, I believe,
has already addressed that issue and I don’t know if our other two
witnesses have. But the question here is whether or not we should
make it easier for U.S. law enforcement to seize suspect funds
which are deposited in a U.S. correspondent account belonging to
a foreign bank.

Right now, to seize those funds, the U.S. has to show, or our
prosecutors or law enforcement have to show that a foreign bank
was somehow part of the wrongdoing. It is not enough to show that
those assets are there. You have got to show that somehow or other
the bank is part of the wrongdoing, they are a wrongdoer, and that
is not a requirement which applies to seizures from other types of
U.S. bank accounts. So it is just the correspondent account that we
have a very tough standard to meet, and I don’t see that it is a
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particularly logical way to approach it any more than it would be
with our onshore accounts.

Now, I think we have had the story from you, Mr. Evans, about
the Taves credit card fraud, but let me ask you briefly, all of you,
if you can, would you agree—I guess, Ms. Vitale, you have already
addressed it—that we ought to allow for the seizure of funds in a
correspondent account in the same way we would in a regular bank
account?

Mr. BLuMm. I agree. In my prepared statement and in my re-
marks, I mentioned the case of Nigerian fraud with the money that
we wanted to try to stop in a New York correspondent account be-
fore it went off to Beirut and couldn’t do it. I think it is ridiculous
that a correspondent account from a shell bank should have privi-
leged status in the sense that it is in a better position than the ac-
count of an ordinary American bank.

Senator LEVIN. Thank you. Do you have anything more to add?

Mr. EvANs. No. I agree with you.

Senator LEVIN. Thank you.

I want you to take a look at a description which was contained
in a Citibank document relative to the purpose of an offshore bank,
and this is Exhibit 37.1 This memo refers to Federal Bank, which
was an offshore bank licensed in the Bahamas with no physical lo-
cation. Citibank calls it a booking vehicle.

The memo refers to Banco Republica, which is an offshore bank
located in Argentina, and Federal Bank is supposed to be its off-
shore arm for Banco Republica’s private banking customers. I will
read this to you. I don’t know if you have the exhibits in front of
you. Do you have those exhibits in front of you?

Mr. BLUM. Yes.

Senator LEVIN. Good. Here is what the memo says about the pur-
pose or the function of the Federal Bank: “The existence of this ve-
hicle is justified in the group’s strategy because of the purpose it
serves . . . to channel the private banking customers of Banco
Republica to which they provide back-to-backs and a vehicle out-
side Argentina where they can channel their savings, which are
then replaced in Banco Republica by Federal Bank.” So what the
memo says is the depositors in Banco Republica send their money
to Federal Bank and then Federal Bank deposits that money back
in Banco Republica.

Can any of you see the purpose of that?

Mr. BLuM. Well, back-to-back transactions are frequently used by
money launderers. A deposit is made in one place. The money then
becomes collateral for a loan and goes back into the hands of the
person who sent the money originally, and that is a great way of
concealing or making it look like the money came legitimately from
a foreign source.

Senator LEVIN. Are there other purposes that might be legiti-
mate purposes for that? Can you offhand see what a legitimate
purpose would be for that? We will give Citibank obviously an op-
portunity to testify on that. But just looking at it with your experi-
ence, would that raise an alarm bell if you saw those kinds of
transfers back and forth?

1See Exhibit No. 37 that appears in the Appendix on page 805.
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Ms. VITALE. It is probably—if it is legitimate, it is tax evasion.

Mr. Evans. Yes. I can’t think of a reason. It would have to be
a local Argentine thing in which I have no experience, but that
would be the first question I would ask.

Senator LEVIN. Finally, let’s take a look at Exhibit 23,1 and I
want to just get your reaction to a series of transactions that oc-
curred among three entities with a common owner and a cor-
respondent account in Citibank, in New York.

These three entities now have the same owner, and the move-
ment of money among three Citibank New York correspondent ac-
counts are the three entities owned by Grupo Moneta—Banco
Republica, which is the actual bank located onshore in Argentina,
and then American Exchange which is a Panamanian company ap-
parently operating out of Uruguay, and Federal Bank which is the
offshore bank which is one of the banks that we are looking at, also
owned by that same group, Grupo Moneta.

Now, as you can see, there are numerous same-day transfers of
significant amounts of money from Banco Republica to American
Exchange, to Federal Bank. These are all owned by the same
group. Can you see any particular reason, from your experience,
why money would move like that? Is that movement—same day,
three entities owned by the same group—a normal business prac-
tice from your experience?

Ms. VITALE. I can’t answer the question, if it is a normal busi-
ness practice, but it raises questions. And I think if you see a pat-
tern such as this, you should ask some questions and get answers
that will explain it. But the rule is sort of the mathematical rule,
the shortest distance between two points is a straight line. Here,
you have it going a round-robin sort of transaction, which is an in-
dicia of high-risk activity that may be suspicious. So I would defi-
nitely ask some questions about a pattern like this.

Senator LEVIN. Do either of the other witnesses want to respond?

Mr. Evans. Ask the questions, for sure. I can think of reasons
why that would be quite proper in foreign exchange markets and
the like where you deal in those kind of numbers and you deal with
them on a same-day basis. But the questions deserve to be asked.

Senator LEVIN. Among entities which are owned by the same
group?

Mr. EvANs. It could be.

Senator LEVIN. OK.

Mr. EvANS. I honestly don’t know. I don’t know enough about it,
but the questions—it is a legitimate question.

Senator LEVIN. One other fact. I am informed they are all U.S.
dollar accounts.

Mr. EVANS. I could think of reasons why it could be.

Senator LEVIN. OK, fair enough.

Mr. BLuM. I come to the same conclusion. You have to ask ques-
tions, and the question is why. Always, where offshore banking is
involved, there is the question of why have you gone to this added
extra expense. Why are you going through multiple transfers when
you can do it straightforwardly and simply?

Senator LEVIN. Thank you all. You have been a great help.

1See Exhibit No. 23 that appears in the Appendix on page 742.
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Senator COLLINS. Ms. Vitale, just one final question for you,
since you have helped banks set up anti-money laundering proce-
dures. You said in looking at the transfers that Senator Levin just
brought to your attention that you can’t conclude anything without
asking questions, but that, in fact, they raise questions.

Would the kinds of money laundering systems that you would
advise a bank to have in place trigger a review of a pattern that
is similar to this?

Ms. VITALE. Yes.

Senator COLLINS. Thank you. I want to thank all of you for your
testimony today. It was extremely helpful, and we look forward to
continuing to work with you. Thank you.

Mr. BLuM. Thank you.

Mr. EVANS. Thank you.

Senator COLLINS. Our second panel of witnesses this morning
consists of three individuals representing Citibank: Jorge
Bermudez, Executive Vice President and Head of e-Business for
Citibank; Carlos Fedrigotti—you can see my Spanish is not very
good here—President and Country Corporate Officer for Citibank
Argentina and Latin American South Region Executive; and Mar-
tin Lopez, who was formerly with Citibank Argentina and is cur-
rently a Vice President and Corporate Bank Head for Citibank in
South Africa.

I appreciate all of these witnesses being here today. At least 1
hope they are here. I am a little concerned that they haven’t ap-
peared at the table. I would ask the Chief Clerk to locate the wit-
nesses and bring them forward.

[Pause.]

Senator COLLINS. Gentlemen, would you remain standing so that
I can swear you in?

Would you please raise your right hand? Do you swear that the
testimony you are about to give to the Subcommittee will be the
gug?l, the whole truth, and nothing but the truth, so help you,

0d?

Mr. BERMUDEZ. I do.

Mr. FEDRIGOTTI. I do.

Mr. LopEz. I do.

Senator COLLINS. First, I want to express my appreciation for our
witnesses being here today. I know two of you have traveled a con-
siderable distance to be here.

We will be using a timing system today. You will be given 10
minutes to make your opening statements, but your complete writ-
ten statements will be included in the hearing record.

We are going to start with Mr. Bermudez. Please move the mike
close to you so that we can hear you well. Thank you.

TESTIMONY OF JORGE A. BERMUDEZ,! EXECUTIVE VICE
PRESIDENT AND HEAD OF E-BUSINESS, CITIBANK, N.A., NEW
YORK, NEW YORK

Mr. BERMUDEZ. Good morning, Madam Chairman and Senator
Levin and Members of the Permanent Subcommittee on Investiga-

1The prepared statement of Mr. Bermudez with attachments appears in the Appendix on page
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tions. My name is Jorge Bermudez. I am an Executive Vice Presi-
dent of Citibank and Head of e-Business, a business unit of
Citigroup’s Global Corporate Investment Bank. E-Business is the
organization responsible for delivering Internet-based solutions to
the corporate marketplace and for providing cash management and
trade services to our global, regional and local customers.

I am pleased to testify before you this morning and share with
you what Citibank is doing to fight the risk of money laundering
in the markets in which we operate, including our correspondent
banking funds transfer services which are so crucial to the inter-
national payment systems. This is an extremely important topic.

Citibank is a truly global institution providing a broad range of
products and services to corporate and financial institution cus-
tomers in more than 100 countries around the world. We are keen-
ly aware, however, that with this global presence comes the tre-
mendous responsibility of setting and following high standards to
fight money laundering in each of the countries in which we oper-
ate.

As a leader in the financial services industry, we have taken, and
will continue to take, a prominent role in the fight against money
laundering. That fight is far from over. While we are constantly
working to improve our anti-money laundering controls, the reality
is that it is difficult for the industry, as well as law enforcement,
to keep up with the latest schemes employed by money launderers.

Citibank welcomes the effort of this Subcommittee to assist the
financial services industry in identifying areas of vulnerability and
developing strategies to avoid the unwitting facilitation of money
laundering. Thanks, in part, to the Subcommittee’s work, the finan-
cial services industry has been able to identify areas of risk that
had not been fully appreciated, which has in turn provoked an in-
dustry-wide reassessment of the adequacy of anti-money laun-
dering controls for correspondent banking.

As you know, the New York Clearing House Association, of which
Citibank is a member, is undertaking to develop a code of best
practices that will help the industry respond to the weaknesses
identified by your staff. The Federal Reserve has acknowledged the
challenges involved in balancing the importance of anti-money
laundering controls with the importance of maintaining an effective
and efficient international payment system. The Federal Reserve
has indicated its willingness to consult with the Clearing House in
its effort to develop a code of best practices.

In addition, the Wolfsberg Group, of which Citigroup is also a
participating member, is taking up the issue of money laundering
in correspondent banking. Like the Wolfsberg Anti-Money Laun-
dering Guidelines for Private Banking issued last year, the Group
intends to develop another set of guidelines that reflect the Group’s
recognition that money laundering in international banking cannot
be solved by one institution or by any one country.

In a 1995 report, the Office of Technology Assessment found that
hundreds of thousands of wire transfers move trillions of dollars on
a daily basis. Citibank, for example, executes approximately 145,00
wire transfers that permit customers and third parties to make
$700 billion in payments everyday. Any monitoring program would
have to be carefully designed to avoid impairing the smooth func-



77

tioning of the national and global economy, particularly in view of
the fact that less than one-tenth of 1 percent of the total volume
of wire transfers is estimated to involve money laundering.

Citibank’s response to this complicated problem has been to
strive continuously to improve an anti-money laundering program
that couples thorough and ongoing due diligence on its own finan-
cial institution customers with the latest technologies for moni-
toring transactions between financial intermediaries.

Citibank has always conducted due diligence on its financial in-
stitution customers. Recently, however, we have implemented an
enhanced “know your customer” due diligence procedure applicable
to relationships with financial institutions in the emerging mar-
kets. Once an account is opened for a financial institution, the ac-
tivity in the account is monitored in several ways which I have de-
scribed in my written statement.

In addition, the investigative analysts in our Tampa Anti-Money
Laundering Unit employ various methods to monitor U.S. dollar
fund transfers for suspicious activity on an ongoing basis, and we
have established a specialized compliance unit to coordinate and
improve communication between the Tampa Anti-Money Laun-
dering Unit, the country compliance officers, and the business rela-
tionship managers.

As criminals have become increasingly more sophisticated at
laundering money, and as the volume of fund transfers has contin-
ued to grow, we have made efforts to improve our monitoring tech-
niques. Over the past year, we have also significantly increased the
amount of training resources dedicated to anti-money laundering
education.

Furthermore, we work with local governments and banking lead-
ers to raise compliance standards and protect against money laun-
dering risks. To that end, we have led almost monthly anti-money
laundering seminars for foreign bankers and banking regulators.

Although the pattern monitoring that our Tampa Anti-Money
Laundering Unit undertakes is important to identify unusual pat-
terns of activity, it is only a limited line of defense. As the Chief
of FinCEN’s Systems Development Division has said, sifting
through the volume of wire transfers for suspicious activity is like
looking for a needle in a stack of other needles.

In our experience, the most effective monitoring comes from the
use of law enforcement tips, press reports, or other specific infor-
mation that identifies names of institutions or possible customers
of financial institutions that have come under suspicion of money
laundering. Citibank is developing a formalized system to gather
such information. We feel it would be particularly useful if U.S.
Government agencies could devise methods of sharing with the
banking industry and foreign regulatory agencies information
about institutions that have been suspected of money laundering.

We also have implemented a centralized system for tracking all
subpoenas and seizure orders Citibank receives on financial insti-
tution accounts. If a subpoena or seizure order relates to money
laundering or similar issues, the matter is referred to our Tampa
analysts for follow-up.

The Minority staff has suggested a number of measures to assist
banks that offer correspondent banking services in guarding
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against money laundering, including the identification of certain
types of relationships that warrant greater care when deciding
whether to accept a financial institution as a correspondent bank-
ing customer. Citibank has been studying these recommendations
with great care, and we will be working with the New York Clear-
ing House Association in the coming months to formulate an indus-
try code of best practices to respond to the issues involved.

As one of the world’s largest global institutions, Citibank knows
that it plays a unique and important role in the fight against
money laundering. We are dedicated to the fight against money
laundering and to using our global presence to increase inter-
national awareness of the problem. Thanks, in part, to the Sub-
committee’s important work, U.S. financial institutions are now
more aware than ever of the vulnerabilities they face when they es-
tablish correspondent relationships with smaller, less well-known
financial institutions that want to participate in the global econ-
omy.

Thank you for the opportunity to testify before you today. I am
pleased to answer any questions you have.

Senator COLLINS. Thank you.

Mr. Fedrigotti.

TESTIMONY OF CARLOS FEDRIGOTTI,! PRESIDENT AND COUN-
TRY CORPORATE OFFICER, CITIBANK ARGENTINA, BUENOS
AIRES, ARGENTINA

Mr. FEDRIGOTTI. Good morning, Madam Chairman. I have sub-
mitted a written statement for the record that I would like to sum-
marize here.

Madam Chairman, Senator Levin, and Members of the Perma-
nent Subcommittee on Investigations, my name is Carlos
Fedrigotti. I am the President of Citibank Argentina. I have held
that position since April 1996. I have been an employee of Citibank
since I graduated from Columbia University in 1977. As the Presi-
dent and Country Corporate Officer for Citibank Argentina, I am
the institutional representative for Citibank in the country. I am
responsible for Citibank’s corporate banking operations in Argen-
tina.

Since 1914, Citibank has been an active and important member
of the Argentine business community. In 1999, the U.S. State De-
partment commended the branch for its outstanding corporate citi-
zenship, its innovation, and its exemplary international business
practices. Last year, the Argentine Minister of the Economy
praised the constructive role that the branch played in connection
with the passage of anti-money laundering legislation in Argentina.
Citibank has had a long and distinguished history in Argentina. I
am proud to lead this institution.

Citibank Argentina has long been aware of the need to scrutinize
closely the financial institutions with which it does business. First,
in terms of credit risk, Citibank must have a complete picture of
the financial soundness and stability of its financial institutions
customers. Second, the branch must perform thorough due dili-
gence to ensure that its customers have the utmost integrity, and

1The prepared statement of Mr. Fedrigotti appears in the Appendix on page 223.
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that these customers fully appreciate their responsibility to prevent
and detect money laundering and other illegal activity.

Citibank has strived to limit its target market to the most rep-
utable and financially robust institutions. For this reason, Citibank
avoids doing business with offshore banks that are not affiliated
with well-established onshore parent financial institutions.

In January of last year, Citibank Argentina further limited its
target market. We closed correspondent accounts that we had
maintained for offshore institutions that, although affiliated with
Argentine onshore parents, were not reported to the Central Bank
on the parent institutions’ consolidated financial statements. None
of the accounts for these non-consolidated offshore affiliates was
closed because suspicious activity was detected.

Among the accounts that were closed was a correspondent ac-
count for Federal Bank, which the Minority Staff’'s Report has criti-
cized Citibank for opening and which would not have been opened
under the redefined target market criteria.

In 1992, Citibank Argentina’s Financial Institutions Unit, or the
FI Unit, as we call it internally, requested that a correspondent ac-
count be opened in New York for Federal Bank Ltd. It was the un-
derstanding of the FI Unit that the Moneta Group—a group of fi-
nancial institutions and investment companies owned by Raul
Moneta, his uncle Jaime Lucini, and their families, owned Federal
Bank—and that Federal Bank was the offshore affiliate of the
Group’s flagship bank in Argentina, Banco Republica.

The members of the FI Unit in Argentina who requested the
opening of a correspondent account for Federal Bank felt com-
fortable doing so because the branch in Argentina had had a long
banking relationship with its sister institution, Banco Republica,
and its owners which dated to the late 1970’s.

In addition to this banking relationship, Citibank and the
Moneta Group were also co-investors in an investment holding
company called CEI, created in the early 1990’s to hold equity in
Argentine companies acquired through the Argentine Government’s
debt-for-equity swap program.

Although the Buenos Aires branch had no legal documentation in
its files proving as a matter of law that Federal Bank was owned
by the Moneta Group, the FI Unit considered it to be an affiliate
of Banco Republica and treated it as such. As you have seen from
the FI Unit’s records, members of the FI Unit regularly discussed
Federal Bank with Banco Republica’s management and analyzed
Federal Bank as part of their overall credit analysis of Banco
Republica and its affiliates.

In April 1999, I received a letter from the Central Bank of Ar-
gentina requesting information regarding Federal Bank, particu-
larly information about the identity of Federal Bank’s share-
holders. The Central Bank’s request was based on the fact that
Federal Bank maintained a New York account with Citibank. I
passed the request on to my deputy and asked him to prepare a
response in consultation with the bank’s general counsel.

Because the files in Buenos Aires contained no records from
which Federal Bank’s ownership could be determined as a matter
of law, my deputy and my general counsel prepared a letter for my
signature informing the Central Bank that such information was
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not available in the files in Buenos Aires. The letter also directed
the Central Bank to New York, where documentation for Federal
Bank’s New York-based account would be maintained, and offered
the branch’s assistance in helping the Central Bank to obtain infor-
mation in New York.

I later revisited the branch’s response to the Central Bank’s in-
quiry regarding Federal Bank when the Subcommittee subpoenaed
information regarding Banco Republica. In July 2000, when I was
made fully aware that the working materials in the branch’s files
for Banco Republica contained informal, internally-generated infor-
mation about Federal Bank, I determined that the Buenos Aires
branch should offer that information to the Central Bank of Argen-
tina. On July 27, I sent a letter to the Central Bank making this
offer, and in September, at the request of the Central Bank, the
branch provided this material.

While the branch’s initial response to the Central Bank was le-
gally correct under Argentine law, Citigroup’s policy is to do more
than comply with the legal requirements of the jurisdictions in
which we operate. It is Citigroup’s policy to cooperate fully with
regulators in all circumstances, which means going beyond our
basic legal obligations. Although the branch’s initial response to
the Central Bank was correct under Argentine law, we should have
done more and supplied the additional information which, in fact,
we did last year.

This matter has been taken very seriously by me and Citigroup’s
management, and I have in turn reemphasized to the employees
under my supervision that full cooperation with regulators is man-
datory in all circumstances, and that full cooperation may require
them to go beyond what is strictly or legally sufficient to fulfill
their obligations.

I can personally assure you that as the senior executive in the
country, I have reinforced the awareness of Citibank Argentina re-
garding the policy of having a fully collaborative relationship with
the Central Bank in all respects.

Thank you for the opportunity to testify today. I would be
pleased to answer any questions you might have.

Senator COLLINS. Thank you.

Mr. Lopez.

TESTIMONY OF MARTIN LOPEZ, VICE PRESIDENT AND
CITIBANK CORPORATE BANK HEAD FOR CITIBANK, REPUB-
LIC OF SOUTH AFRICA

Mr. LoPEz. Chairman Collins, Senators Levin, and Members of
the Permanent Subcommittee, good morning. My name is Martin
Lopez and I have worked for Citibank since 1985. In 1985, I be-
came a Relationship Manager in the Financial Institutions Unit in
Buenos Aires, and in 1997 I became the Head of the Unit. I left
Buenos Aires in June 2000, and after a brief assignment in Malay-
sia, I have been in charge of the Citibank Corporate Bank in South
Africa since November of last year.

1The prepared statement of Mr. Lopez appears in the Appendix on page 233.
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As an employee of Citibank, I want to assure you that I am com-
mitted to doing whatever I can to help Citibank make its cor-
respondent banking services less vulnerable to money laundering.

Among the ten cases the Minority staff has examined over the
past year, two cases center on correspondent relationships with off-
shore banks that are affiliated with Argentine financial institu-
tions. I would like to say a few words about each.

Citibank’s decision to open correspondent banking accounts for
Mercado Abierto and its affiliates was based primarily on our expe-
rience with the parent institution, Mercado Abierto. Although I was
never the relationship manager responsible for this relationship, I
can tell you that Mercado Abierto was one of the largest and most
important brokers on the Buenos Aires Stock Exchange.

The Minority staff has focused most of its attention on M.A.
Bank. M.A. Bank is the Mercado Abierto Group’s offshore affiliate.
M.A. Bank provides sophisticated Argentine investors with access
to international financial markets.

The Minority Staff Report refers to M.A. Bank as a shell bank,
but M.A. Bank was affiliated with the Mercado Abierto Group,
which maintained a physical presence in Argentina and was regu-
lated by the Comision Nacional de Valores, the Argentine version
of the Securities and Exchange Commission in the United States.

In 1999, I learned that the U.S. Customs Service had launched
an undercover investigation that implicated Mr. Ducler, one of the
owners of Mercado Abierto, and two of Mercado Abierto’s vehicles,
M.A. Bank and M.A. Casa de Cambio, in the laundering of nar-
cotics proceeds.

After I learned of the grounds of the seizure, Citibank blocked
these accounts in December 1999 and formally ended its relation-
ship with the entire Mercado Abierto Group in February 2000. I
have since learned that the U.S. Customs Service settled its claim
against Mercado Abierto, and that neither Mercado Abierto nor its
principals has been found guilty of any wrongdoing.

The Minority Staff Report concludes that Citibank should have
more promptly realized that the seizure warrant it received for the
Mercado Abierto accounts was related to money laundering. Unfor-
tunately, this is a well-deserved criticism. Citibank now has proce-
dures in place to ensure that warrants like the one Citibank re-
ceived for Mercado Abierto are properly handled.

The Minority Staff Report asserts that Citibank permitted M.A.
Bank to engage in highly suspicious activities for more than 1%
years after assets in its account were seized for illegal activity.
That is simply not true. What the Minority staff observed was a
significant level of activity among the various Mercado Abierto ve-
hicles which is, in fact, consistent with the various securities mar-
kets in which the Mercado Abierto Group traded and the Group’s
purchase and sale of securities within and outside Argentina.

I would now like to say a few words about Citibank’s relationship
with Banco Republica and Federal Bank. Citibank’s relationship
with Banco Republica dates back to 1978, when its owners, Raul
Moneta and his uncle Benito Lucini, established a financial com-
pany that later became Banco Republica, a wholesale bank located
in Buenos Aires. I understand that in 1992, Mr. Moneta and Mr.
Lucini incorporated Federal Bank, an offshore affiliate of Banco
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Republica. That same year, Citibank established a New York-based
correspondent banking account for Federal Bank.

The relationship between Banco Republica and Federal Bank
was, I believe, well known in the Argentine financial community,
particularly among those banks that loaned money to Republica
Holdings, the Moneta family’s offshore holding company.

The Subcommittee has noted that $4.5 billion moved through
Federal Bank’s correspondent account at Citibank. In my experi-
ence, $4.5 billion in credits, which averages to approximately $50
million per month, or $2.5 million per day, over 7% years, is con-
sistent with Federal Bank’s purposes and would not be unusual for
a bank of this size.

Much of the interest in Banco Republica and Federal Bank ap-
pears to stem from confidential and secret examination reports for
Banco Republica by the Central Bank of Argentina. When the Mi-
nority staff made these reports available to me, I found two things
that concerned me.

First, the reports pointed out that Banco Republica did not have
written anti-money laundering procedures, as required by the Ar-
gentine Central Bank. Given the length of Banco Republica’s rela-
tionship with Citibank, the relationship managers, myself included,
relied on oral assurances that Banco Republica maintained written
anti-money laundering procedures as required by the Argentine
Central Bank.

I was therefore surprised to learn that Banco Republica failed to
comply with this requirement. But under Citibank’s enhanced due
diligence procedures for U.S. accounts, relationship managers will
be required to assess the anti-money laundering controls that
Citibank’s clients have in place. I understand that Citibank Argen-
tina is now reviewing the anti-money laundering practices of all of
its financial institution customers.

Second, I was surprised to learn that Pablo Lucini denied that
Federal Bank was affiliated with Banco Republica. As you can see
from our files, although we cannot legally prove that Federal Bank
was affiliated with Banco Republica, we certainly believe that it
was.

In April 1999, the Central Bank of Argentina sent a letter re-
questing information about Federal Bank, particularly about its
owners, to the Buenos Aires branch of Citibank. Because I believed
that Federal Bank’s affiliation with Banco Republica was known in
the Argentine financial community and I knew that the Central
Bank’s examiners had a great deal of expertise in this market, I
thought that they already had grounds to believe that these enti-
ties were affiliated.

I therefore concluded that the Central Bank must have been
looking for legal proof, undeniable evidence that the Moneta Group
owned Federal Bank. And while our files contained a lot of inter-
nally-generated documents that reflected our understanding of the
relationship, we did not have the legal proof that I thought the
Central Bank was looking for.

I was also concerned when I reviewed the Central Bank’s letter
that we were being drawn into the middle of a matter between the
Central Bank and one of our customers. When I was interviewed
by the Minority staff, I used an imprecise expression to describe
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this situation. When I said that I believed the Central Bank was
playing “some kind of game,” I merely meant to express my con-
cern that we were being put in this uncomfortable position. I did
not intend in any way to suggest disrespect to the Central Bank,
which has done an excellent job supervising the Argentine financial
system, and I fully appreciate that it is Citibank’s policy to cooper-
ate fully with requests from regulators.

I thank you for the attention that you are giving to cor-
respondent banking and its vulnerability to money laundering, and
for giving me the opportunity to testify before you, and I am willing
to respond to any questions that you have.

Senator COLLINS. Thank you, Mr. Lopez.

Senator Levin, would you like to lead off the questions?

Senator LEVIN. Madam Chairman, thank you.

We are going to focus today on two shell offshore banks that
Citibank New York has had a correspondent relationship with, and
those are the M.A. Bank and the Federal Bank. Both of those off-
shore shell banks were licensed in the Caribbean, but their cus-
tomers were in Argentina. They didn’t have offices in the Carib-
bean countries; all they had was a registered agent.

They were licensed as offshore banks, so they were not allowed
to do business with anyone residing in the jurisdictions in which
they were licensed. Both of these banks were affiliated with larger
commercial entities known to Citibank. In the case of M.A. Bank,
it was owned by Mercado Abierto, a large securities company in Ar-
gentina, and in the case of Federal Bank, it was owned by Grupo
Moneta, which is a large conglomerate or holding company in Ar-
gentina.

As far as we can determine, neither of those banks had a phys-
ical location in any country, no brick-and-mortar location that a
customer of those banks could go to to make deposits or with-
drawals. Neither of those banks were licensed to do business in Ar-
gentina. That means that the bank isn’t supposed to take deposits
or allow for withdrawals. But for the association with larger com-
mercial entities, those banks were offshore shell banks.

Now, both of those banks kept all of their money exclusively, as
far as we can determine, in correspondent accounts; in other words,
accounts in other banks. So, basically, these accounts are nothing
more than their correspondent accounts at Citibank New York. I
believe it is a fact—and, Mr. Fedrigotti, you can correct me if I am
wrong—that these banks have never been examined by an inde-
pendent bank examiner. And if that is not correct, to your knowl-
edge, you can just interrupt me at any time.

If those two banks were affiliated with a bank in Argentina and
if the Central Bank of Argentina were well aware of that fact, the
Central Bank would bring the affiliate bank within their purview
and examination. So if these two banks were affiliated with a bank
in Argentina and if your Central Bank, your regulatory body, were
aware of that fact, then the Central Bank would bring the affiliate
bank within their purview and examination.

First, is that true, Mr. Fedrigotti, and, second, it didn’t happen
in this case, did it?

Mr. FEDRIGOTTI. Senator, at some point in time, during the last
few years, the Central Bank requested all Argentine banks which
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had affiliated entities to consolidate them in their reporting, and
thus the consolidated entity would fall under the regulatory envi-
ronment in Argentina. Neither of these affiliated entities were ever
consolidated in that sense, and therefore they did not fall within
the regulatory environment of Argentina.

Senator LEVIN. If the Central Bank of Argentina knew when you
wrote them the letter saying you had nothing in your files relating
to the Federal Bank what they knew later, would they have then
brought that bank within their purview?

Mr. FEDRIGOTTI. What happened when the regulations changed
was that Argentine banks proceeded to start the process of consoli-
dation, and whenever there was awareness that these entities were
still not being consolidated, there was an action plan as to by
when, by a certain time, this would have taken place.

In the case of Banco Republica, like with many others, I take it
that there was a plan, an action plan, in place and there were
interactions between people in Banco Republica and members of
the FI Unit staff that addressed that concern and were working
jointly towards that goal. It is also my understanding that at some
point Banco Republica or one of its entities approached the Central
Bank in connection with this procedure. That is what I have gath-
ered from reading notes in the files. So at the end of the day, that
consolidation never took place.

Senator LEVIN. Did the Central Bank of Argentina know at the
time that we are discussing that the Federal Bank was connected
through common ownership to Banco Republica?

Mr. FEDRIGOTTI. It would have taken steps to——

Senator LEVIN. No. Did it know?

Mr. FEDRIGOTTI. I don’t know, Senator.

Senator LEVIN. Well, it asked you, didn’t it?

Mr. FEDRIGOTTI. It asked Citibank for evidence of ownership, cor-
rect.

Senator LEVIN. And you told them that you had none in your
files?

Mr. FEDRIGOTTI. We told them that we did not have evidence of
ownership in our files.

Senator LEVIN. And so presumably they didn’t know or wanted
to know when they wrote you that letter. But, in fact, Federal
Bank did share common ownership with Banco Republica because
they had common ownership, is that not correct?

Mr. FEDRIGOTTI. Senator, we had our own internal under-
standing of the relationship between the principals and the rela-
tionship between these entities. When that first letter was sent, we
should have done more and we should have supplied the additional
information that we had in our files reflecting that understanding
that we had of that relationship.

Then we noticed that while the letter was legally correct and ac-
curate, it was incomplete from an internal policy standpoint, and
that we should have supplied that information originally. When I
became aware of that when I revisited the issue and I was made
aware of the type of information and the nature of the working pa-
pers that we were dealing with, I made the decision to then supply
that information.
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Senator LEVIN. You say that your letter was accurate but not
complete, and I want to look at that request to you and your re-
sponse to it. The request is Exhibit 32b.1 This is the way it reads,
and this is from the Central Bank, which is the regulatory body.

“This is in reference to a proceeding to determine if there is any
sort of economic link between financial entities subject to the con-
trol of this Superintendence and Federal Bank Limited, a company
established on March 1992, under the laws of the Commonwealth
of the Bahamas. . . .”

“By means of transfers from and to Federal Bank Limited, the
Argentine financial entities receive and pay deposits of residents
abroad. The transfers are made with debits and credits to the ac-
count of Federal Bank Limited in Citibank New York. . . .”

“In light of the importance of the aforementioned transfers,” they
are requesting “all information that Branch may have about Fed-
eral Bank Limited, especially the identity of its shareholders.” The
superintending bank there is requesting all information that you
may have about Federal Bank Limited, especially the identity of its
shareholders. “Likewise, we also request your intercession with the
house in New York so your headquarters will provide the requested
information.”

Your response to them, which you said was accurate—and that
is Exhibit 32d.2—says that, “Pursuant to the request in your letter
of April 20, 1999, this is to advise that our records contain no infor-
mation that would enable us to determine the identity of the share-
holders of the referenced bank.”

Now, in fact, your records contained a lot of information showing
common ownership, did it not?

Mr. FEDRIGOTTI. Yes, they did, sir.

Senator LEVIN. So how can you say it is accurate to tell your reg-
ulatory body that your records contain “no information” that would
enable you to determine the identity when you had so much infor-
mation in your files very clearly showing the identity of the owners
and showing that the identity was exactly the same as Banco
Republica? How can you say that is accurate?

Mr. FEDRIGOTTI. Senator, the whole information in the files
should have been provided at the original request. As I have been
able to reconstruct events and discuss with the people who partici-
pated in the preparation of that response, they focused on the fact
that we could not legally prove ownership, and therefore that was
the nature of the response that was prepared.

And in addition to that, they were then directing the Central
Bank to New York where the account was, in fact, domiciled. The
information for an account domiciled in New York would rest in the
files pertaining to that account, so the Central Bank was directed
to that location.

Nevertheless, while that was the interpretation of those who
worked in preparing that response, upon the second instance when
I was fully involved and understood the nature, then looked back
at the original request, understood the nature of the informal inter-
nal information, it was my decision that that information should be

1See page 2 of Exhibit No. 32 that appears in the Appendix on page 760.
2See page 4 of Exhibit No. 32 that appears in the Appendix on page 760.
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provided to the Central Bank in that form so that then they could
themselves reach their own conclusions as to the relationship be-
tween these entities.

Senator LEVIN. Now, the money laundering case that we were
looking at related to a deposit of bribe money in Federal Bank,
which is an offshore bank which is licensed by one of the Caribbean
islands, is that correct?

Mr. FEDRIGOTTI. Senator:

Senator LEVIN. Have you read our report?

Mr. FEDRIGOTTI. Yes, I have.

Senator LEVIN. OK, and you are aware of the fact, then, that the
specific money laundering issue that we were looking at relative to
the offshore bank called Federal Bank, which was owned by the
same folks that owned Banco Republica, was some money which we
believe was identified indeed as bribe money that was deposited in
Federal Bank. Is that correct?

Mr. FEDRIGOTTI. I am aware of that.

Senator LEVIN. All right.

Mr. FEDRIGOTTI. Senator, you did say that that money was iden-
tified as bribe money. I am not aware of that, but I am aware of
the concern or the investigation surrounding that.

Senator LEVIN. All right, and the allegation

Mr. FEDRIGOTTI. Exactly.

Senator LEVIN [continuing]. Which I believe was acknowledged,
as a matter of fact, at some point. But without getting into that,
nonetheless you were aware of the fact that that, at least in your
eyes, was suspected?

Mr. FEDRIGOTTI. There is controversy around that, correct.

Senator LEVIN. OK. Now, I just want to go back again to see if
I can understand really what the motivation is here now because
your bank is a partner, is it not, with the same people who own
Banco Republica and Federal Bank? Is that correct?

Mr. FEDRIGOTTI. Senator, the way we work internally in the
bank is that in the branch, in Citibank Argentina, we manage the
relationship with Banco Republica and the bank affiliates. There is
a separate unit in the bank that manages the relationship with the
Grupo Moneta in connection with the investment in CEI, where in-
deed the Grupo Moneta is co-investors with Citibank in that group.

Senator LEVIN. My question is that Citibank in Argentina is a
partner with Grupo Moneta in another entity, is that correct?

Mr. FEDRIGOTTI. In CEL

Senator LEVIN. In CEI?

Mr. FEDRIGOTTI. Correct.

Senator LEVIN. And that partner of yours, Grupo Moneta, owns
both Banco Republica and Federal Bank, is that correct?

Mr. FEDRIGOTTI. They are part of the same economic group.

Senator LEVIN. And that information was in your files when it
was requested by your regulatory body that there was common
ownership of Banco Republica and Federal Bank by Grupo Moneta.
Is that correct?

Mr. FEDRIGOTTI. They asked for evidence of ownership between
these entities.

Senator LEVIN. And you had it in your file?
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Mr. FEDRIGOTTI. I already described the nature of the informa-
tion.

Senator LEVIN. Let me show you the exhibits which were in your
file so that we just cut right to the chase. If we could look at Ex-
hibit 251 which was in your file at the time, if you look at the own-
er’s name, it says “owner’—literally, in your file you have a docu-
ment that says “owner name.” Raul Moneta, 33 percent; Benito
Lucini, 33 percent; Monfina, 33 percent; and another gentleman, 1
percent. In your file that is the way it is described, and then it
shows that Grupo Republica, which is the same as Grupo Moneta,
owns Banco Republica and Federal Bank.

If you look at the furthest box on the left—it is the box under
Grupo Republica or Grupo Moneta—it says “Federal Bank Off-
shore.” So in your file, you have a document showing the owners
and showing that they, in fact, own what amounts to Grupo
Moneta, renamed, and that that group owns common ownership of
Banco Republica and Federal Bank Offshore.

Now, I am trying to figure out why, when asked—and maybe we
can find out from one of the other gentlemen here—why, when
asked by your regulator—now, this is our bank; this is a U.S. bank.
I want everyone to be real clear about this. We are looking at a
U.S. bank.

Why a U.S. bank, when asked by a regulator if there is anything
in their file which might be information relative to the owners of
a group, because they are looking to see—and you know it—wheth-
er or not there are any links between Banco Republica and Federal
Bank—you then write a letter which is false. Your bank wrote a
letter which is false.

You can say here that it was accurate. It is not accurate. There
is no way that any fair reading of your letter, which says “This is
to advise that our records contain no information that would enable
us to determine the identity of the shareholders of the referenced
bank”—there is no way that that can be described as anything
other than false. The word “owner” is right in your files, “owner
name.”

I am trying to determine—and I think maybe we will have to
just let this go for the moment—but as to why an American bank
would write a regulator a letter like that, and as to whether or not
it has any relationship to the fact that our bank, our U.S. bank,
was a partner with Grupo Moneta in that CEI holding company.

Now, I don’t understand why that would provide a motivation,
but I am trying to figure out how it is possible that anybody could
actually look at that document and say to themselves that is not
legal proof. They didn’t ask for legal proof. They said is there any-
thing in your file, anything which shows economic links, and they
tell you they are interested. It is a proceeding to determine if there
is any sort of economic link between financial entities. They are
looking for that link.

This superintendent, your regulator, requests “all information”
that you may have—all information; it doesn’t say legally provable
beyond a reasonable doubt. It says all information that you may
have about that entity and about its owners. And you consciously

1See page 2 of Exhibit No. 25 that appears in the Appendix on page 749.
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reach a conclusion—you look at those documents, apparently, and
decide that that didn’t constitute legal proof. Somebody actually
looked at those documents, then, and said that is not legal proof,
that is not what they are after.

I can’t buy it. I don’t buy it. I am sorry. I don’t know what the
motive is. I don’t know that yet. We may never know it. Maybe
down in Argentina it could be determined, but I just can’t buy it.

I don’t know if you are aware of the fact that Mr. Moneta to this
day denies ownership of Federal Bank, to this day, at least accord-
ing to press reports.

Now, why would he be denying? Do you have any idea why
would Mr. Moneta be denying ownership of that bank? Can you
help us on that? And I will give you a chance to respond to my
comments, also, and then my turn is up here for the time being.

Mr. FEDRIGOTTI. Senator, I do not know why Mr. Moneta would
be denying that ownership. I have no way. In connection with your
comments and, yes, the nature of the documents that you are
pointing out which are working papers which reflect the work that
was being done in analyzing the group as a whole as part of the
routine work that is done in the bank, it was the interpretation of
general counsel who prepared that letter that that was the appro-
priate response and that it is legally correct and it did not violate
Argentine laws or regulations, but

Senator LEVIN. Excuse me for interrupting. The question here is
whether or not our U.S. bank responded the way we expect our
banks to respond, which is honestly, to a request of a regulator.
Now, this isn’t a legal question. This is a question of whether our
bank has responded honestly to a regulator, and there is no way
that I think I can figure out any interpretation which would say
that that is an honest response to a regulatory body.

So I interrupted you, but keep going.

Mr. FEDRIGOTTI. Senator, we should have done more. We should
have provided that information in the first instance. When I re-
viewed this matter when I became involved, when I realized that
there was an inconsistency with our policy of full openness and co-
operation with the regulatory body, I took the decision to provide
this information to the Central Bank.

Senator LEVIN. Let me ask you and Mr. Lopez a final question
on this element, if I can ask the indulgence of our Chair.

Mr. Lopez, do you know, or, Mr. Fedrigotti, do you know whether
or not there was any contact between Mr. Moneta and Citibank rel-
ative to the response, or Grupo Moneta or their agents, with
Citibank relative to how that letter would be responded to? Can
you tell us?

Mr. LoPEZ. Not to me.

Senator LEVIN. You don’t know of any contact with Grupo
Moneta?

Mr. LopEzZ. No.

Senator LEVIN. Mr. Fedrigotti?

Mr. FEDRIGOTTI. I was never contacted by anyone in this respect.

Senator LEVIN. Thank you.

Senator COLLINS. Mr. Bermudez, you mentioned in your testi-
mony the importance of banks and law enforcement officials work-
ing together to prevent money laundering. You also said that you
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welcomed leads from not only the media but law enforcement offi-
cials about any suspicious activity.

In view of that statement, I want to talk to you about seizure
warrants which Citibank received in May 1998 for $7.7 million in
M.A. Bank’s correspondent account and $3.9 million in another
M.A. account. These seizure warrants made very clear references
to the United States anti-money laundering laws, and so it seems
to me that was a clear lead from law enforcement that there was
suspicious activity involving M.A. Bank.

Could you explain to the Subcommittee why Citibank waited a
year-and-a-half after receiving these seizure warrants before
launching a full-scale investigation of Citibank’s relationship with
M.A. Bank?

Mr. BERMUDEZ. Senator Collins, one of the issues that we have
with this particular example is that there was a breakdown in our
communications internally. It is an embarrassment, it is something
that we have since corrected. But the reality is that when the war-
rant came into the bank, it was reviewed, it was analyzed. We took
the action of submitting the funds to the U.S. Customs, as I was
directed.

But, unfortunately, there was a breakdown in the communication
between our New York unit that received the warrant and our
business unit in Argentina which should have taken further action
at the time. We have since, however, corrected our internal proc-
esses so that this kind of situation does not occur again.

We have created a centralized unit in New York that receives all
seizure warrants, all subpoenas that come in, so that they can be
logged into a centralized database. Those that are of a suspicious
nature are then sent to our Anti-Money Laundering Unit in Tampa
for further processing. It is that Unit’s responsibility then to sub-
mit those to the compliance officers, anti-money laundering compli-
ance officers that we have in-country, and the relationship man-
ager or business manager in that country for further action.

We feel that given what happened to us and the lesson that we
have learned out of that particular situation, we have now created
a process that is extremely robust and should allow us to not have
a repeat of that embarrassing situation, but it was an embarrass-
ment.

Senator COLLINS. So you would certainly agree that those seizure
warrants should have triggered a full review of Citibank’s relation-
ship with M.A. Bank, and you have now changed your procedures
?0 ‘E)hat kind of review would automatically be triggered. Is that
air?

Mr. BERMUDEZ. That is correct. That is exactly what has hap-
pened at this point.

Senator COLLINS. Mr. Lopez, I am puzzled how M.A. Bank came
to be a correspondent customer of Citibank. Could you please de-
scribe for us the “know your customer” efforts that you made before
you recommended opening M.A. Bank’s correspondent accounts?

Mr. LopPez. Well, this account was opened many years ago, and
at that time Mercado Abierto was, and thereafter was, a very im-
portant security and brokerage house in Argentina. So the people
that took the decision to open that account—I never managed that
account personally—measured that account against our target mar-
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ket and measured that relationship against our target market to
try to operate with the top people in the country.

They also made a review of who are the owners. The owners are
people who have a reputation in Argentina. And they didn’t open
the account with M.A. Bank immediately. This account was—or
this relationship started years ago and they opened the cor-
respondent banking account when the customer was dealing with
other products in the bank and knew very well the customers. It
was not the first day that the customer arrived to the bank.

Senator COLLINS. Let me ask you a very specific question.

Mr. LoPEZ. Yes.

Senator COLLINS. Did you yourself, or did you direct another
Citibank employee to review M.A. Bank’s written anti-money laun-
dering procedures before opening the account?

Mr. LoPEz. The account was opened in the early 1990’s, and 1
think at that time we were not so strict in looking for that. There-
after we looked at those procedures and it seems to be in line
with——

Senator COLLINS. But at the time, did anyone from Citibank re-
view M.A. Bank’s anti

Mr. LopPEz. I was not there. I was not the one opening it, so I
cannot—but during my management of the unit, yes, they reviewed
it.

Senator COLLINS. I am sorry. Would you repeat the last——

Mr. LoPEZ. During my management of the unit that started in
1987, I think that, yes, they reviewed all the policies. They talked
about the policy with the customer, and it seems to be correct.

Senator COLLINS. That was many years after the account was
opened?

Mr. LoPEz. Yes. I don’t have information before my

Senator COLLINS. Mr. Fedrigotti, could I have you turn your at-
tention to Exhibit 19?1 I want you to take a look at this. It appears
to be a withdrawal form that is used by M.A. Bank. Have you
found it in the exhibit book?

Mr. FEDRIGOTTI. I am looking at it.

Senator COLLINS. I have to say this isn’t like any withdrawal
form that I have ever seen—or actually I think it is a deposit form
because it says that “We have received today.” There is no letter-
head stating the name and the address of the bank.

You have been in banking for a very long time, for some 24
years. Does this appear to be the kind of form that a bank should
be using for deposits?

Mr. FEDRIGOTTI. Is this a deposit form? [Laughter.]

Senator COLLINS. It is. I think your question answers my ques-
tion. Does it trouble you that one of Citibank’s correspondent banks
was using a form that had this little information on it?

Mr. FEDRIGOTTI. Senator, if this is all there is—I don’t know
what other information they would gather. On the basis of simply
this form, I have to agree with your inference.

Senator COLLINS. When you stepped in as President of Citibank
Argentina, did you conduct a review or see that a review was con-
ducted of existing correspondent accounts to make sure that you

1See Exhibit No. 19 that appears in the Appendix on page 731.
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were dealing with banks and clients that Citibank would want to
be dealing with?

Mr. FEDRIGOTTI. Yes, Senator. This area of activity has always
been the focus of attention both from a credit standpoint as well
as from the fact that there might be risks related to money laun-
dering that we would not be willing to accept or to take.

So the unit constantly focused on trimming down, narrowing the
target market, and working only with those people who the unit
deemed to be of impeccable track record and a good reputation.
That is the essence of understanding who you are dealing with and
feeling comfortable with the fact that they have policies and proce-
dures that enable them to manage their own bank the way we
manage ours.

Senator COLLINS. Mr. Bermudez, Citibank has maintained that
it now has corrected a lot of the problems that clearly have been
embarrassing for the bank and have been difficult for the bank to
deal with. I want to show you an E-mail that is from Citibank Ar-
gentina’s relationship manager for M.A. Bank, and it is Exhibit
201 and it is the latter part of that exhibit.

What troubles me about this E-mail is that it was sent just a lit-
tle over a year ago. In this E-mail, Citibank Argentina’s relation-
ship manager for M.A. Bank inquired about how Citibank’s anti-
money laundering procedures were being implemented, and in part
she says, “What procedures does Citibank New York have for con-
trol of AML? Are these controls being implemented? Is the AML
Unit in Tampa in charge of doing it, or each division in New York?”

I am troubled by this because if Citibank is doing a good job on
training its employees to be sensitive to money laundering,
shouldn’t the relationship manager for M.A. Bank have known the
answers to these questions?

Mr. BERMUDEZ. I would agree with you, Senator Collins, that the
relationship manager at the time should been aware of what that
Anti-Money Laundering Unit in Tampa does and performs. It is a
unit that was in place at the time and it is a unit that is staffed
with over 50 people, 14 of which are just assigned to the volume
through our funds transfer networks. And they have the analysts
necessary to conduct the type of reviews of the flows that should
highlight any kind of suspicious or incorrect type of volumes that
go through it.

There was a confusion here. The relationship manager should
have understood that that took place in Tampa because at that
time we already did have the unit operating. I don’t know the exact
situation; I don’t know the individual who sent this. We do spend
an incredible amount of time and effort in educating all of our busi-
ness managers, all of our relationship managers, in the anti-money
laundering process. This is an ongoing review that we have, ongo-
ing seminars that we have at local, regional, and on a global basis.

And why this particular individual might have been confused, I
don’t know the reason, but I can assure you that the education that
we bring to our relationship managers is very real and it is con-
stant. It is not just a one time introduction when they enter the
bank; it is actually refreshed on an annual basis in every country.

1See Exhibit No. 20 that appears in the Appendix on page 732.
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Senator COLLINS. I have no doubt that Citibank has made a gen-
uine effort to beef up its compliance units, as well as its training
and education. But that E-mail from a key person suggests to me
that there is still considerable work to be done because it is so re-
cent; it is the end of 1999.

Mr. BERMUDEZ. If I may—and this is a conjecture in some ways,
but what may have happened here is a confusion that we do have
and did have at the time a servicing unit for correspondent bank-
ing in New York. And there may have been confusion whether that
service unit in New York was also conducting AML practices as
part of the services that they did. They do not. They refer every-
thing to Tampa, and I am just assuming, reading this, that that
may have been the confusion that this relationship manager may
have had.

Senator COLLINS. Let me ask you one final question, and I want
to refer to Exhibit 23.1 This is an exhibit that Senator Levin re-
ferred to with our previous panel and it is a pattern of wire trans-
fers. Each of the experts on our previous panel said that while you
couldn’t conclude necessarily that these wire transfers were indic-
ative of money laundering that they certainly were suspicious, that
the pattern is such that it would warrant a thorough review.

Under the current procedures that Citibank has in place, would
this pattern of wire transfers trigger an in-depth review?

Mr. BERMUDEZ. Looking at this, I would say that—and given the
type of bank and the size of bank that Banco Republica was, this
would not necessarily trigger a review for suspicious action. And
the reason for that is that, again, many institutions, many banks,
I believe, in Argentina and other locations use offshores as a means
of managing their liquidity, and this could be very valid liquidity
management between a treasurer of a bank onshore with its off-
shore vehicle, transferring liquidity back and forth. And that
doesn’t necessarily trigger a suspicious action, but the one thing
that

Senator COLLINS. But you don’t know that.

Mr. BERMUDEZ. No, I know that, but the one thing:

Senator COLLINS. So why wouldn’t it trigger you to ask ques-
tions? There may be a legitimate explanation, but there is also a
very real possibility that this suggests money laundering. So I am
troubled by your answer.

Mr. BERMUDEZ. Absolutely, and the one thing that I was going
to mention that causes me in reviewing this to maybe alert us that
we should look into it is the fact that they are going through an
intermediary here.

Senator COLLINS. Exactly. They are not directly transferring the
funds.

Mr. BERMUDEZ. Exactly, which is why it may very well trigger
that, but I was trying to highlight to you that the flows are not the
ones that may necessarily trigger the analysis of this, but it is the
fact that it does appear to go through an intermediary which would
be the one that would highlight some action on this.

I haven’t been clear?

1See Exhibit No. 23 that appears in the Appendix on page 742.



93

Senator COLLINS. Well, the problem is that your first answer
was, no, that it wouldn’t trigger a review, and then after we

Mr. BERMUDEZ. Based on simply the flows.

Senator COLLINS. But I have shown you very specific wire trans-
fers that are large amounts of money over a 6-week period where
in each case the bank is going through an intermediary rather than
transferring the money directly, and it seems to me that should be
a red flag. There may be a reasonable, legitimate explanation, but
if this isn’t an automatic red flag, I don’t know what is.

Mr. BERMUDEZ. I am sorry. In my response, I was referring ini-
tially to the flows and I then added on that the one thing that
would raise a flag here is the fact that it is going through an inter-
mediary. If these are credits that are going through this particular
intermediary, then that should be a reason for review.

Senator COLLINS. Senator Levin.

Senator LEVIN. Just on that last point, you said three different
things—“not necessarily,” “maybe™ and “would” because of the
intermediary. And we are talking here about triggering a review or
not. I just want to ask you a simple question, which I hope is a
simple question.

Shouldn’t it trigger a review, given the intermediary?

Mr. BERMUDEZ. Given the intermediary, yes.

Senator LEVIN. Does your mechanism at your bank trigger a re-
view?

Mr. BERMUDEZ. It should.

Senator LEVIN. Does it?

Mr. BERMUDEZ. I would hope so. I mean, you are asking me a
question that I would like

Senator LEVIN. You are familiar with your bank mechanisms,
aren’t you?

Mr. BERMUDEZ. Absolutely.

Senator LEVIN. Does it or doesn’t it trigger a review? If you don’t
know, you can just say you don’t know.

Mr. BERMUDEZ. I have to assume that it does, but it would be
up to the analysts looking at this particular situation.

Senator LEVIN. They wouldn’t even see it, would they, unless it
was triggered automatically?

Mr. BERMUDEZ. Oh, no. They would see this.

Senator LEVIN. So it would be pulled out?

Mr. BERMUDEZ. Yes, it would.

Senator LEVIN. All right, so at least you know that this flow
would trigger an analysis by somebody under your methodology, is
that correct?

Mr. BERMUDEZ. It should, yes.

Senator LEVIN. Did it?

Mr. BERMUDEZ. Not at this time.

Senator LEVIN. All right.

Mr. BERMUDEZ. This is back in, as I see here, 1996.

Senator LEVIN. Correct.

Back to the Federal Bank. Mr. Lopez, I want to ask you one
question about that. You told our staff that when you heard about
the request from the Central Bank for information on the owner-
ship of the Federal Bank, you thought that the Central Bank of Ar-
gentina was “playing games.” What did you mean by that? Why
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would the Central Bank, the regulatory body down there, be play-
ing games?

Mr. LoPEZ. Senator Levin, in my opening statement I wanted to
clarify that that was a bad expression that I——

Senator LEVIN. That was a what?

Mr. LoPez. It was a bad expression. It was not an expression
that I should have used in that interview. What I meant there was
that in my understanding there were a lot of—Banco Republica
had an action plan to change Federal Bank and to open a new ve-
hicle, called Republica Bank in the Caymans, and also that the
people that were working with Banco Republica were people that
have experience in the market. So my understanding was that the
Central Bank had the knowledge of the relationship, and what they
were looking for was legal proof.

Senator LEVIN. Let me ask you a question, Mr. Fedrigotti, that
follows on the request that I made of you about whether there was
any conversation between Citibank and Grupo Moneta relative to
the response to the request from the Central Bank for information
in your files, and you said that there was no conversation.

Was there any conversation between you or your bank with any-
one at Citibank New York about that response?

Mr. FEDRIGOTTI. Senator, not that I can recall, but could you be
precise as to the point in time you are asking, between the
time

Senator LEVIN. Before you responded.

Mr. FEDRIGOTTI. No conversations with New York on this sub-
ject, not personally.

Senator LEVIN. Can we agree, Mr. Lopez, that, in fact, the Fed-
eral Bank and Banco Republica had no anti-money laundering pro-
gram that you said in your records that they did have?

Mr. LoPEz. We checked with them and they said they were com-
plying with the rules of Central Bank in that respect. What hap-
pened there is that then I realized when I saw the confidential re-
port from the Central Bank during the interview with your staff
that that was not true.

Senator LEVIN. You agree that they lied to you?

Mr. LOPEZ. Yes.

Senator LEVIN. If we could put Exhibit 371 up there, this is a
memo, Mr. Lopez, where you describe the purpose of Federal Bank
and you say here that the purpose is to channel the private bank-
ing customers of Banco Republica, to which they provide back-to-
backs and the vehicle outside Argentina, where they can channel
their savings which are then re-placed in Banco Republica by the
Federal Bank, which then constitutes one of the bank’s most stable
sources of funding.

Now, wasn’t Banco Republica at that time under a restriction by
your Central Bank as to both what it could own and what it could
lend to certain groups?

Mr. LoPEZ. I was not aware of that restriction.

Senator LEVIN. All right. The purpose, then, according to your
memo here is to say that liquid assets that Banco Republica want-
ed went from Banco Republica to Federal Bank offshore and then

1See Exhibit No. 37 that appears in the Appendix on page 805.



95

came right back to Banco Republica. And I don’t understand what
the legitimate business rationale is for that movement of money.

Can you explain that to us?

Mr. LoPEZ. The customers of Federal Bank deposit their money
in Federal Bank, and the risk of that customer is in Federal Bank’s
balance sheet and there is no Argentine risk because Federal Bank
is outside the borders of Argentina. Then what Federal Bank does
with the money, they deposit in Banco Republica, is nothing that
the customer decides to do in that. It is Federal Bank that is decid-
ing, and Federal Bank must respond with their own net worth to
the customer in that case.

Senator LEVIN. I am trying to figure out what legitimate busi-
ness purpose there would be for Banco Republica to take its depos-
its, send them to Federal Bank and then have them immediately
come right back to Banco Republica.

You say in your analysis of the bank that that is one of its pur-
poses. “The existence of this vehicle is justified in the group’s strat-
egy because of the purpose it serves.” Can you give me a legitimate
business purpose for that strategy?

Mr. LoPEZ. Yes. The explanation is that some customers of Banco
Republica want to have their deposits outside Argentina.

Senator LEVIN. But it comes right back to Banco Republica.

Mr. Lopez. OK, but Federal Bank deposits the money, not the
customers, and even if-

Senator LEVIN. It is their money.

Mr. Loprez. OK, but

Senator LEVIN. You don’t say it is Federal Bank. The depositor
in Banco Republica—that money immediately goes to Federal Bank
and immediately comes right back to Banco Republica. What is the
legitimate purpose in that?

Mr. LopPeEz. I am talking about Federal Bank depositing their
own money.

Senator LEVIN. No. I am talking about your words, “to channel
the private banking customers of Banco Republica, to which they
provide back-to-backs and a vehicle outside Argentina where they
can channel their savings”—that is the depositors—“which are then
re-placed in Banco Republica.” So the depositors’ money ends up in
Banco Republica. It goes outside and then comes back in almost in-
stantaneously.

Can you give us the legitimate business purpose for that?

Mr. LoPEZ. I am saying that Federal Bank placed money in
Banco Republica. Then even if some of the depositors have a diver-
sified portfolio of investment in Federal Bank and want to place
some of this in Banco Republica, I see nothing strange in that.

Senator LEVIN. I do, but let me go to Mr. Bermudez quickly on
a letter that we received from your counsel, Jane Sherburne, who
describes the benefits and operations of offshore shell banks, and
this is Exhibit 21.1 “Offshore entities that are primarily booking
entities requiring minimal personnel or physical operations often
are managed from a location that is closer to the jurisdiction of the
parent institution than the offshore jurisdiction. Your staff have in-
dicated skepticism about the legitimacy of such ‘back offices’ and

1See page 3 of Exhibit No. 21 that appears in the Appendix on page 734.
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inquired about the kinds of activity in which one might expect
them to engage. Indeed, there seems to be some sense that a test
of legitimacy might be whether a back office has the capacity to
print and mail statements. The need to print and mail statements
will depend on the customer base of the off-shore and the nature
of the business, and may defeat the purposes of offshore banking—
confidentiality and tax planning.”

And this is the line I am intrigued by: “Mailing statements for
activity in the private bank account of a customer, for example,
risks breaches in the confidentiality as well as triggering a taxable
event.” Now, I am really surprised by that sentence, that mailing
a statement would trigger a taxable event.

Mr. Bermudez, this is to you. How does the presence or absence
of a bank statement trigger a taxable event? Don’t you owe the tax
even though you conceal it?

Mr. BERMUDEZ. I think that would depend on where the source
of the revenue, the income was coming from for that particular in-
vestment and the tax laws of a given country.

Senator LEVIN. So that you might not owe the tax, and having
a statement about an account might subject you to a tax you don’t
owe?

Mr. BERMUDEZ. The statement itself should not trigger a taxable
event.

Senator LEVIN. That is just what I said. It is the opposite of what
your counsel says. Your counsel writes this Subcommittee that the
statement may trigger a taxable event.

Mr. FEDRIGOTTI. Senator, may I give it my own try, attempt, at
interpreting this. I believe that if someone were to provide a serv-
ice such as mailing statements, that would be a business activity
that would generate—should generate revenues and thus a taxable
event. That i1s my interpretation of this line.

Senator LEVIN. We are going to have to ask the counsel to ex-
plain that statement because other counsel that we have talked to
says there is absolutely no basis for that statement whatsoever. So
we will give her an opportunity—she is not here, I don’t believe—
to respond to that.

On the M.A. Bank issue—and this goes to the seizure of the ac-
count at Citibank, and the Chairman has referred to this—in your
testimony, Mr. Lopez, you stated to us that the Minority staff re-
port asserts that Citibank permitted M.A. Bank to engage in highly
suspicious activity for more than a year-and-a-half after assets in
its account were seized for illegal activity, and that is simply not
true. This morning, you have modified that, is that correct?

Mr. LoPEZ. Yes.

Senator LEVIN. You agree that that should have triggered——

Mr. LoPEZ. It should trigger, yes.

Senator LEVIN. Now, these are some of the other things that hap-
pened. In addition to the seizure of that asset that should have
triggered an investigation by Citibank, these are some of the other
events that occurred that didn’t trigger anything.

Exhibit 22a.1 This is a memo from an investigator at Citibank’s
Anti-Money Laundering Unit in Tampa. “According to an article

1See page 1 of Exhibit No. 22 that appears in the Appendix on page 740.
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taken from the Miami Herald dated March 1, 2000, Alejandro
Ducler, a former vice minister of finance for Argentina, allegedly
transferred $1.8 million in drug cartel proceeds. Ducler is one of
the owners of the Argentine financial holding group known as
Mercado Abierto, which owns M.A. Casa de Cambio. . . . All four
held accounts with Citibank. The FTN Team of the AML Unit has
reviewed the transfers. . . . After reviewing the funds transfer ac-
tivity . . . from April 1997 through March 2000, a total of $84 mil-
lion were transferred to the entities mentioned below. The consecu-
tive whole dollar amounts transferred and the nature of the busi-
ness contributed to the rise in suspicion and ongoing monitoring.”

So you got that memo. They had identified, the anti-money laun-
dering unit, $84 million in suspicious transactions that moved
through the accounts of the four M.A.-related entities. When we
looked at the records associated with that investigation, over $22
million of those suspicious funds involved transactions that went
through the M.A. Bank, and they occurred in 1999, after the sei-
zure warrant had been issued.

We also have learned that Citibank did file a suspicious activity
report on the entire $84 million worth of transactions. Is that cor-
rect? Anyone can answer.

Mr. BERMUDEZ. That is correct. But, Senator, if I may just add
something, the Tampa investigator has told the staff that this fig-
ure was not correct.

Senator LEVIN. The $22 million?

Mr. BERMUDEZ. The $84 million.

Senator LEVIN. All right, but it is correct that $22 million came
after the seizure of those assets. Is that correct?

Mr. BERMUDEZ. Could you——

Senator LEVIN. That the $22 million came after the seizure of the
assets.

Mr. BERMUDEZ. I am not aware. I am sorry.

Senator LEVIN. All right.

Mr. BERMUDEZ. That information I don’t have.

Senator LEVIN. By the way, would you ask your Tampa investi-
gator to, for the record, let this Subcommittee know why it is incor-
rect, if it is, because he or she never told us that it was incorrect?

Mr. BERMUDEZ. Yes.

Senator LEVIN. A lot of signals, and I want to go into those sig-
nals, after the seizure, between May 1998 and March 1999, which
should have revealed the fact that the seizure was related to
money laundering and drug trafficking. As you have acknowledged
to our Chairman, that should have been known just by the seizure
warrent itself. It cited a number of statutes that the assets were
being seized under, and two of those statutes were money laun-
dering statutes.

Here are some additional red flags: The press gave widespread
attention to the indictments and warrants that were served on nu-
merous U.S. and foreign banks as a result of Operation Casa-
blanca, which was the drug laundering undercover effort. Citibank
was identified as a recipient of some warrants, so Citibank didn’t
follow up on that.

In June 1998, M.A. Bank wrote to Citibank and asked that
Citibank “furnish us a report on the origin, cause, and authority
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acting on the attachment order received.” So you got from your cus-
tomer a request, what is the authority for that attachment order,
and asked you to provide them with a copy of documentary evi-
dence attesting to the existence of such judicial order and of the
transfers or other actions taken by you as a consequence.

You can find no communication that even responded to M.A.
Bank’s inquiry. The preparation of a response to that bank would
likely have informed Citibank that the seizure warrant was related
to money laundering. Nothing there, silence, blank.

The Customs Service subpoenaed records of another M.A. ac-
count for the same drug money laundering matter, and Citibank
prepared a chronology of the incident that shows that Citibank offi-
cials in Argentina met with or communicated with M.A. Bank offi-
cials at least six times about this matter between May 1998 and
March 1999. M.A. Bank told you they were hiring a lawyer in the
United States. They told you Customs would likely subpoena the
records of the M.A. Bank account. They told you they were going
to meet with the Customs Service in Argentina.

You instructed, according to the conversation with our staff, that
your relationship manager should find out from M.A. Bank what
the situation was about, but M.A. Bank never told her what was
going on. Another red flag. M.A. Bank did not tell your own rela-
tionship manager. So then it became clear that the Customs Serv-
ice was investigating the matter, and still no request or demand to
your client to tell you what this was all about.

So we have all of these red flags, in addition to the seizure of
the funds, and it seems to me that this is a lot more negligent, at
best, than just simply failing to respond to a seizure order. I mean,
you have public notices, you have meetings with your client de-
manding explanations, you have conversations with Customs offi-
cials. There are all kinds of bells going off in the public press and
with your staff, and yet nothing in terms of your anti-money laun-
dering efforts with this client.

So I would hope as you go through your anti-money laundering
efforts and procedures that you would not only look at the failure
to respond, to even know what is in a seizure order that is served
upon you, but that you instruct or require your staff folks who have
all this information to transmit it to your anti-money laundering
efforts. I mean, this is one failure after another. It is just not a fail-
ure; it is one failure after another relative to those funds of M.A.
Bank.

So I will leave it at that. I know we have reached a time when
the hearing is supposed to end. I do have a short closing statement
that I would like to make, if that is all right, Madam Chairman.

Senator COLLINS. Why don’t you proceed with your closing state-
ment, Senator Levin? We do need to adjourn very shortly, however.

Senator LEVIN. These 2 days of hearings have confirmed what
the Subcommittee’s investigation revealed, that U.S. correspondent
banking provides a significant gateway for rogue foreign banks and
their criminal clients to carry on money laundering and other
criminal activity in the United States and to benefit from the pro-
tections afforded by the safety and soundness of the U.S. banking
industry.
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This investigation’s findings have been confirmed in these hear-
ings that shell banks, offshore banks, and banks in jurisdictions
with weak anti-money laundering controls carry high money laun-
dering risks, and they use their correspondent banking accounts to
conduct their banking operations.

Next, U.S. banks have routinely established correspondent rela-
tionships with these high-risk foreign banks because many U.S.
banks don’t have adequate anti-money laundering safeguards in
place to screen and monitor such banks. This problem is long-
standing, widespread and ongoing.

Next, U.S. banks are often unaware of legal actions related to
money laundering, fraud, and drug trafficking that involve their
current or prospective respondent banks.

Next, U.S. banks have particularly inadequate anti-money laun-
dering safeguards when a correspondent relationship does not in-
volve credit-related services.

Next, high-risk foreign banks that may be denied their own cor-
respondent accounts at U.S. banks can obtain the same access to
the U.S. financial system by opening correspondent accounts at for-
eign banks that already have a U.S. bank account. U.S. banks have
largely ignored or failed to address the money laundering risks as-
sociated with nested correspondent banking.

In the last 2 years some banks in the U.S. have begun to show
concern about the vulnerability of their correspondent banking to
money laundering and are taking steps to reduce the money laun-
dering risks. But the steps are slow, incomplete, and they are not
industry-wide.

If U.S. correspondent banks were to close their doors to rogue
foreign banks and to adequately screen and monitor high-risk for-
eign banks, the United States would reap significant benefits. By
eliminating a major money laundering mechanism which frustrates
ongoing efforts to look into criminal activity, we would reduce illicit
income that fuels offshore banking and we would deny criminals
the ability to deposit illicit proceeds in U.S. banks with impunity
and profit from the safety, soundness and investments that are
made possible and available to them in the U.S. banking and finan-
cial system.

Next Tuesday, we are going to discuss with the Department of
Justice and the Department of the Treasury ways to close the door
to these money laundering opportunities.

I again want to thank our Chairman for having these hearings.
I think they have been extremely helpful. I want to thank our wit-
nesses today, and look forward to their supplying us with addi-
tional information, as they have committed to do.

Senator COLLINS. Thank you, Senator Levin.

Our current witnesses are now excused. I want to thank all of
our witnesses for their participation today.

The Subcommittee stands in recess until Tuesday, March 6, at
9:30 a.m., when we will reconvene in room 342 of the Dirksen Sen-
ate Office Building.

[Whereupon, at 12:38 p.m., the Subcommittee was adjourned.]
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aka).

OPENING STATEMENT OF SENATOR COLLINS

Senator COLLINS. The Subcommittee will come to order.

This morning, the Subcommittee concludes its examination of the
vulnerabilities of correspondent banking to international money
laundering activities. As we have seen, correspondent accounts
allow banks to have a presence in jurisdictions in which they do
not have a branch or other physical presence, as well as to offer
services that they themselves may have too few resources to pro-
vide. For these reasons, foreign banks that have correspondent ac-
counts with U.S. banks possess a powerful means of attracting cus-
tomers.

Last week, the Subcommittee heard troubling testimony from a
convicted criminal who has seen the role of correspondent banking
in money laundering “from the inside.” He testified about the cru-
cial importance of correspondent banking relationships to shady
offshore money laundering institutions, such as the one he ran for
a number of years in the Cayman Islands.

We also heard testimony from three U.S. banks whose cor-
respondent accounts appear to have been used at various points by
unscrupulous individuals to launder the proceeds of questionable,
and sometimes outright criminal, activity. Their testimony showed
that lapses in due diligence on the part of some U.S. banks may
have unwittingly helped criminals launder their ill-gotten gains by
passing them largely undetected through correspondent accounts.

(101)
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To make matters worse, jurisdictions in which several of the for-
eign banks were located not only made due diligence efforts more
difficult for the U.S. banks, but also actually hampered efforts by
law enforcement and regulators to track down the crooks and to
find and recover their illicit funds.

Additionally, the Subcommittee received testimony from three
witnesses who have extensive knowledge of the complexity of
money laundering. They helped outline the scope of the inter-
national money laundering problem, as well as the types of steps
that correspondent banks might be able to take in order to better
vet prospective clients and to monitor and detect suspicious activity
by respondent banks after relationships have begun.

One expert also described the difficulties of tracking down—and
recovering for victims—the proceeds of fraudulent schemes that are
laundered through correspondent accounts in U.S. banks. These ex-
perts’ testimony also highlighted how important it is for the United
States to help lead international efforts to detect and facilitate the
recovery of stolen and laundered funds.

Today, in our final day of hearings on correspondent banking, the
Subcommittee will hear testimony from Arthur Jacques, who will
describe the operations of British Trade and Commerce Bank, an
offshore bank licensed in Dominica through which the Minority
staff’s investigation indicated that millions of dollars in fraud pro-
ceeds have been funneled. Given BTCB’s lack of cooperation with
authorities in making restitution to the victims of these frauds, I
was interested to read in the Miami Herald not long ago that the
Government of Dominica has finally revoked BTCB’s license.

To finish up our hearings on money laundering and cor-
respondent banking, we will also hear testimony from representa-
tives of the U.S. Department of Justice and the Department of the
Treasury. They will discuss the Bush Administration’s commitment
to fighting international money laundering and outline the efforts
that have been made by their respective agencies to combat foreign
banks’ use of U.S. correspondent accounts to aid and abet money
launderers.

I look forward to hearing the testimony of all of our witnesses
this morning, and at this time I would like to recognize the Sub-
committee’s distinguished Ranking Minority Member, Senator
Levin, who led and initiated this investigation, for his opening
statement.

Senator Levin.

OPENING STATEMENT OF SENATOR LEVIN

Senator LEVIN. Thank you very much, Madam Chairman. As you
have pointed out, through the Minority staff's year-long investiga-
tion, and its 450-page report, that report’s very close look at 10
high-risk foreign banks, its survey of 20 major U.S. correspondent
banks, and through this Subcommittee’s hearings last week with
experts and correspondent banking participants, we are getting a
good understanding of the role of U.S. correspondent banking in
money laundering.

Drug traffickers, defrauders, bribe-takers, and other perpetrators
of crimes can do indirectly through a foreign bank’s correspondent
account with a U.S. bank what they can’t readily do directly, which
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is to have access to a U.S. bank account. The stability of the U.S.
dollar, the services our banks perform, and the safety and sound-
ness of our banking system make access to a U.S. bank account an
extremely attractive objective for money launderers. It is up to us—
the Congress, the regulators, the banks—to try to stop money
launderers from reaping the benefits of the prestigious banking
system and stable economy that we have worked so hard to
achieve.

It boils down to the quality of the regulatory scheme under which
a foreign bank operates. To achieve entree into the U.S. banking
system, a foreign bank should be subject to the same quality of reg-
ulation and periodic examination as U.S. banks. Whether banks
are subject to such regulation seems to be a defining factor in
whether their due diligence and anti-money laundering controls are
adequate.

I know that you, Madam Chairman, have been a leader in food
safety issues. The situation with correspondent banking has some
similarities to the problem this country faces in importing food.
The United States has developed a highly effective food safety sys-
tem, and as our Chairman has effectively argued, we don’t want
contaminated food from abroad slipping into our food supply. So,
for example, when it comes to meat, we accept only that meat from
countries which have inspection systems that meet our standards,
and that is how we protect ourselves. Why not apply a similar
standard to foreign banks? We don’t want contaminated food and
we shouldn’t accept contaminated banks.

That is why all the experts that we have heard and several offi-
cers of our Nation’s largest banks have said that shell banks
should be banned from U.S. correspondent accounts, period. Shell
banks are banks with no physical presence, oftentimes no staff and
no real regulation. If such a prohibition were in place, all 400 of
Nauru’s shell banks would lose their access to U.S. dollar accounts.
So would the more than 50 Vanuatu shell banks, so would the
many shell banks licensed in the Caribbean and operating in Latin
America, so would the Montenegro shell banks using the Bank of
Montenegro’s correspondent accounts, so would all the shell banks
being sold on the Internet. That alone would be a significant ac-
complishment.

Offshore banks and banks in jurisdictions that don’t cooperate
with anti-money laundering efforts are two more categories of
banks that raise contamination concerns. The hearings showed
that these types of high-risk foreign banks were able to open cor-
respondent accounts at major U.S. banks, including Bank of Amer-
ica, Chase Manhattan Bank, and Citibank.

Each of these U.S. banks opened and kept open accounts for
these foreign banks, despite high money laundering risks and even
after being confronted with disturbing evidence of misconduct or
suspicious transactions. They also acknowledged that they should
have done a better job in screening and monitoring the cor-
respondent accounts that they opened for high-risk foreign banks.

When we looked at Citibank’s relationship with Federal Bank
and M.A. Bank last week, we heard Citibank say that they knew
the parent entities of those banks extremely well. In fact, with re-
spect to Federal Bank, Citibank was a major business partner with
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its parent in a holding company called CEI. Yet, in both of those
cases, the offshore banks were not subject to examination and each
bank had serious problems with anti-money laundering controls.

Citibank said it was surprised when it heard that one of the
banks, Federal Bank, had no anti-money laundering controls. The
relationship manager for Citibank said that Federal Bank lied to
him. Citibank had claimed, in their words, “profound knowledge”
of how the offshore bank operated. But the absence of a strong reg-
ulatory hand with regular or periodic examination of Federal Bank
puts everything in doubt.

Today, I will explore with witnesses whether we should ban or
much more strictly control correspondent accounts of offshore
banks not affiliated with U.S. banks and of offshore banks not sub-
ject to examination in the jurisdiction in which they are licensed.

Another matter that merits legislative attention is the ability of
injured parties and governments to seize illicit funds in cor-
respondent accounts. Unlike a regular bank account where law en-
forcement authorities and plaintiffs in civil suits can freeze or seize
the funds at issue, in a correspondent account, because the owner
of the account is the respondent bank and not the clients of the re-
spondent bank, persons trying to seize or freeze funds unlawfully
obtained by a client of the respondent bank are required to chase
the bank abroad. That is not only a tough job, that can be an im-
possible job.

Showing that the illegal funds are in a correspondent bank ac-
count is not enough. The consequence of this situation is that the
depositors in foreign banks with accounts in U.S. banks have great-
er protection than U.S. depositors in U.S. banks. And where U.S.
citizens are victims of illegal activity, they may be denied recovery
even though the money sits in a U.S. bank. That anomaly should
be fixed.

These issues are not an academic concern that only banking cir-
cles need to examine. Money laundering finances crime. It provides
the funds needed to conduct illegal drug operations, financial
scams, and Internet gambling. It provides the means for corrupt
public officials to enjoy their ill-gotten gains. It safeguards the prof-
its that reward criminals and organized crime.

Stopping money laundering takes the profit out of crime. It helps
in the fights against criminal enterprise, corrupt politicians, and
the local con man who steals a person’s savings. Shell banks, off-
shore banks, and banks in non-cooperative jurisdictions are major
money laundering mechanisms, and there is much that can and
should be done to dismantle them.

Today, we will hear from a representative of one group that has
not yet spoken at these hearings and that is the victims of the
money laundering that goes on through correspondent accounts.
Sometimes the victim is a specific individual taken in by a finan-
cial fraud, someone whose savings have disappeared into an off-
shore bank never to be recovered. Sometimes the victim is a class
of individuals subject to the same wrongdoing, such as the 700,000
credit card holders who collectively got socked with $40 million in
illegal credit card charges by a criminal who sent the stolen funds
to offshore banks with U.S. correspondent accounts.
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Today, we will also discuss with the Treasury Department and
the Department of Justice their experience with the various prob-
lems involved in correspondent banking, their reaction to our pro-
posed reforms, and any proposed fixes that they may have in mind.
The prior administration placed a high priority on stopping money
laundering and it made some progress. Hopefully, the current ad-
ministration will maintain that priority and continue the battle.

I look forward to the testimony and again want to thank our
Chairman for her efforts in this matter, for calling today’s hearings
and last week’s hearings, and for supporting this investigation.

Thank you.

Senator COLLINS. Thank you, Senator Levin.

I am pleased to welcome our first witness this morning. He is Ar-
thur Jacques, of Jacques Little in Toronto, Canada. Mr. Jacques
went to great difficulty to get here to these hearings. His flights
were canceled yesterday and he has interrupted a very busy sched-
ule to be here, so we very much appreciate his efforts. He will dis-
cuss the case of British Trade and Commerce Bank, yet another
case study of how correspondent accounts in legitimate banks can
be used by questionable financial institutions and their customers
to launder the proceeds of fraudulent activities.

Pursuant to Rule VI, all witnesses are required to be sworn, so
I would ask, Mr. Jacques, that you stand so I can swear you in.

Do you swear that the testimony that you are about to give to
the Subcommittee will be the truth, the whole truth, and nothing
but the truth, so help you, God?

Mr. JACQUES. I so swear.

Senator COLLINS. Thank you.

Mr. Jacques, we are going to be using a timing system today.
You will see in front of you a device with three lights. You will
have 10 minutes to give your oral presentation. Your complete
written statement will be included in its entirety in the record.
When you see the yellow light come on, you have about a minute
to wrap up your comments.

So if you would please proceed.

TESTIMONY OF ARTHUR O. JACQUES, ESQUIRE,! JACQUES
LITTLE BARRISTERS AND SOLICITORS, TORONTO, ONTARIO,
CANADA

Mr. JAcQUES. Thank you, Madam Chairman. I will try to be as
brief and non-technical as possible to assist you in your delibera-
tions.

By way of background, I would like to emphasize that the client
that I represent or the group of clients that I represent was an un-
willing victim in terms of issues that they had no control over, and
at all material times until the actual event occurred they were
completely unaware of British Trade and Commerce Bank being
the asset protection bank domiciled in Dominica, as well as any
role that First Union National Bank, its correspondent bank in
Florida, portrayed.

1The prepared statement of Mr. Jacques with attachments appears in the Appendix on page
241.
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By way of background—and I will be very, very brief in terms
of the structure—my clients in Canada attempted to borrow signifi-
cant funds based in U.S. dollar denominations, and they tried to
borrow $15 to $25 million to exploit a certain kind of technology.
It was a very high-risk technology and Canadian banks had no en-
thusiasm for this form of venture capital.

Through an intermediary in Toronto, Canada, our client was in-
troduced to a party by the name of Chatterpaul, who is referred to
in the Minority report, who indicated that he could provide the
funding. Letters of intent were executed. A contract was executed
in the fall of 1999 to borrow US$15 million, and my client as a con-
dition precedent of that borrowing agreement put forward a deposit
of $3 million.

The $3 million was then placed in a segregated trust account, in
a lawyer’s trust account in a Canadian bank. A condition of the
loan—i.e., the draw-down of the $15 million—was the deposit
would remain—the $3 million would remain in the attorney’s seg-
regated account until the full loan was advanced. The loan was
never advanced. The request was made for the return of the
money. It is at this point that I am introduced to the problem.

A demand is made on the attorney for the return of the $3 mil-
lion and it is not forthcoming. Legal proceedings are implemented
in Ontario. The law firm is placed into a very restricted kind of re-
ceivership. Other parties are added, and then we find out the exist-
ence of British Trade and Commerce Bank being this asset protec-
tion bank in Dominica.

And we find out that the flow of funds went from Toronto, $3
million, into a correspondent bank in South Florida, being First
Union National Bank. We find that because of American bank se-
crecy laws and Dominican bank secrecy laws that when we make
demands on the respective entities, we are told “we can’t speak to
you.”

We are compelled at this point—we have implemented receiver-
ship and we have all kinds of technical restraining orders in Can-
ada, and we are then compelled to retain attorneys in Florida. We
retain a reputable law firm, Steel, Hector and Davis, and letters of
request are issued by the Ontario court to the Floridian court. And
we then find out that this $3 million goes from Toronto to Florida,
and then on the advice of British Trade and Commerce Bank, who
is the named account in Florida, the funds are then transferred all
over the world.

I provided a few days ago a chart to your secretariat and I don’t
know if you have that chart available to you. The long and the
short of that chart is simply that the funds flow from Florida into
Idaho, into China, into India, possibly into the United Kingdom,
into Oklahoma, back to Dominica.

We attempt upon issuing subpoenas in Florida through our attor-
neys, and there are stumbling blocks on a procedural and a sub-
stantive basis in finding the answers, but as we sit here today my
client is out approximately $6.5 million. Consequential damages
are growing on a daily basis and we estimate at a point in time
that our damages will be approximately $10 million-plus.
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Senator COLLINS. Mr. Jacques, excuse me for interrupting, but
could you take a little extra time and take us through the chart
that you have referred to?

Mr. JACQUES. Do you want me to address the chart from here?

Senator COLLINS. Yes.

Senator LEVIN. If I could just interrupt for a second, this is our
staff’s redo of your chart to, we thought, make it a little simpler,
but I am not sure we have. We took your 5 pages and tried to put
it on one page, is what we did.1

Mr. JACQUES. The flow of funds is really from the law firm to the
Bank of Montreal in Toronto, which is simply the domiciled account
for the law firm, a segregated trust account. A $3 million wire
transfer then goes to First Union National Bank and stops, and
then within a period of “x” number of days goes to Idaho, back into
Ontario; New Delhi, India; Florida; Abu Dhabi; Dominica; Hong
Kl(l)ng; Switzerland; Colorado, Nassau, Nevis, California, and it goes
all over.

We attempted—and I want to emphasize one thing that my cli-
ent is of commercial means but doesn’t have unlimited means, and
every time we are making an application in a foreign jurisdiction
to compel—emphasis added—to compel the penetration of bank se-
crecy laws, it costs us US$25,000 to $40,000 to do it. At a point in
time, financial resources are completely exhausted, and you make
an assessment—you will pardon the metaphor—is the game worth
the candle. How far do you get involved in litigation which is defen-
sive, mechanical?

We concentrated our efforts in Florida for a whole host of reasons
and we were relatively successful, with high degrees of information
coming back in terms of the routing of the funds. As we now speak,
as of this day, I can tell you the following in terms of the status
of the return of the monies.

Aggressive litigation has been commenced in Ontario and the
trial started on Monday. It is adjourned today and it resumes when
I return tomorrow. As a result of your February 5 report, I believe
an inordinate amount of pressure, productive pressure, positive
pressure was exerted on British Trade and Commerce Bank by the
regulatory agency in that island.

The Ministry of Finance of Dominica purported to cancel the li-
cense of British Trade and Commerce Bank, and as we speak the
bank there—and I use “bank” in parens—finds itself in a form of
receivership. That receivership is being appealed. There is a re-
ceiver in sort of a quasi-stay in terms of its status, and the re-
ceiver, if its status is maintained by the appellate jurisdiction, will
then proceed to attempt to discover assets wherever it may find
them, either in Dominica or elsewhere in the world. It is conjecture
whether there will be any return for anyone with respect to British
Trade and Commerce Bank.

And that is the story.

Senator COLLINS. Thank you very much, Mr. Jacques.

Senator Levin.

Senator LEVIN. Originally, we were going to call as a witness this
morning two individuals who were associated with the offshore

1See Exhibit No. 47 that appears in the Appendix on page 824.



108

bank that you have referred to, British Trade and Commerce Bank,
and that bank, as you have pointed out, is described in detail in
our Minority staff’s report.2

The report describes numerous instances of money laundering
and suspicious activity associated with the bank, including $4 mil-
lion that a self-confessed money launderer, Bill Koop, admitted
moving through the bank in connection with financial frauds, an-
other %4 million associated with Ben Cook, who is currently being
prosecuted in Arizona for fraud and money laundering, as well as
millions of dollars associated with illegal Internet gambling and
other questionable activities. Two weeks ago, on February 15, the
Dominican Government finally revoked the bank’s license and
seized its records.

The Subcommittee issued two subpoenas to obtain documents
and sworn testimony from two persons involved with this bank.
The first subpoena was to Rodolfo Requena, the long-time president
and part owner of BTCB. We sent the subpoena to the U.S. Mar-
shal Service in Miami to serve on Mr. Requena, a Venezuelan cit-
izen who lives in a suburb of Miami, owns a house there, and has
a Florida driver’s license. Mr. Requena took steps to avoid service
of the Subcommittee’s subpoena rather than answer questions
about this bank.

The second subpoena was served by the U.S. Marshal in Okla-
homa on John Long, who helped form the bank and we believe was
its majority shareholder. Mr. Long did accept service, but at his
deposition in response to questions about his involvement with
BTCB, Mr. Long invoked his Fifth Amendment privilege 15 times
and declined to answer the questions posed to him about the bank.
Based upon his statement that he would invoke his Fifth Amend-
ment privilege at this hearing, we decided it was pointless to call
him as a witness this morning.

From the evidence we were able to gather, BTCB appeared to be
a bank that was owned by an American, run by Americans, and
used to launder money associated with frauds committed against
Americans and others. It was highly dependent upon U.S. banks to
conduct its business, and its business was replete with examples of
suspicious transactions.

So in place of those two people, we have asked you to come this
morning, Mr. Jacques, and we very much appreciate your being
here representing a victim, one of the many of this bank. This was
a victim, as we understand your testimony, of a classic advance fee
for loan fraud who had the $3 million you referred to disappear
into the jaws of this offshore bank, and who has so far, despite
your best efforts, not been able to pry that money loose, despite
over a year of legal action.

Now, after you took over the representation of your client, I as-
sume you contacted BTCB first and got no assistance from them.
Did you then contact the Government of Dominica, and what was
their response? Were they helpful?

Mr. JACQUES. No. They were indifferent. We attempted to com-
municate with them.

Senator LEVIN. They were indifferent?

2See Exhibit No. 45 that appears in the Appendix on page 816.
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Mr. JACQUES. Right. We attempted to communicate by telephone.
For a whole host of reasons, we never put our requests in writing.
We were moving very, very quickly. We had a great deal of dif-
ficulty with the levels of sophistication there. It is a tiny island,
and I don’t mean in the pejorative sense. It is a banana republic.
It is primarily agricultural and its mean income is relatively low.

We got the sense from a whole host of indirect sources that
BTCB was a very effective lobby in Dominica. It had exerted com-
mercial relationships, professional relationships, and people were
extremely reserved in attempting to talk to us when we tried to
make inquiries about them. And when we indicated that we had
difficulties there, they said, well, why don’t you solve your difficul-
ties in Canada? I said, well, we will probably do that.

The only communication that I have had directly with BTCB is
when we first got involved. Because of immediate access in terms
of telephone and Internet, we communicated with BTCB and I per-
sonally on at least three occasions have spoken with George Betts.
Mr. Betts is a defendant—emphasis added—a defendant in a Cana-
dian action as a codefendant with BTCB.

We sued BTCB and Mr. Betts. I am modestly pleased to tell you
that yesterday we obtained judgment in Canada against BTCB and
Mr. Betts. Now, it is simply conjecture whether that judgment will
have any value. Mr. Betts, by his own admission in terms of the
BTCB Website, is a member of the accounting community, a former
member of an international accounting firm, and he seems to, by
the way he operates, to be very sophisticated in certain issues in
terms of regulatory aspects of banking, both domestic and inter-
national.

Senator LEVIN. Did you try to find out from Dominica who owned
BTCB?

Mr. JACQUES. No. We made inquiries there, but the quality of the
recordkeeping in terms of intermediaries who had access to it did
not respond in any positive sense. We sensed—and I want to em-
phasize one thing that in a very simplistic fashion an ordinate
amount of information which may in the first instance sound as
though it is hearsay was gleaned from the Internet, the Internet
sites of BTCB.

We used a variety of search engines and we found an inordinate
amount of information about BTCB and associated and affiliated
entities, one being First Equity Corporation of Florida. And
through the various search devices we used, we pieced together
what we thought was a matrix of shareholdings, and we had a
sense, albeit inaccurate, that possibly Mr. Long was a shareholder
either directly or indirectly in terms of either a beneficial interest
or a legal interest. I personally have never spoken to Mr. Long,
though.

Senator LEVIN. Is Dominica a bank secrecy jurisdiction, do you
know?

Mr. JACQUES. Yes, it is.

Senator LEVIN. And that means that they do not disclose bank
ownership, is that correct?

Mr. JACQUES. That is correct, and Mr. Requena in his testimony
exhibited some kind of card with respect to Dominican bank se-
crecy laws and refused to disclose the kind of information that we
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wanted. And we always had the sense he was using that as a
shield, a complete shield.

Senator LEVIN. Dominica itself will not, as I understand it, dis-
close the ownership of banks because of its own laws, so that if you
wrote Dominica asking for the owners of that bank, it is my under-
stilnding, and correct me if I am wrong, that you could not receive
a list.

Mr. JACQUES. That is correct, and we had informal advice from
local barristers in Dominica that if we were to attempt to bring
proceedings in Dominica, it would be a complete waste of time.

Senator LEVIN. And that is a major problem because here you
are trying to find out the owners of a bank, presumably so you can
bring suit against them if they commit a wrongdoing.

Mr. JACQUES. That is correct.

Senator LEVIN. But you can’t find out from the licensing jurisdic-
tion who those owners are. Is that correct?

Mr. JACQUES. That is correct.

Senator LEVIN. We are going to put Exhibit 34c.1 on the screen,
and I think those exhibits are in front of you in a book. This is a
purported list of shareholders of BTCB. Now, we were able to ob-
tain this from the U.S. bank where they opened their account. That
is where we obtained this as part of our investigation.

This exhibit says, on BTCB stationery, that the beneficial inter-
est of 15,000 shares, which is half of the authorized shares, are
held by Mr. John Long, and 3,000 by Mr. Rodolfo Requena.

Did you ever see a document like that? Were you ever able to get
possession of this kind of a document?

Mr. JACQUES. No, sir. I know this information. We have pieced
it together, but I have never been given this from British Trade
and Commerce Bank. I would—

Senator LEVIN. Now, as I indicated—go on. I interrupted you.

Mr. JACQUES. I would have to ask my friend and colleague, Mr.
Lindsay, when he deposed Mr. Requena whether he had this infor-
mation given to him.

Senator LEVIN. All right.

Mr. JACQUES. There are outstanding stipulations of the Florida
court with respect to information obtained on depositions, but I
know this information.

Senator LEVIN. Now, assuming then that one way or another you
identified a Mr. John Long as being an owner or alleged owner of
the bank, my last question—my time is up for this round—is did
you bring suit against him, and if not why not?

Mr. JACQUES. To date, we haven’t brought suit against him, for
the very simplistic reason that how long is a piece of string? I
mean, we can commence litigation on an indefinite basis, and quite
candidly my client doesn’t have infinite resources to do that.

We were shocked when we found out in terms of the flow of
funds that it appeared when we obtained information from First
Union National Bank, we saw information indicating that some of
our funds went to Mr. Long for his own—he received it. What he
did with it I don’t know.

Senator LEVIN. Thank you. My time is up.

1See page 3 of Exhibit 34 that appears in the Appendix on page 784.
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Senator COLLINS. Mr. Jacques, I want to go back to some of the
basic facts of this case just to make sure that they are on the
record.

It is my understanding that your clients wished to borrow and
agreed to borrow money from TriGlobe International Funding, Inc.,
is that correct?

Mr. JACQUES. That is correct.

Senator COLLINS. And was the amount that they intended to bor-
row about $12 million?

Mr. JACQUES. Ultimately, it was reduced to $12 million.

Senator COLLINS. And as part of the agreement for borrowing
this $12 million, it is my understanding that your clients had to
post 25 percent of the loan amount as a cash collateral account. Is
that correct?

Mr. JAcQUES. That is correct.

Senator COLLINS. So that is where the $3 million that we are
talking about comes from?

Mr. JACQUES. That is right, that is correct.

Senator COLLINS. Your clients later learned that the $3 million
had been wired to the BTCB account at First Union Bank, is that
correct?

Mr. JacQues. That is correct. We discovered that in April of
2000.

Senator COLLINS. Did your clients ever directly engage in busi-
ness with BTCB?

Mr. JACQUES. Up until the receipt of information that the money
had gone to the BTCB account in Florida, my client did not know
of the existence of BTCB, other than when we became extremely
aggressive in terms of our demands. We were told that the money
went to an offshore bank in the Caribbean.

Senator COLLINS. It is my understanding that in September of
last year, BTCB’s president filed an affidavit with the Canadian
court in which he admitted that BTCB had possession of your cli-
ent’s $3 million. Is that accurate?

Mr. JAcQUES. That is relatively accurate. The allegations as-
serted by BTCB was that the money, however received by them,
went into a managed account.

Senator COLLINS. And this was an investment that was sched-
uled to mature in December of last year. Is that accurate?

Mr. JACQUES. That is correct, and just as a footnote to your ques-
tion, when we became aggressive in terms of our litigation, in Octo-
ber, at the end of October, in Ontario, British Trade and Commerce
Bank deposited its own letter of credit for US$3 million to the cred-
it of our action with a maturity date of December 15, 2000. On De-
cember 15, 2000, we sat anxiously in court to be notified that the
funds had cleared. The funds did not clear and the bank defaulted
on its own letter of credit.

Senator COLLINS. So BTCB defaulted on the letter of credit, and
I assume that your client still has not received any money. Is that
accurate?

Mr. JAcQUES. That is correct.

Senator COLLINS. And it is my understanding that BTCB now
claims not to have the $3 million. Have you been able to ascertain
where the money is now?
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Mr. JACQUES. I can only speculate that—and I am not being face-
tious—it is someplace in the world, but I don’t think it is recover-
able.

Senator COLLINS. And it has most likely been divided up and
wired all over the world, based on the Minority’s exhibit?

Mr. JACQUES. Well, if I refer to the chart there, $3 million was
disbursed to multiple payees and, in essence, this is a Ponzi
scheme.

Senator COLLINS. And it greatly complicates your ability to re-
cover the money for your clients?

Mr. JACQUES. Almost impossible.

Senator COLLINS. Your clients obviously were in need of bor-
rowing funds. They still have ongoing obligations. Do you know
how much additional money they have lost just as a result of the
monthly interest charges while the dispute continues?

Mr. JACQUES. This 1s part of the court record in Ontario. Interest
accrues—the $3 million that was given to BTCB was borrowed
from the Toronto Dominion Bank in Toronto at a prime plus 1 per-
cent over commercial rate. Interest accrues floating on a basis of],
say, $35,000 to $40,000 a month, so in excess of $500,000, plus, has
accrued on that U.S.-dollar loan. There are administrative charges,
there are obvious legal fees, there are disbursements.

We have maintained litigation in three jurisdictions—Ontario,
Florida, and Idaho. We had the same difficulty in Idaho in terms
of when we attempted to—I think it was a major American bank
resisted, and we issued letters of request and we then got involved
in mechanistic delays and adjournments. And simply, we ran out
of gas and, we are not going to spend more money chasing our tail.

Senator COLLINS. Thank you.

Senator Levin.

Senator LEVIN. Thank you.

The letter of credit that you made reference to and the Chairman
made reference to is Exhibit 34e,! I believe. Could you just take a
look at that in your exhibit book?

Mr. JACQUES. I know it all by heart, Mr. Senator.

Senator LEVIN. It is etched.

This, I take it, is a letter of credit that this rogue bank wrote on
itself. Is that basically it?

Mr. JAcQUES. That is correct, and we took no position when they
offered the letter of credit because, quite candidly, it was a joke.
And the letter of credit is in standard international banking terms.
There is nothing unusual about this document. It is used hundreds
of times a day in international banking.

Basically, it is a clean letter of credit issued under international
documentary terms, nothing untoward about it. When you examine
the letter of credit, however, though, you ascertain a couple of
things. One, it is not confirmed by a bank other than BTCB. They
issued their own letter of credit. So, in essence, this is a promissory
note; “I will pay on demand on December 15th.”

When this letter of credit was tendered to us, I was obviously
jaundiced with respect to its ultimate success in terms of cashing.
But I went through the ritual of attempting to have a Canadian

1See page 5 of Exhibit 34 that appears in the Appendix on page 784.
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bank either confirm it or discount it, and I was asked if I was a
fool.

Senator LEVIN. You were asked what?

Mr. JacQuEs. If I was a fool.

Senator LEVIN. In other words, they were familiar with what was
going on here?

Mr. JAcQUES. That is correct.

Senator LEVIN. The legitimate banks?

Mr. JACQUES. That is correct.

Senator LEVIN. So we have got a rogue bank issuing a letter of
credit on itself which is worthless.

Then in Exhibit 33,1 let’s take a look at some of the other things
that this bank did, British Trade and Commerce Bank. This is an
advertisement for certificate of deposit investments. The return
rates are from 16 percent for $25,000, all the way up to a 79-per-
cent return rate if you will give them $3,500,000. That is an annual
return rate of 79 percent.

Mr. JACQUES. Well, these are urban tales, Senator.

Senator LEVIN. These are what?

Mr. JACQUES. Urban tales. These are fictions. These return rates
are impossible, in a realistic banking community, in a legitimate
banking community, to obtain.

Senator LEVIN. Of course.

Mr. JACQUES. No one has these rates.

Senator LEVIN. But this is the tout, this is the come-on, this is
the promise that a rogue bank makes. You give us money, you will
get this kind of return. But apparently some people must have
been taken in. There are a lot of other victims here beside your cli-
ent, but anyway this is the representation of this bank, up to a 79-
percent return rate for a $3.5 million certificate of deposit.

Mr. JACQUES. That is correct. In this kind of marketing or entice-
ment, there are victims both in the United States and Canada and
the United Kingdom. There are institutions, charitable institutions;
the Boy Scouts of the United States was defrauded. There was a
charitable institution in Chicago many years ago. And these come-
ons are basically an enticement to go into a high-yield investment
program, and these high-yield investment programs are myths.
They do not exist in the legitimate investment and/or banking com-
munities worldwide.

Senator LEVIN. Then if we could turn to Exhibit 34d.2 This is a
letter which apparently the president of the bank issued to credi-
tors and it was reprinted in an offshore business newsletter.

Have you ever seen this letter before?

Mr. JACQUES. Yes, Senator, I have.

Senator LEVIN. Okay. This is one of the things that this letter
says that, “The bank is unable to meet its obligations with its de-
positors and creditors. As President of the bank, it is my responsi-
bility to bring this matter to your attention and outline to you the
causes and the measures that management is implementing to re-
capitalize the bank, rebuild its liquidity, and meet its obligations
with its depositors and creditors.”

1See Exhibit 33 that appears in the Appendix on page 782.
2See page 4 of Exhibit 34 that appears in the Appendix on page 784.
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And then point 1 states: “In May of this year, the major share-
holder of the bank retired from the organization due to severe
health problems. The retirement resulted in a large withdrawal of
deposits from the bank due to the close relationship of the deposi-
tor with the shareholder,” the close relationship presumably being
the same person. Is that the way you would read that?

Mr. JACQUES. That is correct.

Senator LEVIN. That is a fairly close relationship indeed.

Mr. JACQUES. And I believe the inference there ultimately is that
is Mr. Long.

Senator LEVIN. That is Mr. Long, so that they are actually stat-
ing here—this is a hint as to where these monies went. If, in fact,
it is Mr. Long, what they are actually saying is a large withdrawal
of deposits went to Long.

Mr. JAcQUES. That is correct.

Senator LEVIN. Yet, you are still dubious that he is a potential
source of recovery?

Mr. JACQUES. All I can say is that in terms of the kind of strate-
gies that are underway, we recognize he has been there, but we
just haven’t dealt with that issue.

Senator LEVIN. Do you think it is possible the word “depositor”
there, is a shell company owned by Mr. Long rather than he him-
self? Would that be at least a possibility there?

Mr. JACQUES. I have no specific knowledge, but if I were specu-
lating, I would agree with you.

But it is paragraph 2 which I found in that letter of November
9th to be the most disturbing when Requena indicates that, refer-
ring to our action in Ontario, and he states, “The bank was never
involved in or aware of those actions. . . . The lawyers for the
plaintiffs”—that is my client—“convinced the Canadian Court that
BTCB was part of the action.” That is correct.

“The lawyers for the plaintiffs spread all kinds of erroneous in-
formation and allegations against the bank.” That is incorrect.
They circulated private and confidential information—for example,
you can buy this letter on the Internet for $10. This is within the
public domain.

The irony of this letter, which is dated November 9th, is that at
the end of October they came to the Ontario court and deposited
their letter of credit.

Senator LEVIN. Their worthless letter of credit?

Mr. JACQUES. That is correct. Nine days later, they issue this
statement here which is basically a declaration that they are in-
capable of paying their liabilities as they normally fall due.

Senator LEVIN. So that it is lie followed by lie, followed by mis-
representation, followed by another tout for certificates of deposit,
followed by more lies, and it just goes on and on, basically. Is that
a fair summary of this bank?

Mr. JACQUES. You are being very polite, sir.

Senator LEVIN. Unintentionally.

The goal of Congress and of our regulators has got to be that our
legitimate banks, our U.S. banks, not in any way, directly or indi-
rectly, aid and abet this kind of an enterprise. And in order to do
that, we are going to have to have tighter money laundering laws
to look at these accounts that come from these banks, these foreign
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banks, so that our banks are not misused as part of either a fraud-
ulent bank or by a money launderer. That is our goal, and your tes-
timony is very helpful in our achieving that goal here today.

I just would close by asking whether you have any advice for peo-
ple who are potential victims or who are the actual victims of this
bank. You have now been through it. You have seen your client
lose money both in the original deposit with that law firm and then
also in trying to seek recovery.

What advice would you have both for current victims seeking to
recover money and for potential victims of this kind of a bank?

Mr. JACQUES. Well, I think if I may dissect your question into a
couple of components, the historical victims of the frauds fit into
at least two categories: Those that are totally innocent and who are
simply being aggressive with respect to the return or the promised
return, and these people come forward time and time again.

One of the goals of an asset protection bank—and I am talking
generically as opposed to a specific bank, i.e. BTCB, but one of its
mandates is an attempt on an offshore jurisdiction to shelter as-
sets, to make those assets judgment-proof in the home jurisdiction.
If T have a judgment against Mr. Brown, I can’t get his assets in
the United States. He has basically placed all his assets beyond the
reach of the United States; he has placed them offshore. And there
are certain functional advantages in terms of asset protection
banks.

The other component of an asset protection bank is simply a re-
turn is being made and it is being sheltered, and it is probably not
being disclosed in any jurisdiction in terms of income. That kind
of situation I am now talking to. There are hundreds and hundreds
of victims throughout North America, probably thousands, and it
goes throughout the rest of the world.

For example, there is an agency in the United Kingdom called
the International Chamber of Commerce which I believe you are fa-
miliar with. They have a tracking system where they are tracking
this on a worldwide basis, and they have hundreds of instances
that are occurring on a daily basis.

Does education work? Probably not. Does notoriety work? Prob-
ably, yes. Do lawsuits work? Yes, but they are highly individ-
ualistic. I would believe that probably the best attempt—and em-
phasis on the word “attempt”—would be to have effective legisla-
tion whereby these entities can’t operate effectively but for the
media of correspondent banking. If they don’t have a transportation
system under which to move the funds into any jurisdiction, they
are shut down. Look at the example of your report on February 5
and then 10 days later an inordinate amount of pressure is obvi-
ously exerted domestically in Dominica and the license is canceled.
That is very effective.

Senator LEVIN. I do have one additional question, and that is are
you familiar with the Canadian banking laws and regulations rel-
ative to correspondent accounts in your legitimate banks? Are you
more strict than our banks? Are you familiar with that area of law
and regulation?

Mr. JACQUES. I am more than a student, but I am not an expert.
I can only tell you—and I took the liberty of bringing down a stat-
ute which I will give to your Subcommittee, which is an attempt
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by the Canadian Government. It is called the Proceeds of Crime
Money Laundering Act, and this statute came into effect in October
of 2000.

We have the same problem. Obviously, our economy is a tenth
the size of the United States, so you use that factor. But I would
assume that, yes, money laundering does take place in Canada. I
know that. I shouldn’t say “assume”; I know it takes place. Are we
any better than you are? Probably not in terms of how we effec-
tively police it.

Toronto would probably be a magnet for it by virtue of its posi-
tion in the Canadian economy in terms of what goes on there. But
banks in Canada are very, very vigilant. I have a commercial prac-
tice, a commercial corporate practice, and occasionally I am asked
by clients to transfer funds directly or indirectly to other jurisdic-
tions. I can say to you that on a number of occasions when these
funds are leaving my firm’s trust account, I am confronted by a
bank officer asking us the personality of the funds. Then I get into
these issues of solicitor-client relationships and I have that issue
with the bank. But I can tell you the banks in my country are ob-
servant, vigilant, and they are attempting to enforce it.

Senator LEVIN. Thank you. Thank you, Madam Chairman.

Senator COLLINS. Thank you very much, Mr. Jacques. I very
much appreciate your assisting the Subcommittee with this impor-
tant investigation.

Mr. JACQUES. Thank you.

Senator COLLINS. I wish you a good and safe and easier trip back
home.

Our next panel of witnesses for this hearing will be representa-
tives of the Departments of Treasury and Justice. At this time, I
would like to ask Joseph Myers from the Treasury Department and
Mary Lee Warren from the Criminal Division of the Department of
Justice to come forward.

These two civil servants will highlight for the Subcommittee the
current status of U.S. anti-money laundering efforts with regard to
correspondent banking, and will describe for us the two Depart-
ments’ commitment to protecting the American banking system
from abuse by money launderers and other criminals.

I would note that I had the opportunity yesterday morning to
discuss these hearings with Secretary O’Neill and I was very im-
pressed with his knowledge of our hearings and his commitment to
helping stem the tide of money laundering that these hearings
have disclosed.

I am going to ask both witnesses to stand, since pursuant to Rule
VI all witnesses who testify are required to be sworn.

Do you swear that the testimony you are about to give to the
Subcommittee will be the truth, the whole truth, and nothing but
the truth, so help you, God?

Mr. MYERS. I do.

Ms. WARREN. I do.

Senator COLLINS. Mr. Myers, we are going to start with you, if
you will proceed, please.



117

TESTIMONY OF JOSEPH M. MYERS,! ACTING DEPUTY ASSIST-
ANT SECRETARY (ENFORCEMENT POLICY), U.S. DEPART-
MENT OF THE TREASURY, WASHINGTON, DC

Mr. MYERS. Madam Chairperson, Senator Levin, I am pleased to
appear before you today to discuss the issues raised in your Minor-
ity staff's February 5 report “Correspondent Banking: A Gateway
to Money Laundering.”

I would like to submit my full written testimony for the record
and highlight a few points, if I may, orally.

Senator COLLINS. Both of your written statements will be in-
cluded in the record in their entirety.

Mr. MYERS. Thank you.

I would like to begin by congratulating the Subcommittee and
the Minority staff for its impressive work on this report and in
gathering a factual record for this hearing. In our view, the report
and the hearing raise serious issues. We are studying them very
closely. It is a complex area and a difficult one.

I think the work that you have done here has already had real
consequences, and I congratulate you for that. We have seen rogue
banks closed. We have seen changed policies in the Bahamas and
the Cayman Islands with respect to shell banks, and I think you
have done an impressive job of drawing the attention of the domes-
tic banks and the public to this important area.

As you know, the Treasury and Justice Departments have jointly
issued two national money laundering strategies to meet our obli-
gations under the Money Laundering and Financial Crimes Strat-
egy Act of 1998. In last year’s National Money Laundering Strat-
egy, we acknowledged that correspondent banking accounts and
other international financial mechanisms, such as payable through
accounts, private banking, and wire transfers, all are important
features of the international banking system, and yet they are po-
tential vehicles for money laundering. The strategy thus recognized
the need for further examination of these mechanisms and to find
ways of addressing potential abuses without disrupting legitimate
economic activity.

The interagency community has substantially accomplished the
goals articulated in last year’s strategy in this area. In September
2000, the Office of the Comptroller of the Currency of the Treasury
Department issued the Bank Secrecy Act Anti-Money Laundering
Examination Handbook. This handbook identifies high-risk prod-
ucts and services, including international correspondent banking
relationships, special use accounts, and private banking, and estab-
lishes examination procedures to address these subjects, including
specialized procedures for foreign correspondent banking.

In addition, the OCC has initiated a program to identify banks
that may be vulnerable to money laundering and examined those
banks using agency experts and specialized procedures. Some of
those examinations have already focused on foreign correspondent
banking.

We have also made a great deal of progress in addressing the
risks involved in international correspondent banking through our

1The prepared statement of Mr. Myers appears in the Appendix on page 250.
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active support of the Financial Action Task Force’s project to iden-
tify non-cooperative countries and territories.

Of the eight foreign jurisdictions involved in the case studies
highlighted in the Minority staff’s report, six of them are on the
FATF list of 15 non-cooperative countries and territories, and seven
of them are the subject of formal advisories from the Treasury’s Fi-
nancial Crimes Enforcement Network, or FinCEN. The FinCEN
advisories alert U.S. financial institutions of specific deficiencies
identified by the FATF review and confirmed by our own analysis,
and they encourage our institutions to apply enhanced scrutiny to
transactions involving those jurisdictions. Twenty-three of the 29
FATF member countries have issued similar warnings to their do-
mestic financial institutions.

As a result of the FinCEN advisories, the OCC implemented a
program to review the anti-money laundering programs in all
banks with significant exposure to one or more of the non-coopera-
tive countries and territories. The OCC is currently in the process
of evaluating these banks to determine whether their systems and
processes are adequate to control the anti-money laundering risks
associated with the non-cooperative countries and territories.

We have also been working with our allies and with officials from
these jurisdictions to correct deficiencies in law, regulation, and
practice that aggravate the risk associated with international cor-
respondent banking business.

In response to these efforts, 7 of the 15 countries listed—the Ba-
hamas, the Cayman Islands, the Cook Islands, Israel, Liech-
tenstein, and Panama—have already enacted most, if not all, of the
legislative or regulatory changes necessary to bring their systems
into line with international standards. These jurisdictions are now
developing and discussing with the FATF and with the U.S. bilat-
erally specific plans to implement these changes, and we are work-
ing on a timetable that will allow those that take appropriate re-
medial measures to be de-listed at the earliest possible time.

I want to highlight that not only has the list and the FinCEN
advisories prompted movement within these jurisdictions; they
have also increased the quantity and quality of suspicious activity
reports filed by U.S. financial institutions.

The Financial Crimes Enforcement Network has begun to ana-
lyze the SAR filings related to the 15 NCCTs. The findings from
their work will be incorporated fully into the second review of SAR
filings that the interagency community expects to publish jointly
with the American Bankers’ Association in April. This report will
show, among other things, that since the issuance of the advisories
last July through November 2000, U.S. financial institutions, in-
cluding foreign banks operating in the U.S., roughly doubled the
rate of filings of suspicious activity reports for most non-cooperative
countries and territories.

A preliminary analysis of December 2000 data confirms this
trend, and the majority of these findings describe wire transfer ac-
tivity either to or from the country in question. Dollar amounts in-
volving wire transfer activity tend to be high, frequently in the mil-
lions of dollars.

The remaining suspicious activity reports described for the most
part structuring of cash and monetary instrument transactions in-
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volving money orders, traveler’s checks, and cashier’s checks. In
most instances, financial institutions in the United States are a
link in the chain of international transactions, as opposed to the
originating or end point in the movement of suspicious funds.

Although further FinCEN analysis is needed with respect to
these suspicious activity reports, it is apparent that international
correspondent account activity of the type discussed in the Minority
staff’s report has been and continues to be noted. Such cor-
respondent account activity was also identified in a separate study
of domestic U.S. shell company activity that was summarized last
fall in the initial issue of the SAR activity review.

The challenge we now face is to make effective use of this infor-
mation, both in investigations and in providing feedback to the fi-
nancial services community. I want to emphasize that the FATF
project and our support for it are works in progress. There is a sec-
ond round of review currently underway and we expect to be in a
position to put additional jurisdictions on the list in June.

As I have indicated, we are also actively involved in helping ju-
risdictions respond to the concerns. Unfortunately, some of them
have shown very little progress. The FATF indicated its special
concern about the relative lack of progress in the Russian Federa-
tion, Lebanon, the Philippines, and Nauru. Each has its own par-
ticular obstacles to address, but the international community is ex-
pecting a positive response to the concerns identified. The FATF is
planning in June to reach a decision with respect to counter-
measures for those jurisdictions which have not made adequate
progress. Secretary O’Neill attended his first meeting with his G-
7 counterparts in Palermo 2 weeks ago, where the Ministers con-
firmed their support for countermeasures as necessary.

By statute, the National Money Laundering Strategy is due to
the Congress each year on February 1. This year, with the new ad-
ministration in office, we have asked for an extension of the dead-
line until April 1. As we work to meet that deadline, we look for-
ward to a continuing cooperative effort in pursuit of our common
goal to prevent criminals from realizing the profits of their crimes.

The Minority staff’s report raises a number of important issues.
We are carefully considering them. As we consider what additional
measures may be necessary to reduce the risk of abuse in this area,
it will be important to ensure that such measures do not interfere
with legitimate commerce and international trade finance, or put
our institutions at a competitive disadvantage in the global mar-
ketplace.

The Treasury is committed to working with the Congress to
ensure that we have all the necessary tools to combat money laun-
dering. We will carefully evaluate the various legislative proposals
that have been and may be put forward in this area. In so doing,
we will consult with the interagency community and financial insti-
tutions, and seek to balance the legitimate interests of law enforce-
ment with the equally legitimate concerns about privacy and regu-
latory burden.

Meanwhile, we will continue to pursue the FATF work. We will
be prepared to implement countermeasures as necessary, and we
will take the findings of this hearing into consideration in the con-
text of our review of the FATF 40 recommendations.
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Thank you again for the opportunity to appear today. I will be
happy to answer any questions you may have.

Senator COLLINS. Thank you, Mr. Myers.

Ms. Warren.

TESTIMONY OF MARY LEE WARREN,! DEPUTY ASSISTANT AT-
TORNEY GENERAL, CRIMINAL DIVISION, U.S. DEPARTMENT
OF JUSTICE, WASHINGTON, DC

Ms. WARREN. Thank you, Madam Chairman and Ranking Minor-
ity Senator Levin. I appreciate the invitation to appear today to
offer the Department of Justice’s views regarding the use and
abuse of correspondent banking relationships in the United States.

The Criminal Division has been pleased to provide the Sub-
committee with information concerning law enforcement’s concerns
and our insights on the obstacles and hindrances presented by cor-
respondent banking to investigations and prosecutions. We look for-
ward to continuing this cooperative arrangement.

Today, I would like to focus on three main areas identified in the
report of the Minority staff: The extent to which money laundering
through U.S. correspondent bank accounts is a significant law en-
forcement concern, some of the legal and practical challenges in
seizing alleged illicit funds and identifying beneficial owners of and
depositors into such accounts, and our general views on the rec-
ommendation for amending the U.S. forfeiture law and enhancing
law enforcement-industry communications with regard to cor-
respondent bank accounts.

The international movement of illicit proceeds through -cor-
respondent bank accounts servicing foreign institutions is often dif-
ficult for law enforcement to detect. Even when detected, law en-
forcement may encounter significant hurdles in tracing, seizing,
and forfeiting such funds, made once again all the more difficult
when it is hard to discern the true beneficial owner of the funds
being transferred.

Most often, as the Minority staff’'s report concludes, this occurs
when U.S. financial institutions offer banking relations to foreign
shell banks, offshore banks, and to banks in those jurisdictions
with unduly broad bank secrecy protections and those that have lit-
tle or no effective anti-money laundering regimes. Typically, such
banks fail to make and maintain proper account and transaction
records as well.

From a prosecutor’s perspective, in order to attack the abuse of
correspondent banking by money launderers, the U.S. financial in-
stitutions must be vigilant and the U.S. Government must work to
ensure that our laws provide the necessary tools to prosecute indi-
viduals who knowingly facilitate the transfer of illicit funds, and to
identify, seize, freeze, and forfeit criminal proceeds transacted
through such accounts. We need that help as well.

Let me hasten to add that with all these frustrations and dif-
ficulties, the Departments of Justice and Treasury, in our coordi-
nated fight against international financial crime, have scored some
significant successes.

1The prepared statement of Ms. Warren appears in the Appendix on page 256.
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In my full written statement, I have outlined Operation
Skymaster and Operation Juno, in which our investigators and
prosecutors were able to penetrate the use of the Black Market
Peso Exchange scheme and to identify the traffickers and those
who facilitated trafficking through money laundering.

These successful cases also revealed and highlighted some prob-
lems facing law enforcement in tracing and forfeiting criminal pro-
ceeds in foreign countries and in instances when correspondent
banking is used. Our money laundering laws, dating to 1986, ad-
dressed primarily a domestic problem in the beginning and unfor-
tunately have not always kept pace with the developments in tech-
nology and international commerce.

Three major areas of problems emerge. First, when offshore
banks in one jurisdiction have their representatives in another, it
can be difficult for U.S. law enforcement to determine the actual
location of the funds and in which jurisdiction we should focus our
forfeiture efforts. Once U.S. law enforcement pinpoints the correct
foreign jurisdiction, our ability to forfeit these funds is dependent
upon the level of cooperation offered by that jurisdiction and by the
strength of that jurisdiction’s forfeiture laws.

The second major problem area is the complexities that can arise
from our own forfeiture law with respect to jurisdiction and venue
in forfeiture cases in the United States. This is particularly true in
cases when U.S. law enforcement does not know initially the final
destination or beneficiary of the funds sent through a cor-
respondent account and only determines that fact much later on.

Third, the relevant U.S. statute of limitations requires the gov-
ernment to bring forfeiture actions against fungible property, such
as funds in a bank account, within 1 year from the date of a money
laundering offense. If the government does not file within that
deadline period, we are required to make a strict one-for-one trac-
ing review of the funds or prove that the foreign bank itself was
involved in the wrongdoing. These requirements are often difficult
to satisfy, particularly in cases involving correspondent bank ac-
counts.

Some of these problems were best exemplified in the forfeiture
cases resulting from Operation Casablanca. Criminal Division pros-
ecutors in Washington filed civil forfeiture complaints in the Dis-
trict of Columbia against the funds wire-transferred to other for-
eign accounts. We used the statutory authority granted in Title 18,
United States Code, Section 981(a) and 984, as well as 28 U.S.C.
Section 1355(b).

In one instance in Operation Casablanca, funds had been wire-
transferred to a bank account in one jurisdiction, a foreign location.
After filing our civil forfeiture complaint, the Department re-
quested assistance from that foreign government. It was learned by
our foreign counterparts, however, that the bank, as well as the ac-
count into which the funds had been transferred, were actually lo-
cated in the second jurisdiction.

In the second country, the Department advised authorities that
we had information concerning the transfer of drug proceeds to
bank accounts within its jurisdiction. That country’s officials then
filed a criminal forfeiture action, the only forfeiture available in
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that particular country. They based their criminal case on our re-
quest for assistance. That jurisdiction froze the accounts.

But then because the defendants were not before the court, it
was uncertain whether they could indeed be forfeited criminally. In
addition, the bank did not appear to have any actual buildings or
branches within the court’s jurisdictions, and the assets securing
the bank’s obligations were not located in the country.

Finally, having come almost full circle, it was determined that
the assets we were pursuing were likely located in the foreign
bank’s correspondent account back here in the United States, at a
U.S. bank in New York City. This was a tortuous, time-consuming
chase.

The prospects for success in our U.S. civil forfeiture action in
that particular instance remain uncertain. There is a potential
claim that the assets in question were actually located in the for-
eign bank’s correspondent account in New York City. Jurisdiction,
venue, and the 1l-year statute of limitations then may become
grounds for challenge. Now, I need to note this was an instance
when we had enormous cooperation from the foreign jurisdictions
and we still had all these obstacles.

Let me shift very briefly to the recommendations in the Minority
staff’s report.

The first four recommendations, I think, are better treated by
regulators and supervisors. The final two recommendations, how-
ever, deal with law enforcement issues. They suggest better U.S.
communication with the industry and assistance to the bank in
identifying and evaluating high-risk foreign banks. The final rec-
ommendation was forfeiture protections in the United States per-
haps should be amended to enhance our ability to seize and forfeit
illicit funds.

These are valuable recommendations, and we concur that they
warrant further study and review. We would be pleased to work
with the Subcommittee and members of the staff toward these
goals.

With respect to improving communication channels between the
U.S. Government and U.S. banks, Mr. Myers has already noted
several of the ways we are working bilaterally, multilaterally and
with the industry itself. Law enforcement intends to continue to
enhance these working relationships, all, of course, within the con-
straints that we cannot reveal ongoing criminal investigations and
the sensitive information in those investigations.

With respect to the final recommendation amending our asset
forfeit laws, we believe that such a provision would be beneficial
in terms of pursuing and prosecuting forfeiture cases and, as I stat-
ed, is well-deserving of further study and review. We strongly be-
lieve that illicit proceeds, wherever located in the world, should not
be hidden from detection or immune from forfeiture when money
launderers take advantage of some weak link somewhere in the
world in the international money laundering campaign.

There should be no safe haven for money that is the proceeds of
crime. We understand at the same time, of course, that the pros-
ecutor’s concerns would need to be carefully balanced against other
needs in the U.S. financial system and legitimate commerce.
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Once again, I commend the Subcommittee and staff for focusing
attention on this important issue. We look forward to continuing
our work with the staff and the Members to find solutions to the
problems you have highlighted.

I look forward to your questions.

Senator COLLINS. Thank you very much, Ms. Warren, for your
testimony.

Mr. Myers, you mentioned in your statement that Treasury and
Justice have jointly issued two national money laundering strate-
gies, and that in both correspondent banking relationships, in par-
ticular international correspondent banking relationships, were
found to be vulnerable to abuse by criminals seeking to launder
funds.

You go on to say that the advisories issued by the Financial
Crimes Enforcement Network—FinCEN, I believe, is the acro-
nym—do not discourage banks from maintaining relationships with
non-cooperative countries. Instead, in your written testimony you
indicate that they are intended to encourage banks to exercise cau-
tion in such relationships, but not actually to discourage them.

I am curious why not. Why wouldn’t you discourage banks from
maintaining relationships with foreign banks in countries that
have been non-cooperating and aren’t showing the kind of progress
that the countries that you have listed that have moved on anti-
money laundering laws have shown?

Mr. Myers. Thank you, Senator. We essentially view the
advisories as a warning. Our best analogy is to a sign on a highway
bridge, for example, that would say “slippery when wet.” We are
not telling a driver not to cross the bridge, but we are telling the
driver to be very careful and to take into account the circumstances
of the road, the weather conditions, the type of car he or she is
driving, the speed at which he or she is traveling.

In this way, when we look at a complex array of factors that may
influence a decision to do business in a particular jurisdiction, we
recognize that our banks are in very different circumstances.
Across the United States, we have large money center banks with
very sophisticated compliance systems. We have small independent
banks without a lot of international connections.

Similarly, in particular jurisdictions that we have named on our
list, take Israel, for example, they don’t have a money laundering
law. On the other hand, they have a fairly mature and well-func-
tioning bank regulatory system. So we wouldn’t want in that case
to tell banks not to deal with Israel or advise them that it is—

Senator COLLINS. Well, you used Israel as an example of a coun-
try that has taken steps. I am talking about those countries that
are non-cooperating and haven’t taken any steps.

Mr. MYERS. I guess my point, Senator, is simply to try to clarify.
The countries that made it on to this infamous list made it on to
that list for various reasons, and the world presents itself to us in
shades of gray. We thought it best in the first instance for the first
year around to issue warnings and to tell our banks specifically
about our concerns and to make those concerns public. We have
seen that that has provoked a lot of movement in the jurisdictions,
and also we think a lot more caution in our banking community.
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As I have indicated, however, if the jurisdictions are not willing
to change their practices, if we find that it is not working, we are
prepared to consider further countermeasures and all options are
on the table as far as we are concerned. But we are only—we are
9 months into this public process, and I remind you we have con-
sensus across 29 jurisdictions to take these steps. We certainly
weren’t in a position to build a consensus around cutting off 15
countries from the world’s financial systems without some kind of
fair notice and opportunity for them to amend their ways.

Senator COLLINS. One of our banking representatives last week—
I believe it was the witness from Bank of America—emphasized
that U.S. banks would welcome more guidance from FinCEN about
which banks the American Government believes are promoting ille-
gal activities or closing their eyes to illegal activities. These banks
seem to be asking for more guidance from FinCEN on where they
should do business, and are essentially telling us that they would
welcome more red flags.

Could you comment on that?

Mr. MYERS. Yes, thank you. I would agree with you that the
banks have made it very clear to us that they welcome as much
guidance as we can give them. I note that the OCC, Treasury’s
main regulator, has historically issued alerts to the banking indus-
try and other regulators about offshore shell banks and other insti-
tutions that hold themselves out as banks but lack licenses from
recognized authorities or otherwise are not suitable to be engaged
in the banking business. These advisories have come out regularly
and so we try to meet this obligation.

Beyond that, I would just echo the comments made by my col-
league from the Justice Department that we are very interested in
trying to provide this kind of information where we can, but it obvi-
ously raises, as does the process through which we identify drug
kingpins and others with respect to whom we cut out of the U.S.
financial system under OFAC sanctions—this raises a host of con-
cerns about disclosure of sensitive information, both from the law
enforcement community and also the intelligence community.

Senator COLLINS. You mentioned shell banks and doing business
with shell banks. Senator Levin and other experts on money laun-
dering have raised the question of prohibiting U.S. banks from
opening correspondent accounts for foreign shell banks because
they have no physical location, and are not affiliated with any
other regulated financial institutions.

I would like to ask both of you for your opinion on whether steps
should be taken to prohibit U.S. banks from having correspondent
accounts with shell banks.

Mr. MYERS. Yes, thank you. We are carefully studying this rec-
ommendation, and I want to congratulate the Subcommittee and
the staff for focusing as you have. I note that the report defines
very narrowly, and you have been defining in the hearing very nar-
rowly the term “shell bank,” and I think that is very productive.

We recognize that these institutions, as you have defined them,
pose a significant risk and that they are often used to perpetuate
all types of fraud and are the subject, as I indicated in my previous
answer, of a series of Office of the Comptroller of the Currency
alerts. We also welcome the news that jurisdictions such as the
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Cayman Islands and the Bahamas have taken steps to eliminate
such institutions.

We are still struggling around the margins on this issue before
we can give a ringing endorsement of the recommendation, and let
me try to explain. We understand, for example—and we are still
studying this with relevant regulatory authorities—that entities
may be subsidiaries of, for example, securities companies or insur-
ance companies. They may be set up in a way that might meet
your definition of shell bank, or shell financial institution if I can
broaden it out a little bit, and there may be legitimate purposes oc-
casionally for institutions like that. We also can imagine an exam-
ple of an Internet bank that doesn’t really exist anywhere but may
be legitimate and sufficiently supervised.

So with those caveats and with those concerns that we have that
we are trying to work through, we do think there may be scope for
work in this area. We welcome what I understand to be a new ini-
tiative on behalf of the New York Clearing House banks to develop
best practices in this area, and we think we should work with the
private sector and with the Congress on any specific proposals in
this area.

Selrl)ator CoLLINS. Ms. Warren, what is your judgment on this
issue?

Ms. WARREN. I need to first caveat that our view is from a pros-
ecutorial perspective or an investigator’s perspective, and in many
ways it is the view from the medical examiner’s office or the pa-
thologist. We see where it really goes wrong, and there have been
enormous harms visited on those who have been the victims of
fraud or have allowed drug trafficking to proceed.

So from our very limited perspective, we would certainly applaud
the recommendation. But we also understand that ours is only one
part of a much larger view of what needs to be looked at in terms
of regulating and controlling this kind of banking, and we would
look to work together to provide our insights from our medical pa-
thologist office with those who have a different piece of the puzzle
to provide.

Senator COLLINS. Ms. Warren, does the Justice Department have
concerns that if it alerts banks to problems with a specific jurisdic-
tion’s bank that you may compromise an ongoing investigation?

I am trying to figure out why the government doesn’t more read-
ily share information with U.S. banks that would prevent them
from doing business with people who may, in fact, be facilitating
the laundering of criminal proceeds.

Ms. WARREN. I can foresee some instances where the information
about not dealing with a bank, of such identifiable particularity,
would alert others to our ongoing investigation. And we would need
to weigh, and ask that others weigh, the importance of our pro-
ceeding with our investigation against immediately shutting down
such a bank by providing information of such a peculiar nature
that it would lead to a conclusion that this one bank was the tar-
get, or its customers the targets of our investigation. There might
be such instances.

If it is information of an ongoing investigation, there may be
some ways that we can provide more generic advice. But we don’t
want to jeopardize our investigation, and more than that, we don’t
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want to jeopardize any of our undercover officers who are often
right in the middle of such an investigation. Their lives could be
on the line.

Senator COLLINS. I am just going to raise quickly one more issue
with you before turning to Senator Levin for his questions.

In your written testimony, you indicated that the United States
must bring a civil forfeiture action against criminal proceeds in a
bank account within 1 year of the date of the money laundering of-
fense, and that is in order to take advantage, as I understand it,
of the relaxed tracing requirements in the current law. Is that ac-
curate?

Ms. WARREN. That is correct.

Senator COLLINS. Are there any similar time limitations under
the criminal forfeiture statutes?

Ms. WARREN. In the criminal context, we don’t have the advan-
tage of the fungible property provision of that 1-year statute of lim-
itations in Title 18 for civil actions. So we don’t have that at all
in a criminal forfeiture proceeding today. We would have to do
strict tracing of the assets in a criminal forfeiture action.

Senator COLLINS. If you have any recommendations to the Sub-
committee on changing these laws, I would very much welcome
hearing them today or having you submit them in writing.

Ms. WARREN. Understood.

Senator COLLINS. Thank you.

Senator Levin.

Senator LEVIN. Thank you, Madam Chairman.

On the question of shell banks and the purpose they serve, we
had two U.S. banks in front of us who testified that they don’t open
correspondent accounts for shell banks and they could not see any
reason not to prohibit correspondent accounts for shell banks, as
we define that term.

Are you familiar with their testimony? Were you or someone else
present for that testimony?

Mr. MYERS. Yes, sir, I am familiar. Thank you.

Senator LEVIN. You are looking, I think, at the edges, you said,
as to what conceivable legitimate purpose there would be to open
up a correspondent account with a shell bank. I think that is well
and good, but I think we also have got to look at the problem that
is created and try to address that problem.

If U.S. legitimate banks can’t see any reason, or at least the ones
who were in front of us can’t see a reason for opening up a cor-
respondent account with a shell bank, I would hope that you would
take their thoughts into consideration and move on with it.

You know, the M.A. Bank was affiliated with a financial institu-
tion. That was the excuse that was used there. First of all, even
if the regulatory process for a financial institution is good, as we
hope it is in the United States, it is a very different regulatory
process than the one for a bank. So I don’t think that that part of
the fringe that you are looking at will provide adequate assurance
that the bank regulator effort—the regulations that the bank in-
spectors and bank regulators enforce—are being enforced by securi-
ties investigators. It is a different form of regulation.

So I don’t see offhand how saying, well, there could be a shell
bank that is associated with a financial institution or an insurance
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company—I don’t see how that provides any answer in terms of
bank regulation.

Mr. MYERS. Thank you, Senator. I am not sure that we disagree
at all. I hope you will appreciate that we have a new administra-
tion, and I certainly don’t want to be in a position of having com-
]I;littfg% my Secretary to something on which he hasn’t been fully

riefed.

Senator LEVIN. Well, we can appreciate that, but if you could
give yourselves a reasonable time line to reach a conclusion on it
and let us know what that conclusion is, I think we would appre-
ciate that. Is that all right?

Mr. MYERS. Yes, sir. In fact, we very much look forward to con-
tinued discussion and we think you have raised a very important
issue. We are looking very carefully at it.

Senator LEVIN. Do you think that you give us your opinion with-
in a couple of months? Does that sound fair?

Mr. MYERS. Yes, it sounds fair to me, sir.

Senator LEVIN. Now, on the question of offshore banks that
aren’t shell banks but are offshore banks that are not allowed to
do business with the people who live in the jurisdiction granting
the license, we had testimony here from a former offshore bank
owner named John Mathewson. He testified that 95 percent of his
bank’s 1,500 clients were Americans, and he thought that all of
them were engaged in tax evasion.

He has spent the last 5 years cooperating with the Justice De-
partment identifying people who had, in fact, evaded our tax laws,
some of his former clients. He said that his bank is not unique; it
was a “run of the mill” bank in the Cayman Islands. He thinks, in
other words, that most of these offshore banks are engaged mostly
in that, hiding the assets of Americans who are evading taxes.

The question is how do we try to get at that issue, as well. It
seems to me that the shell bank issue, frankly, is a relatively easy
one. I don’t think that should take us a whole lot of time, although
you want to make sure there are not any unintended consequences.
One of our witnesses called it a no-brainer—I think that is what
he said, and it seems to me it is pretty close to a no-brainer. I don’t
want to imply that your brains won’t be at work for the next 60
days, but I will put it that way. To me, at least, it is pretty close
to a no-brainer.

Now, let’s talk about offshore banks. We have pretty good evi-
dence, and Mr. Mathewson in his cooperating role has provided an
extraordinary amount of it, as to what so many of these offshore
banks—again, we are talking banks that are not affiliated with our
regulated institutions—but what these offshore banks are mainly
about, or many of them are about or most of them are about.

Now, how do we get at it? How do we take a look at these unaf-
filiated offshore banks opening up accounts in American banks and
then using all the services of our banks to hide assets and to really
get involved in tax evasion for their clients? What do you suggest?
It is going on, it is rampant.

Ms. Warren, why don’t you start?

Ms. WARREN. This is a much harder puzzle. Again, there may be
legitimate commercial reasons for these offshore entities that are
not affiliated with regulated institutions to continue. That is not
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what we see from the Justice Department’s viewpoint because of
our particular perspective. We see where they are abused and
abuse our citizens.

I believe we need to hear—and this set of hearings has tried to
bring out—all the available information from the other pieces in
the puzzle, from the bankers themselves, from the industry, from
the regulators, and from those who have to look at the much larger
picture to try and see how best to do this. Again, I can only speak
from the prosecutor-investigator point of view, and that is when
these banks, these institutions are clearly abused.

Senator LEVIN. How do we get at the abuses? They are out there.

Mr. MYERS. Thank you, Senator. Let me start by agreeing with
your estimation that this is a much more thorny problem. As I am
sure you are well aware, the historical antecedents for offshore fi-
nance are deep and long, and we have much of U.S. business and
securities trading, insurance, takes place taking advantage of off-
shore markets through subsidiaries and complex arrangements.

Our basic view on this is that—

Senator LEVIN. Again, we are only talking unaffiliated.

Mr. MYERS. Yes, I understand, I understand.

Senator LEVIN. When you say subsidiaries, you are not address-
ing my question. I am talking about unaffiliated offshore banks.

Mr. MYERS. Right. Given a global economy where we have this
historical basis and then we have, I think, the emergence in sophis-
ticated offshore markets like the Cayman Islands and the Channel
Islands of banks and other firms that would like to compete with
the subsidiaries of U.S. firms or of London firms or of Dutch firms
or German firms, I don’t know that we can draw a line around sub-
sidiaries of U.S. firms in a way that would protect our firms’ com-
petitiveness with their foreign counterparts from England, Ger-
many, other major centers.

That said, we do think there are things that can be done. We are
working actively in a couple of areas. One, through the FATF and
other international standard-setting bodies, we believe—and we
assert this repeatedly and often—that it shouldn’t matter to a reg-
ulatory regime whether they are regulating offshore or onshore en-
tities.

For purposes of money laundering control, tax evasion, coopera-
tion on tax matters, it shouldn’t matter whether a firm is offshore
or onshore, and we push that point of view in all of our foreign re-
lations and through all of the international bodies in which we par-
ticipate. The FATF is active in that respect, as is the OECD tax
initiative which, as I understand it, is going forward on the view
that there really again is no excuse for not cooperating in tax mat-
ters and offering up a transparent regime. Put aside the question
of tax rates. Competition on tax rates is another issue, and that is
one where there is a lot more heated debate.

Senator LEVIN. You used the analogy of a traffic sign that says
“slippery when wet.” I would suggest that that is not what we are
dealing with here. These banks, most of them, are slippery under
any weather conditions.

This isn’t a case of a few bad apples ruining a barrel. This is a
case of a few good apples somewhere in the barrel.
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I really think that unless your assessment of the use of these un-
affiliated—I emphasize that—offshore banks is different from that
staff report, that is the way you should go at it. We have got to
try to protect the relatively few good by insisting on, first, regula-
tion of these banks. And if they are not regulated by a jurisdiction
that has good regulation, we should tell our banks forget it. We
don’t have to regulate them, but we want a good jurisdiction that
does have regulatory capability to do the regulating.

Second, it seems to me we should be able to know who the bene-
ficial owners are of these banks. We don’t know that now. We just
heard the example this morning of a victim who was victimized by
a bank that had a fancy name on it, but which is a rogue bank that
is stealing money, and you can’t find out who the owners of that
bank are. They have bank secrecy laws in the jurisdiction that li-
censes it.

It seems to me that as a condition of accepting a correspondent
account with an offshore bank, or opening an account for an off-
shore bank, our banks ought to be told “you must get the list of
beneficial owners of that bank; you must have that in your posses-
sion and require that bank to notify you of any changes, at a min-
imum” so our law enforcement officials aren’t faced with some se-
crecy laws down in wherever the island is or wherever the country
is, and where people who have been victimized by that bank can,
through a subpoena process, get access to the beneficial owners of
that bank and go after them in the case of this bank we have heard
about this morning.

We also have to do, it seems to me, much more in terms of sei-
zure of assets, and I will get back into that in my next round. I
am over already. Thank you.

Shall I go ahead?

Senator COLLINS. Yes.

Senator LEVIN. Thank you.

We have a handbook which is issued by the Office of the Comp-
troller of the Currency for bank examiners which says that a
bank—and this is the September 2000 version of it—it says a bank
must exercise caution and due diligence in determining the level of
risk associated with each of its correspondent accounts. That cau-
tion and due diligence is set forth in some detail on page 22, which
really sounds pretty good.

My question is going to be how is this enforced, but here is the
way it reads: “A bank must exercise caution and due diligence in
determining the level of risk associated with each of its cor-
respondent accounts. Information should be gathered to understand
fully the nature of the correspondent’s business. Factors to consider
include the purpose of the account; whether the correspondent
bank is located in a bank secrecy or money laundering haven; if so,
the nature of the bank license, i.e. shell or offshore bank, fully li-
censed bank, or an affiliate subsidiary of a major financial institu-
tion; the level of the correspondent’s money laundering prevention
and detection efforts; and the condition of bank regulation and su-
pervision in the correspondent’s country.”

That gets at a whole bunch of issues we have been talking about
for 3 days. My question: In your judgment, how many of the cor-
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respondent accounts at U.S. banks are subjected to that degree of
scrutiny right now? Can you give us a guess?

Mr. MYERS. I am sorry, Senator. I am sitting here today not able
to give you that number. I would be happy to get it for you as soon
as I can. I would need to call my friends at the OCC. I do know
that they have begun, as I think I indicated in my testimony—if
I didn’t say it, it is in the written part—they have begun doing tar-
geted examinations on the basis of that handbook from which you
just quoted. So I will endeavor to get you an answer.

Senator LEVIN. On the question of seizure of assets, where there
is credible evidence that dirty money is in a correspondent account,
assume the same standard, whatever the standard is for seizure of
assets in a domestic account. And I am not sure of the exact stand-
ard, but let’s say it is credible evidence that there is illegal money
in a U.S. bank account.

The Justice Department, as I understand it—and I want you to
comment on this because I may be wrong, but the Justice Depart-
ment, I believe, has greater capability to seize the asset in a reg-
ular domestic account than it does in a correspondent account. Is
that correct?

Ms. WARREN. Yes, that is. Checking with my experts, yes.

Senator LEVIN. So we have a bizarre situation where a foreign
bank’s bank account at a U.S. bank is given greater protection than
a U.S. citizen’s account in a domestic bank. Is that correct?

Ms. WARREN. Correct.

Senator LEVIN. Now, I think it is pretty clear that we ought to
be changing that, and again I think it is as clear as it is that we
ought to be changing some of the shell bank regulation. The off-
shore bank that isn’t a shell bank is a little more complicated, as
we have talked about.

Nonetheless, this one, it seems to me, is fairly clear. We should
not be giving greater protection to a foreign bank’s bank account
than we are to a domestic person’s bank account at our U.S. banks.

I am wondering if the Justice Department could give us, first, a
reaction to the proposal which is in the staff report and, second,
give us any suggested changes in that approach and give us actual
language that you might recommend. And then we would ask the
Treasury Department to—why don’t you do this jointly, if you can,
or give us separate recommendations either way? But can you do
that within a 30-day period?

Ms. WARREN. Agreed.

Senator LEVIN. Are you able to do that?

Mr. MYERS. Yes, sir.

Senator LEVIN. What about the confirmation of beneficial owner-
ship of the foreign offshore bank? I made reference to that a few
moments ago, but I didn’t get a reaction from you. Do you think
it is reasonable to require that our banks in opening correspondent
accounts for offshore banks have in their files a representation as
to who the beneficial owners of that bank are? Is that a reasonable
requirement, do you believe?

Ms. WARREN. It certainly sounds reasonable for the initial open-
ing. Unfortunately, the problems are not just in the initial opening
of the account, though. How do you monitor that as the account
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proceeds, particularly as we learn about nested accounts and those
kinds of transfers? Peeling back that onion is a lot more difficult.

Senator LEVIN. We could require, however, that the respondent
bank who has that account at the U.S. bank notify the bank of any
changes. I mean, if they violate that, then what the remedy is
might be difficult. Nonetheless, we could require that right up front
the beneficial owners be listed, and that the bank tell its customer
that if there are changes, you must notify us.

Is there any problem in doing that? I know there is a problem
in what happens if they lie and don’t follow through, but nonethe-
less there is some deterrence in just that requirement. Is there any
problem in going that far that you can see offhand, Ms. Warren?

Ms. WARREN. There are no problems that I foresee or that I
would foresee in my own very small business relationships. I would
like to know that. I would think—and this is just a prosecutor’s
view—that a bank, for instance, if it were extending credit, would
certainly want to know that if it is providing these other kinds of
services. It seems appropriate, again, from this limited perspective,
to ask the same questions.

Senator LEVIN. Mr. Myers.

Mr. MYERS. Yes, Senator, I tend to agree with my colleague. I
think where we are today is that your report has shown a lot of
light on what has been viewed as a complicated problem. I don’t
think it has been fully understood, and as Ms. Warren pointed out,
the history here is that banks have been very careful when they
extend credit and they have been a little less careful when they
simply provide services. I think there are some lessons learned—

Senator LEVIN. A little less careful? I think you are being a little
too cautious.

Mr. MYERS. They have been less careful, and I think that is
changing. It does seem to me perfectly reasonable for any bank to
know the owners of another bank they are doing business with.

Senator LEVIN. I want to go back to the question of a moment
ago relative to the beneficial owners being made known to our U.S.
bank when they open up a correspondent bank account.

Isn’t the knowledge of ownership of a customer, in this case a re-
spondent bank, really something that banks should be doing under
the “know your customer” requirement anyway? I guess I should
look first to Mr. Myers on this one.

Mr. MYERS. If the question is knowing who owns the bank with
whom they are doing business—

Senator LEVIN. Yes.

Mr. MYERS. Yes, sir, absolutely.

Senator LEVIN. Since we have “know your customer” require-
ments, ongoing requirements, that would address the question that
Ms. Warren raised about what happens if they don’t tell you if
there is a change in beneficial ownership. The answer is that then
our “know your customer” effort would have been thwarted and
frustrated. But at least we do have a requirement that our banks
put in place a “know your customer” regime, and presumably that
effort would at least be aimed at knowing if there is a change in
the beneficial ownership of a correspondent bank customer.

Is that accurate, would you say?



132

Mr. MYERS. I think that is accurate. If I might just offer—this
issue does become, as Ms. Warren suggested, a question of peeling
the onion. Our regulators have taken a view that our banks need
to make a risk-based assessment and then make decisions about
how many layers of the onion to peel.

We find in our international discussion there is really no agreed
standard here. We use the term “know your customer” to mean
customer identification at the outset of the account-opening. There
are really no agreed standards about what steps should be taken
on an ongoing relationship. I fully agree with you that our regu-
lators expect our banks to be careful and to keep apprised of who
they are doing business with.

Senator LEVIN. I would like to pursue a question that the Chair-
man was getting into relative to the exchange of information. When
there is negative information that is forthcoming about what we
call a high-risk foreign bank—that is either a shell bank or an off-
shore bank or a bank from a jurisdiction that doesn’t have a good
regulatory process—we call those a problem bank or a high-risk
foreign bank.

So when negative information is received about a high-risk for-
eign bank, for instance that a bank has been indicted or that a
bank is under investigation by an investigatory wing of a govern-
ment, I know that the regulators issue advisories. But is the kind
of information that I just talked about part of that advisory, where
a bank is under investigation or only where there has been an in-
dictment?

Mr. MYERS. As I understand it, Senator, that kind of information
may very well—almost certainly will inform a decision whether to
issue an advisory and it may be a part of an advisory. I think typi-
cally the problem that our banks have expressed through this hear-
ing and to us directly is that they think sometimes the warnings
are too little, too late, because the investigation is already con-
cluded. We have to work that out on a case-by-case basis with our
agencies and the Justice Department that are conducting the inves-
tigation.

Senator LEVIN. I want to raise the case of the American Inter-
national Bank, where before there was any indictment or convic-
tion there were a lot of subpoenas which were issued. So I want
to talk about information short of indictment or conviction.

Law enforcement agencies examining the American International
Bank had issued numerous subpoenas to the bank’s correspondents
for records of the bank and its clients. When the American Inter-
national Bank tried to open a new correspondent account with a
different U.S. bank, that new correspondent bank had no idea of
the subpoenas and the questionable activity that led to them. Had
the new correspondent bank known, it might have refused to open
an account for the American International Bank.

So I wonder whether or not there are any steps that can be
taken to let U.S. banks know about that kind of a situation without
jeopardizing the investigation. Here, I would include both Ms. War-
ren and you, Mr. Myers, in this question because we don’t want to
jeopardize investigations. But at that level where subpoenas have
been issued, can an advisory be issued to alert potential new cor-



133

respondent banks of at least what the current problems are or are
alleged to be?

Ms. Warren, can we start with you on that?

Ms. WARREN. I think it would be a greater problem to alert about
subpoenas. For example, if there are grand jury subpoenas, we
would not be able to share that information. There are often, how-
ever, very public indicia that the bank is in trouble. I mean, in
some of the cases cited in the report, there had been forfeitures al-
ready effected or freeze orders in place, and those are public infor-
mation and that information should be shared, in my view, as
swiftly as possible because in the end it just means there will be
more victims over time.

Senator LEVIN. Could you go through some of the records—not
today but perhaps for the record, could you go through some of the
files and experiences of the Justice Department and give us exam-
ples of where there were public indicia or other indicia that you
think could legitimately and should legitimately be on that advi-
sory which are currently not now part of, or assumed to be part of
that advisory?

This is a question which our Chairman was getting into in terms
of exchanging of information. Even if the subpoena particularly to
a grand jury can’t be referred to, for reasons that you have given,
there could be, it seems to me, additional items which are expected
to be on an advisory which historically have not or have been over-
looked. If perhaps both of you could look through your files and
give us examples of those and how you think that problem could
be addressed so we could get the better of information that was re-
ferred to, that would be very helpful.

Ms. WARREN. We will undertake that, and I think maybe in our
review of that information we might also come up with, I would
hope, some further suggestions about how law enforcement could
be more forward-leaning in terms of providing information that is
available.

We recognize that part of law enforcement is making public an-
nouncements, providing that information either to the target com-
munity or to the citizenry at large to protect victims. Clearly, we
can always do a better job at that.

Senator LEVIN. When we started to investigate the offshore bank
which we heard about this morning, the British Trade and Com-
merce Bank, staff came across a number of criminal investigations
and prosecutions that dealt with specific incidents at the bank, but
not the bank itself. The bank itself is a major problem. This is
truly a rogue bank, and that may be generous.

Here are some of the incidents: One Federal prosecutor in New
Jersey went after William Koop, a U.S. citizen who had defrauded
his victims and laundered about $12 million through three offshore
banks, including the British Trade and Commerce Bank. The pros-
ecution obtained a guilty plea from Mr. Koop, but no action was
taken relative to the bank.

A second prosecution is underway in Arizona against Benjamin
Cook, a U.S. citizen who is alleged to have defrauded other U.S.
citizens out of $40 million, and who then laundered the money
through a number of banks, including the British Trade and Com-
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merce Bank. Again, the prosecution is focusing on the person who
committed the fraud, but not the offshore banks that he used.

Other criminal and SEC investigations are going on in Cali-
fornia, Texas, Washington State, and Florida. All are looking at the
possible frauds, but none at the offshore bank or banks that facili-
tated the frauds by accepting the fraud proceeds with little or no
due diligence.

It seems to me that the prosecutors here—and I am not being
critical of them at all, believe me, because I know the problems
that they go through. But the prosecutors are each sort of touching
a different part of the elephant without anyone taking aim at the
elephant itself.

I am wondering if there is any strategy at the Justice Depart-
ment to go after the offshore banks that are operating in the
United States through these U.S. bank accounts and acting as re-
positories in multiple instances of laundered funds. That is the spe-
cific question.

Ms. WARREN. There is certainly a general strategy that we look
for banks as corporations, as entities, as defendants themselves if
it appears that they are guilty of wrongdoing. We have pros-
ecuted—and we have a chart that goes on for many pages of num-
bers of financial institutions that we have proceeded against di-
rectly and not just against any particular offender within that
bank.

What you suggest as certainly the collection now of so many in-
stances of wrongdoing from one relatively small bank may suggest,
or more than suggest some rottenness at the very core here. Those
are the kinds of instances that we need to analyze to see if we can
meet our standards for corporate liability proof in a criminal case
against the entity itself. We have found that proceeding in that
way has had an enormously deterrent effect in the banking commu-
nity, not just in the United States but our efforts against foreign
banks as well, and could have a salutary effect here.

Senator LEVIN. Is there a place where the information is put to-
gether that the same offshore bank is being mentioned in numer-
ous criminal investigations or prosecutions, even though it is not
the target of the investigation itself? Is there one place where the
banks that are named in those investigations are accumulated so
that you can see whether or not the bank itself should become a
target?

Ms. WARREN. Between the Treasury Department’s entities and
the Justice Department’s entities, there are several databases that
help us even down to particular accounts in terms of collecting in-
stances where they are misused. We are just learning some facility
with that information and how to use it in a more active way. I
predict that we will get much better in time.

If T just might add a postscript on the instance you raise about
a rogue bank in a series of violations, in order to prove our case
we are going to still need the documentary evidence from that enti-
ty or from that jurisdiction, and sometimes that can be very dif-
ficult. If we have a mutual legal assistance treaty with the over-
seeing jurisdiction, we ought to be able to obtain that readily.

If we have other agreements for financial information production,
then we can secure it. But without the documentary corroboration,
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our cases can be very difficult to prove. So there remain some ob-
stacles and we just have to keep working at it.

Senator LEVIN. Should we not allow correspondent accounts from
banks that are licensed by jurisdictions with whom we have no
such treaties or agreements?

Ms. WARREN. Perhaps there are other ways to look at it. That
is one way. Another might be in terms of your “know your cus-
tomer” rules, an extension of that is to also have an entry on that
who is your representative for service of process here in the United
States so that if, in fact, they are doing business through their cor-
respondent account, they are present for purposes of service of our
process as well to retrieve that information. I think there are many
ways that we could look at this and see what might best help us.

Senator LEVIN. We would welcome all the suggestions from both
of you and your agencies in this effort.

Thank you.

Senator COLLINS. Thank you, Senator Levin.

I want to thank our witnesses of this panel, and I want to second
Senator Levin’s request and urge your assistance in helping us to
strike the right balance as we seek to prevent money laundering,
but to do so in such a way that we don’t needlessly hamper the le-
gitimate operations of the international banking system. I would
encourage you to work very closely with us as we proceed to help
us find that right balance.

I want to thank you both for your testimony this morning. The
two witnesses are excused.

Ms. WARREN. Thank you.

Mr. MYERS. Thank you.

Senator COLLINS. The 3 days of hearings that we have held dur-
ing the past week on the role of correspondent banking in inter-
national money laundering have truly been an eye-opening experi-
ence.

Most Americans give little thought to the world of offshore bank-
ing at all. If and when they do so, I suspect that they assume, as
I did, that it is a shady world of wealthy criminals and tax evaders
that exists entirely separate and apart from the normal world of
reputable banking institutions in the domestic arena with familiar
and prestigious names that we all know. Such thoughts would only
be half right.

The offshore banking and shell bank world certainly contains
more than its fair share of shady characters and outright criminals.
But these hearings have made very clear that prestigious and rep-
utable American banks with excellent reputations have far too
often failed to escape being indirectly tied to institutions that ei-
ther knowingly or with their eyes deliberately shut are facilitating
money laundering.

As we have seen, the offshore shell banks and other poorly regu-
lated institutions can often insinuate themselves into the reputable
world of the premiere banks by means of correspondent banking ac-
counts. The Minority’s investigation has provided an important
service in pointing out the vulnerability of our correspondent bank-
ing system to abuse by money launderers, and in making clear how
lax due diligence and sloppy oversight by otherwise distinguished
American banks can play right into the hands of criminals.
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I am pleased to hear that American banks are making important
strides in improving their due diligence and account-opening and
monitoring procedures. I hope, however, that the case studies that
the Minority’s investigation has undertaken will spur them to do
much more to strengthen their procedures. I also believe that we
need an even greater effort by the Federal Government working
hzvith other countries to crack down on international money laun-

ering.

All in all, T hope and believe that the Subcommittee has been
able to contribute in important ways to the goal of ensuring that
our banking industry is made far less vulnerable to abuse by
money launderers and other criminals.

I want to thank all of the witnesses who have participated in the
Subcommittee’s investigation. They have made important contribu-
tions to the work of this Subcommittee.

I also would again like to commend Senator Levin and his staff
for their very hard and diligent work on a complex and fascinating
topic, and for all of their efforts in undertaking and leading this
complicated investigation.

Finally, I would like to thank the members of my own Sub-
committee staff who also worked very hard on these hearings, espe-
cially Eileen Fisher, Claire Barnard, Rena Johnson, Chris Ford,
and Mary Robertson. Their hard work and attention to detail has
also been indispensable in bringing these hearings to fruition.

Senator Levin.

Senator LEVIN. Madam Chairman, first let me thank you for
your invaluable support, both yourself personally and your staff, of
this investigation.

We have already achieved some significant results, including the
delicensing and closure of some rogue banks that should have been
closed a long time ago. We have heightened the awareness in a
number of jurisdictions that do not do an adequate job, to put it
mildly, of controlling their own banks.

But we have a responsibility of controlling our banks and to
make sure that our banks do not unwittingly aid and abet money
laundering through the correspondent accounts that they maintain
with foreign banks. That has been the goal of this investigation. It
is a 450-page report which really is the book now, as far as I can
tell, on the way in which correspondent accounts are being used to
facilitate improper activities by foreign banks.

I can’t say enough about my own staff and their year-long-plus
effort to put this book together. It is an extraordinary contribution
to a very complicated area about which there has been too much
mystery. We have got to rip away that mystique and we have got
to make sure that our banks, our legitimate banks, are not misused
by foreign banks who either are shell banks with no physical pres-
ence anywhere or offshore banks which are not allowed to do busi-
ness with the people who live in the jurisdiction that licenses the
banks or banks that come from jurisdictions that have no strong
regulatory process. We just don’t want them to misuse anymore
their accounts with American banks to take full use of the services
of those banks, including earning interest, including separating
ownership from money, hiding ownership, investing that dirty
money, and so forth.
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That is our responsibility as a people. We give a lot of very
strongly-held lectures and sermons to other countries about trying
to end corruption. We cannot allow the product of that corruption
to flow through our banks. We prohibit our own corporations from
giving bribes. It is a crime for an American corporation to give a
bribe. We cannot allow that money to flow through and be cleansed
by American banks.

We feel very strongly about the impact of drugs on this society.
We spend billions of dollars trying to stop the flow of drugs into
this country and then dealing with the impact of those drugs when
they do reach our shores. We cannot accept our banks, knowingly
or unwittingly, being the depository of dirty drug money.

There have been some steps taken, and as a result of this inves-
tigation there have been some additional steps taken, but we have
a long way to go regulatory-wise and in terms of our laws. We will
be working very hard on trying to close the loopholes in our laws,
trying to strengthen our laws, trying to, in my judgment at least,
end correspondent accounts for shell banks, trying to tighten up on
the use of correspondent accounts for offshore banks and for banks
that are licensed in jurisdictions which have no effective regulation.

We have to try to be sure that the beneficial owners of these ac-
counts are made known to our banks so that we have access
through subpoenas and through lawsuits to people who do per-
petrate fraud and then try to cleanse their money through our
banks, or who do take bribe money and try to cleanse the money,
or who make drug money and then try to cleanse it through our
banks, and so forth.

That is our responsibility. It is a heavy responsibility. Our Chair-
man very properly points out that we are going to attempt to do
that in way which does not impact on the legitimate operations of
legitimate banks, but that is surely our goal. No one should mis-
take either our intention to get after the misuse of our cor-
respondent accounts or our determination that in getting after the
misuse that we are not going to be doing damage to the legitimate
use of correspondent accounts. Both of those goals are in mind.

Again, I want to thank our Chairman for her support of this in-
vestigation. We could not have gotten here without your full sup-
port or get to where we are going without it, and I again thank you
and your staff for that support.

Senator COLLINS. Thank you, Senator Levin.

The Subcommittee hearings are now adjourned.

[Whereupon, at 12:18 p.m., the Subcommittee was adjourned.]
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JOBN M. MATHEWSON

February 27, 2001

United States Senate

Permanent Subcommittee on Investigations-Minority Office
Committee on Governmental Affairs

193 Russell Senate Office Building

Washington, D.C. 20510

Attm: Ms. Elise Bean

Susan M. Collins, Chairman
Carl Levin, Ranking Minority Member

OPENING STATEMENT

No U.8. citizen would go through the time required and the expense involved in opening
an offshore account or accounts unless there was a motive behind this expenditure of time and
expense. The motive behind opening an offshore account almost always involves tax evasion. It
also involves the attempt to hide money from a spouse, creditors or in the case of an individual
who has filed for bankruptcy in the U.S. to keep funds out of the bankruptcy proceedings. In
some cases, it is also an attempt to pass on major assets without a tax upon death.

Using Guardian as an example, the cost of opening a corporate account was $8,000.00
U.S.. There was an annual management fee of $3,000.00 U.S. or more. If an individual wanted
to have an aged corporation, this could cost between $12,000.00-$16,000.00 U S..

Additionally, the cost of flying to the Cayman Islands, staying in one of the expensive
hotels such as the Hyatt, and eating on the island all involved considerable expense. Without the
knowledge that they would be able to evade taxes and hide or shelter funds from the inquisitive,
there would be absolutely no point in establishing an offshore account; since almost all of the
services offered by offshore banks could be obtained from domestic U.S. banks for ne charge.

From time to time, [ had clients ask if Guardian sent out 1099°s. My answer was always
no and somewhat facetiously I would tell them that if they wished to have one sent out, we
would be pleased to do so. No one of the hundreds and hundreds of Guardian clients ever
requested a 1099.

Why would any U.S. citizen wish to go through the time and expense required fo
establish an offshore account unless it was for the evasion of taxes or the hiding of funds?

(139)
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Even when an offshore account looks innocent in the eyes of the U.S. authorities, it very
probably has a hidden agenda with a 1.8 citizen as the real beneficial owner.

Perhaps it is known that I assisted the 1.8. Government in decrypting the bank tapes that
1 had obtained from Guardian Bank & Trust (Cayman) Lid. and had given to the authorities in
the U.S.. These tapes contained all of the account information for all of the Guardian clients for
an approximate 16-18 month period before the takeover time of the bank and this information
was invaluable to the U.S. authorities. Without my assistance, these tapes probably would not
have been decrypted. It was approximately one year from the time that I gave these tapes o the
authorities before | was asked to assist and approximately 30-60 days later I had the tapes
decrypted.

The following are most of the correspondent accounts that Guardian established over the
years: Credit Suisse (Guernsey) Ltd.; Cayman National Bank; Sun Bank-Miarni; Royal Bank of
Canada; Pradential Securities-Miami, Bank of Bermuda (Cayman) Ltd.; Wheat First Securities;
Smith Bamney Shearson; The Toronto Dominion Bank; Bank of Butterfield International
(Cayman) Ltd.; Popular Bank of Florida, Capital Bank-Miami; First Union National Bank-
Miami; Credit Suisse { Toronto); Cannaccord Capital Corp.-Canada; Charles Schwab; EuroBank-
Miami; First Union National Bank; Bank of New York; Moss, Lawson & Co. Ltd. and
Richardson Greenshields.

Pursuant to the letter sent to my attorney Oscar Gonzalez on February 12, 2001, in which
[ was asked to address the subcommittee on certain issnes.  As follows:

1. How Guardian Bank used its U.S. bank accounts to launder funds and facilitate
tax evasion and other crimes in the United States.

Answer: Checks received from U.S, clients written on U.S. banks, were deposited
in the correspondent banks used by Guardian in the U.S. These checks were
cleared and then the amounts were put into a Guardian account.

Wire Transfers in U.S. dollars were also directed into these banks for credit to the
Guardian bank account. After the checks had been cleared and the amount
deposited in the Guardian bank account, the amounts of the various checks were
reflected in the Guardian accounts in the Cayman Islands for the various clients.
Theoretically, once the checks had been deposited and cleared or the wire
transfers received, these funds would then earn offshore without a taxable
consequence since the Cayman Islands has no income tax.

2. To what extent Guardian Bank was or other offshote banks may be reliant on
correspondent accounts to conduct their banking operations and transact business

Answer: Since 95% of Guardian’s clients were U.S. citizens, it was absolutely
imperative that Guardian have U.8. correspondent banks. Without U.5.
correspondent banks, it would be impossible to conduct business for US. clients
and therefore, the bank would be out of business  Since the other banks in the
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Cayman Islands had about the same percentage of U.S. eitizens as clients as did
Guardian, they too would have a serious problem.

3. To what extent other offshore banks may be engaging in similar misuses of their
U.S. correspondent accounts?

Answer: Al offshore banks used their U.S. correspondent banks to elear checks
and wire transfers from U.S. citizens.

4 Any recommendations you may have for U.S. banks or U.S. bank regulators to
strengthen anti-money laundering controls in the correspondent banking field.

Answer: Regardless of what bankers in the Cayman Islands would say, 95% or
more of their clients are from the U.S. Without correspondent banks to clear
checks and accept wire transfers, they would not be able to accept U.S. chients.

Since it would probably be impossible, if not inadvisable, to tell U.S. banks that
they cannot accept offshore banks as clients, I would suggest the followng:

a Any U.S. bank acting as a correspondent bank for an offshore bank, would
have to keep a permanent record (copies) of all checks and all wire
transfers with the amount of the wire transfer, from each of their offshore
correspondent accounts for at least a five year period. Also, a responsible
officer should be appointed to monitor all of these checks and wire
transfers

b. Banks such as Barclay’s or the Royal Bank of Canada that have branches
in the United States, would also have to keep copies of the checks and
wire transfers received from any offshore bank including their own banks
domiciled offshore. Constdering that the banks located offshore would
know that there was a permanent record of all checks and wire transfers in
the United States, this would be a considerable deterrent to clearing U.S,
funds through U.8. banks.

In addition, foreign trust companies could establish accounts with major banks
offshore and as a for instance, could call the account “Trust-Pans France #37
This account could be used for clearing U S. checks or wire trapsfers and the only
record showing that a U.S, citizen owned this trust would be in the trust offices
offshore.

The same could be done through a foreign attorney’s office where the attorney
would establish an account called “Spanish Olives, Ltd.” With a branch of the
Bank of America in the U K., only the attomey”s office would be aware that the
beneficial owner was a U.S. citizen since the attorney’s could act as directors of
the corporation.
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There are many other avenues that could be used by the sophisticated U.S. citizen
for tax evasion.

if there is any answer to the above, it goes back to requiring any U.S. bank or any foreign
bank located in the U.S. clearing U.8. checks and U.S. wire transfers from offshore, to make
copies of same.
{ hope the above will provide some additional assistance.
Sincerely,

Qo M. Mathowsen/ bamid

John M. Mathewson
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U.S. Senate Permanent Subcommittee on Investigations

Testimony of James Christie
Senior Vice President
Bank of America

The use of U.S. correspondent bank accounts with foreign banks to launder
money

March 1, 2001

Chairman Collins, Senator Levin, Members of the Subcommittee, I am pleased
to appear before the Permanent Subcommittee on Investigations to discuss
Bank of America’s anti-money laundering efforts in our correspondent banking

activities.

You have asked Bank of America to address several matters related to the
above subject: 1) the overall operation of correspondent banking at Bank of
America including the number of correspondent accounts Bank of America
maintains in tﬁe U.S. for foreign shell banks, offshore banks and banks in the
15 jurisdictions named by the Financial Action Task Force on Money
Laundering in June 2000 as non-cooperative with anti-money laundering
efforts; 2) Bank of America’s policies and practices on opening, managing,
monitoring and closing correspondent accounts for high risk foreign banks;

3) the extent to which correspondent banking is a high risk area for money
laundering, and the actions being taken by Bank of America to combat this
money laundering; 4) Bank of America’s experiences in handling
correspondent accounts for Swiss American Bank and American International
Bank; and, 5) any recommendations we may have for strengthening anti-money

laundering controls in the correspondent banking field.
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Background regarding Correspondent Banking

I would like to begin by letting you know that Bank of America takes very
seriously its role in assisting U.S. and other governmental agencies in the fight
against money laundering. For many years, law enforcement authorities
worldwide have recognized Bank of America as a cooperative institution in
assisting law enforcement in its efforts to combat money laundering. As an
example of our willingness to cooperate, our bank agreed to establish
undercover accounts for the benefit of U.S. law enforcement in its “Operation
Casablanca”, a controversial operation that has left the Bank of America brand
exposed to adverse media attention. In the past, we also received an award
from the Internal Revenue Service recognizing our cooperative efforts with that
agency. Later, I will also provide other examples of our cooperative efforts

with regulatory and law enforcement agencies.

We have an extensive program in place, including comprehensive internal
controls and practices, to detect and report suspicious activities related to
money laundering. In the U.S., for instance, Bank of America is one of the top
filers of Currency Transaction Reports (“CTRs”) and Suspicious Activity
Reports (“SARs”™). These reports are useful to law enforcement in investigating
financial crimes and money laundering activities. In 2000, for example, we
filed over one and a half million CTRs, or nearly 12% of all the CTRs filed
with the U.S. government. In addition, we filed nearly 19,000 of the reported
140,000 SARs filed in the U.S. in 2000, or 14% of the total filings. Certainly,
when looking at the numbers, Bank of America is a leader in recognizing its
corporate responsibility to assist law enforcement in its fight against money

laundering.
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Our ability to recognize and file reportable activities does not come without a
sizeable investment in technology and human resources. Bank of America has
invested heavily in monitoring systems over the years to capture and report
cash and other activities potentially related to money laundering. The bank’s
internally built wire monitoring systems, for example, have been reviewed and
assessed by numerous regulatory and law enforcement authorities. Several of
these agencies, including the U.S.’s Financial Crimes Enforcement Network,
have given our systems high praise. Still, we have not been complacent in our
monitoring efforts -- we recently made a further investment into new
technology to enhance our wire monitoring and we continue to research other

available solutions.

We provide CTRs and SARs to the government in a manner that avoids
violating the ﬁust and confidentiality of our customer base. We are keenly
aware of our need to assist law enforcement; however, we must constantly
weigh this responsibility against the need to protect our customers’ privacy.
Correspondent Banking at Bank of America

Bank of America’s efforts to monitor accounts and report suspicious activity
applies to correspondent bank relationships. Senator Levin, your staff spent a
considerable amount of time with us to learn about correspondent banking, how
it works and how accounts are monitored. We were one of the first banks to
volunteer to assist the Committee staff in this learning endeavor. We also
submitted a detailed response to the survey distributed by Committee staff
members last year. We produced numerous documents, answered numerous

questions and met with staff on a number of occasions.
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Throughout our conversations with the staff members (and in our response to
the survey), we noted that correspondent banking is, indeed vital, to the
financial industry. The notion of correspondent banking has been in existence
since the creation of banking. Without correspondent banking, the global
markets could not function. Correspondent banking is the basis for the

settlement of payments and the movement of funds on a worldwide basis.

At Bank of America, our correspondent banking service function is organized
by geographic divisions (i.e., U.S. and Canada Division, Asia Division, Europe,
Middle East and Africa Division and Latin America Division). Each division
has the authority to organize its functional responsibilities in a way they believe
best serves their correspondent bank customers, while maintaining the use of
our corporate policies on anti-money laundering controls. The regional
division managers report to the head of our Global Corporate and Investment

Banking group.

The typical menu of pro‘\“ducts and services we offer to our correspondent bank
customers includes cash management services, credit facilities, wire transfers,
wire transfer clearing, check clearing, foreign exchange, trade-related services,
bank notes, investment services and settlement services. These are traditional

bank products and services.

In three divisions (U.S. and Canada; Asia and Europe; Middle East and Africa),
relationship managers report into a client relationship management team. The
credit officers report into a credit product management team. Because the size
of our Latin America portfolio is smaller than in the portfolios in the other three
divisions, client relationships and credit functions are combined so that the

relationship manager oversees the entire client relationship. For credit
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application approvals in all divisions, the credit requests are prepared by the

responsible officer and presented to the risk management group for approval.

A central operations unit provides operational support across all the divisions,
including daﬂy account administration support for correspondent bank clients.
The wire transfer service staff is located within the central operating unit. The
wire transfer staff operates as a general utility function, serving both the

correspondent bank clients as well as any other customer of the bank.

All of these functions are separately reviewed by the compliance and the credit
risk groups, and audited by the bank’s corporate audit group. In addition, those
functions are externally reviewed by our outside auditors and regulatory

examiners.

There is a great deal of separation of responsibilities and controls that ensures
the safety and soundness of our operations. This functional separation requires
a number of staff members to become very familiar with our correspondent
bank relationships. Overall, we believe this type of organizational approach
provides outstanding service to our clients while ensuring the proper checks
ard balances to guard against fraud. In addition, this organizational approach
fosters an environment that encourages our associates to truly know our

carrespondent bank customers.

In the United States, the majority of our foreign correspondent bank accounts
are maintained and administered in our New York office, with additional
accounts similarly controlled in Miami, Florida and Concord, California.
Today, we maintain approximately 1,900 foreign correspondent bank accounts

inthe U.S. Bank of America processes an average of 25,000 transfers a day,
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with an average volume of $100 billion per day, for these foreign

correspondent banks.

As a matter of policy and practice, we do not maintain accounts for foreign
shell banks as defined in the February 5, 2001 Senate Minority Staff Report on
money laundering and correspondent banking. In the U.S., we maintain
approximately 1200 foreign correspondent banking relationships, including 125
relationships for foreign banks located in the 15 jurisdictions named by the
Financial Action Task Force on Money Laundering. All the foreign bank
relationships are either with branches of institutions that maintain a home base
office in one country and have established a physical presence in the Financial
Action Task Force-listed country, or with banks that are licensed by the local

jurisdiction and maintain a physical presence in that country.

Policies and Procedures for Opening and Mafntaining Accounts

Before Bank of America opens a relationship today with-a foreign bank in 2
high-risk country, as defined by the Financial Action Téék Force or, for that
matter, anywhere else in the world, a rigorous, risk-based due diligence process
would take place. The level of due diligence depends on several factors
including, but not limited to, whether the bank is a branch of a reputable bank
based somewhere else in the world, whether the bank already maintains a
relationship with Bank of America, who the principals are and their experiences
in operating a bank, whether a letter of introduction is available from a

reputable banking organization, and other such relevant factors.

As part of our correspondent banking policy standards, an account would not
be established for any institution that does not maintain a physical presence in

the high-risk country in which the bank is licensed unless there were
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extraordinary (and valid) business reasons for doing so. As mentioned earlier,
we do not currently maintain, to our knowledge, any correspondent accounts

for any foreign shell banks.

Prior to the establishment of an account, minimum due diligence
documentation criteria must also be met. Information that typically would be
obtained includes a copy of the bank’s incorporation documents and bylaws,
the institution’s latest financial statements (audited where possible), a copy of
the resolution of the board of directors authorizing them to proceed with
establishing the relationship and detailing the individuals authorized to
establish the relationship, certified copies of the passports of the principals, a
search of the company registry (or equivalent) by, or an undertaking from, a
law firm as to what documents are held on the registry and any other relevant
documents. If any of the documents were not in English then translations

would be required.

A visit to the institution’s physical operation and, where applicable, to the
primary place of business, is also required. We will also want to know what
“know your customer” standards the applicant bank has in place; what type of
client base the applicant maintains, including accounts with any foreign public
officials; whether the correspondent bank will offer services to other
correspondent banks, including any located in high risk countries; whether the
bank has monitoring systems in place to detect and investigate unusual or
suspicious activities related to money laundering; the results of audits and
regulatory examinations; and the typical amounts and volumes of activity the

bank anticipates having with us and whether these volumes seem appropriate.
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We will also look to other due diligence information such as a search of
publicly available data on the applicant or its principals. Also, we generally
have an understanding of most regulatory environments, especially if Bank of
America has a physical presence in the jurisdiction. If not, we would assess the
regulatory environment as well. Several units within our bank meet on a
constant basis with regulatory authorities. We would also check the applicant
and its principals against our Office of Foreign Assets Control (“OFAC”) list to

ensure there are no matches.

As mentioned earlier, Bank of America is one of the top filers of Suspicious
Activity Reports in the U.S. This activity includes numerous filings on foreign
banks. Presently, we maintain an internally built monitoring system that
captures certain types of U.S. dollar wire transfer activity. On a typical day, we
monitor 8,000 transfers and review these for suspicious activity. In addition,
we have expanded our internally built system to monitor all activity related to
the 15 non-cooperative jurisdictions. Since becoming fully operational in
November 2000, we have reviewed over 12,000 transfers involving the 15
jurisdictions and filed suspicious activity reports as appropriate. We have
recently purchased and are currently testing a system to monitor wire activities
for all of our foreign bank accounts, including those from non-cooperative
jurisdictions. This will give us some added capabilities not presently available
on our internally built systems including the monitoring of activities in foreign

currencies.

It should be noted that these wire monitoring systems are used to monitor
“transactions” and not the normal and expected activities of the foreign banks’
“customers.” We look at certain types of information contained in the wire

transaction fields to determine whether the transaction is suspicious. If we find
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an issue with a transaction, we refer the transaction back to the foreign
correspondent bank for further resolution with its own customer. If the
transaction were deemed reportable under U.S. regulations, we would file the

required Suspicious Activity Report in the U.S.

If the transaction involves a foreign bank’s customer who also maintains an
account with Bank of America in the U.S,, the transaction may have already
been identified by other monitoring systems. In the U.S., for example, we
maintain monitoring systems for fraud detection, cash reporting, and for
checking compliance with OFAC procedures. Other tools may be available for
our associates to monitor activity including manual reports and direct

knowledge of the customer.

We assess several factors in making the decision to close out a relationship
with a high-risk foreign bank. The factors might include a change in our
business strategy, a downturn in the foreign country’s economy, a credit
decision, turnover in the correspondent bank’s management, a loss of
confidence in the principals of the foreign correspondent bank, or a “lack of

comfort” in the type of customers that the foreign bank maintains.

Correspondent Banking and Money Laundering

Earljer in our testimony, I mentioned that correspondent banking is vital to the
settlement of payments and the movements of funds on a global basis. Some of
the world’s major wire transfer systems, Fedwire and the Clearing House
Interbank Payment Systems (“CHIPS™), move trillions of dollars through their
systems each day. Bank of America moves nearly a trillion dollars of wire
transfers through our internal wire systems each day as well, making us

comparable to Fedwire and CHIPS. The movement of these funds is at the core
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of correspondent banking -- without correspondent banks, the settlements of
these wires would not work. It has been mentioned in past hearings that money
laundering is nearly a $500 billion per year issue. While no one can accurately
determine the exact amount, it can be safely assumed that a good deal of the
money laundering taking place in today’s global market is through the use of
wire transfers. Nevertheless, the estimated “annual” volume as a portion of the
“daily™ volume of transfers through the existing wire transfer systems of

correspondent banks is relatively small.

In 1995, the Subcommittee commissioned the Office of Technology
Assessment (OTA) to assess the ability of artificial intelligence techniques to
monitor wire transfers and detect suspicious activity. The OTA concluded that
“continuing, real time monitoring of wire transfer traffic, using artificial
intelligence techniques is not feasible” and that “most criminal (wire) transfers
are on their face indistinguishable from legitimate transactions. The Chief of
FinCEN’s Systems Development Division likened the problem of monitoring
for criminal transactions not like “looking for a needle in a haystack,” but

rather like “Jooking for a needle in a stack of other needles.”

Even so, Bank of America recognizes its corporate duty to be a leader in the
fight against money laundering. In addition to the policies and procedures and
the monitoring systems I mentioned earlier, we have undertaken many other
steps to combat money laundering. These include training our associates on the
importance of recognizing and reporting unusual or suspicious transactions
related to money laundering, constantly reviewing our anti-money laundering
policies to determine their adequacy, and reporting suspicious activities in the

U.S. and in other applicable countries.
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Also, Bank of America associates have participated in numerous government
training programs, assisting in the training of hundreds of regulatory and law
enforcement personnel worldwide on the interworkings of the banking system
and how banks detect and report suspicious activities.

Bank of America has been favorably recognized by law enforcement in the
fight against money laundering not only for training law enforcement
personnel, but also for providing assistance in law enforcement efforts to detect
and arrest money launderers. Despite any negative publicity, we continue to be
proactive in working with governments in the fight against money laundering.
In short, we believe we are taking the right approach in balancing our efforts to
fight money laundering while constantly weighing the privacy and
confidentiality expectations of our customers who have entrusted us with their

private information.

Swiss American Bank and American International Bank

Senators Collins and Levin, you have asked us to discuss our relationship with
Swiss American Bankr’and American International Bank. It is generally not our
policy to discuss, particularly in an open forum, our relationship with Bank
customers. Certainly, both of you can appreciate this. However, under the
circumstances, we shall provide you with the history of the accounts and will

be prepared to discuss the relationships during the hearings.

American International Bank

American International Bank maintained accounts at two of our predecessor
organizations, the former Bank of America, from June 1993 through March
1996, and with Barnett Bank for a five-month period in 1997. Bank of
America offered cash letters, investment services, and automated wire transfer

capabilities to American International Bank. Total volumes that went through



154

this account were approximately $123 million for the three-year period with
Bank of America and $63 million for the seven-month period with Barnett

Bank.

Swiss American Bank

Swiss American National Bank established accounts with the former Bank of
America in April 1987. After receiving notice from Swiss American National
Bank in 1991 that it wanted to open a new relationship for Swiss American
Bank, Ltd., the process to disengage the original account of Swiss American
National Bank occurred and a new account was opened for Swiss American
Bank, Ltd. in June 1991. The Swiss American National Bank account closed in
July 1992. Citizens and Southern International Bank, which later became
NationsBank, also had a relationship with Swiss America National Bank
starting in September 1986. The accounts with NationsBank and the former

Bank of America were consolidated after the two entities merged in 1998,

Bank of America offered various cash collateralized credits, automated wires
transfer capabilities, investment services and cash letter processing to Swiss
American Bank. These services were discontinued in April 1996, however the

account remained open until July 1999 with minimal activity.

Recommendations

You have asked us to comment on what more can be done beyond our own
continued efforts to combat money laundering. As I noted earlier, we take
seriously the problem of money laundering and have dedicated significant
resources to fighting the problem. One recommendation we have is to
strengthen communication efforts between the government and the banking

industry. Given our discussions with your staff and our dealings with
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regulatory and law enforcement staffs throughout the world, we are aware that
many governments have been able to identify, through their own investigative
efforts, the names of individuals, companies, banks, other organizations and
countries that continue to facilitate or tolerate fraud and other money
laundering activities. It would be extremely beneficial for these governments
to provide these names to the banking industry. U.S. banks, including Bank of
Anmerica, are already required to maintain a system to interdict funds transfer
activity for OFAC. By providing us with the names of the entities that are
engaged in fraud and other related activities, we could add this information to
our OFAC filtering systems and interdict the activities of these entities. This
information would, in turn, potentially allow us to identify the accounts of or
relationships with the named entities. In the past, the U.S. government has
provided us the names of countries and high-risk areas for drug trafficking and
money laundering. It would be even more beneficial to provide us with the
names of the entities that the U.S. government “knows” are promoting illegal

activities.

Senator Collins and Senator Levin, the question has beén raised during our
discussions with Committee staff as to why we cannot monitor our foreign
correspondent banks’ customer’s activities. In other words, why is it that we
cannot monitor our customer’s customers? As [ have already testified, Bank of
America employs an industry-leading monitoring system that can identify
transactions that are potentially suspicious by the nature of the transaction
itself, but in relation to the normal trends and patterns of our foreign
correspondent bank’s customers. To accomplish the latter, we would need to
“profile” our correspondent bank customer’s customer accounts. This would
require detailed information that would raise numerous privacy concerns under
the laws of foreign jurisdictions. Unless the U.S. and the various foreign
governments reach a written multilateral agreement, such an effort is

impossible.

Conclusion

In conclusion, I would wish to thank the Chairman, Senator Levin and the other
Members for the opportunity to voice Bank of America’s position on this topic.
We will continue in our efforts worldwide to assist in the fight against money

laundering.
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March 1, 2001

STATEMENT OF DAVID A. WEISBROD OF THE CHASE MANHATTAN BANK
BEFORE U.S. SENATE PERMANENT SUBCOMMITTEE ON INVESTIGATIONS

Mr. Chairman, my name is David Weisbrod and I am a Senior Vice President of
The Chase Manhattan Bank, in our Treasury Services division. In such capacity, I have
oversight responsibility for the division’s credit and operating risk management policies,
procedures and practices attendant to the Bank’s relationships with approximately 3,500
correspondents. The Chase Manhattan Bank, headquartered in New York City, is the
largest bank of J.P. Morgan Chase & Co., a multi-bank holding company with assets in
excess of $700 billion. 1appreciate the opéommity to make this statement on the very
important topic before the Subcommittee today, international correspondent banking and
money laundering.

Correspondents maintaining accounts with Chase in New York sometimes have
credit relationships with us but almost always require U.S. dollar funds transfer clearing
services. To place the size, scope and importance of the clearing business in perspective,
on an average day Chase processes over 220,000 wire payments with a value in excess of
$1.235 trillion. On January 16 of this year, we experienced a record volume day when
363,000 wire payments for $1.8 trillion were processed. This translates to $21 million
processed nearly every second, with an average transaction size just under $5 million.
Over 93% of these transactions are processed “straight through”, which means that the
transactions are done entirely by our automated systems, without any manual
intervention. While we are proud of our funds transfer prowess, and its importance to

worldwide commercial interchange and the global capital markets, we also understand
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our special responsibility to guard against the laundering of money and other criminal
abuses in the system.

By way of background, our primary focus in the creation of a global funds
transfer system, and the resulting processes surrounding correspondent bank risk
‘management; has-been wpon safety and-soundnessissues, that s, upon credit risk and -
operating problems that might lead to 1arée credit exposures ot that could otherwise
disrupt the smooth functioning of the payments system. These are important public
concerns, that must remain in the forefront of an effective risk management program. In
the last two years, however, we have witnessed revelations as to how the Bank of New

~York was used in connection with money.laundering schemes orchestrated through
several Russian banks. In the wake of that incident, heightened attention has been given
to the need to expand anti money laundering programs to protect banks from being
exposed to such illicit funds transfer activities. We at Chase have taken a series of steps
to expand our anti money laundering initiatives.

First, Chase has significantly enhanced its new account opening procedures and
Know Your Customer due diligence. We are currently conducting a review of our entire
correspondent base using these enhancements. As part of that review, all existing and
new Chase customers will be documented utilizing a new Know Your Customer
checklist. The checklist covers such items as the customer's history of doing business
with Chase, a detailed understanding of the customer's ownership structure (publicly
traded or privately held), understanding of the customer's cash flows and Chase products
to be used. The checklist also requires responses to whether the customer has sustained

negative media coverage and the source of referral for the relationship. In addition, the
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customer is requested to provide its most recent audited financial statements, preferably
for the last three years. A first priority of this review process has been placed upon the
FATF 135 countries, Antigua and Barbuda and Seychelles. If after our review we are
uncomfortable with the continued maintenance of any account, we intend to close it.

Second, all Treasury Services’ customers will be' subject to periodic reviews in
order to assure that the circumstances have not changed that would significantly affect
the manner in which their accounts are utilized or in such a way as to present an
unacceptable risk of illegal activity. The periodic review cycle will vary based upon the
perceived risk of doing business with a particular set of clients or jurisdictions.

Third, Chase has enhanced its anti-money laundering transaction monitoring
efforts in several ways. Last year, Chase established a Funds Transfer Monitoring
Committee, co-chaired by myself and by Chase's Chief Compliance Officer, which meets
monthly to review questionable funds transfers. As part of this process we have launched
aweb based monitoring system designed to review US dollar funds transfers on an after
the fact basis. The system utilizes patterning or watchlist methodologies to flag
potentially suspicious transactions. The transactions are then evaluated by a dedicated
staff set up for this purpose. All of the FATF countries are included on the watchlist.
Chase has had for some time a monitoring committee that meets periodically to review
questionable strings of money orders or travelers checks.

Finally, Chase has intensified its efforts to provide anti-money laundering training
to even more of its employees, recently introducing a new web based training and testing
program for employees having desk top internet access. All 4400 Treasury Services

employees will be required to take this training and to pass an on line test. Chase had
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always been in the forefront in providing anti-money laundering training, having trained,
through 1999, over 27,000 employees in domestic locations and over 16,000 employees
in foreign locations.

Our Bank Secrecy Act compliance program is specially focused upon high risk
banks and high risk products. I have just mentioned the'high risk countries which have -
been our focus. In such countries, and elsewhere, it has been our practice not to open
accounts for shell banks. With offshore banks, we intend to maintain a heightened sense
of vigilance, for we now better understand some of the ways in which offshore banks in
high risk jurisdictions can be exploited for money laundering and other dubious purposes.

- While these risks-are recognized in its 1999 Working Paper on Qffshore Banking; the
International Monetary Fund has identified offshore financial centers or OFCs as “an
important and growing intermediation channel for emerging economies”. Moreover, the
IMF has reported that “a number of legitimate factors continue to attract financial
institutions and investors to OFCs.” As the Minority Staff’s February 5 Report points
out, there are over 4,000 offshore banks. An important future challenge facing us will be
to determine how we can develop procedures which will enhance our ability to separate
the good banks from the bad banks, the vigilant from the less vigilant.

In addition to high risk banks, we well understand the risks associated with the
high risk products identified in the Minority Staff’s Report, that is, wire transfers, payable
through accounts and pouch/cash letter activity. I have already mentioned our automated
systems used for monitoring wire transfer activity and monetary instruments. In the case
of payable through accounts, of which we maintain only two, we follow judiciously the

guidelines of the federal banking regulators. Moreover, we have a corporate-wide policy
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which requires that any such account be approved by a senior officer and notified in
writing to the Bank’s Chief Compliance Officer.

Combating money laundering and other illegalities within the international
correspondent banking sysfem is no easy task. The Minority Staff’s own Report (at page
41) recognizes that due diligence information is often difficult to obtain from foreign
Jjurisdictions, and that which is obtained may be limited or difficult to evaluate; that
language barriers may impose additional difficulties; that travel to foreign jurisdictions
by U.S. correspondent bankers is costly and may not produce immediate or accurate
information; and generally that due diligence, both at account opening and continuing
after the account is opened, is not easy in international correspondent banking. We could
not agree more.

We recognize that the need to hone our Bank Secrecy Act compliance program is
on-going, but we do not purport to have all the answers. For example, the whole notion
of “nesting”, as its referred to in the Minority Staff’s Report, is a very, very difficult
problem. Tt is typical for small banks to maintain accounts with slightly larger banks,
who maintain accounts with more and larger banks and so forth and so on. These
relationships are necessary and appropriate, in fact essential, to the conduct of global,
commercial and capital markets activities. Unfortunately, these tiered relationships can
also hide, and make difficult to detect, illicit activities.

We need to bring the expertise and experience of the financial services industry to
address these and other difficult issues, and we need to do it now. An example of how
effective such an effort can be was demonstrated by the recent Wolfsberg Principles on

private banking. In a similar vein, Chase has enthusiastically joined with its fellow
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members of The New York Clearing House in creating a task force to develop best
practice principles for correspondent banking.

We welcome the opportunity to work closely with our state and federal banking
regulators in areas such as this, although we do not expect our regulators to have all the
answers either. As cited in the Minority Staff”s Reéport, for example, it was not until
September 2000, just a few months ago, that the Comptrolier of the Currency identified
international correspondent banking as a high risk area. Money laundering attendant to
international correspondent banking is in fact an international problem. We thus support
the efforts of the Financial Action Task Force, the Basel Committee on Banking
- Supervision of the Bank for International Settlements and other national and international
organizations worldwide which are focused upon this problem. While we believe it to be
impossible to have complete assurance that no bad actors are slipping through the system,
with a renewed vigor on the part of the private sector, with help from our domestic
banking regulators and with the cooperation of foreign governments and international

agencies, we all can do better in the future.
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My name is Jack A. Blum. [ am a partner in the Washington D.C. law firm of Lobel,
Novins & Lamont. For the past thirty years, both as a Senate investigator and as a private
practitioner I have been dealing with issues of financial fraud, tax evasion, and money
laundering. Over the last ten years [ have represented victims of complex financial fraud,
consulted with government agencies and the United Nations on offshore banking and bank
secrecy issues, and participated in anti money laundering training programs around the world.

An offshore bank is a financial institution licensed to do business only outside of the
country that licensed it. Its business is limited to foreigners. Offshore banks are at the heart of the
“offshore center” concept. If an offshore bank is the subsidiary of a fully supervised bank in a
major jurisdiction and if auditors from the home country are permitted to review the offshore
subsidiary’s books on site, the risk of criminal activity at the offshore bank should be minimal.

However, stand alone offshore banks are a serious problem. The licensing country does
not have to worry about the bank failing because its citizens are not affected. The customers are
all foreigners. If damage is done it will be done elsewhere. The licensing country will benefit
from the employment the bank provides, the fees it pays, and the money it brings to the local
cconomy. The risks created by criminal activity at a stand alone offshore bank are risks for other
countries ~ countries that are the source of the customers, countries which handle the funds, and
countries which are victimized by criminals using the bank.

The countries of the Eastern Caribbean and the Pacific Islands which have gone into the
offshore business have created risks for the United States by granting licenses to unregulated
offshore banks. The issue the Congress must confront is how to deal with the risk. Should we
permit offshore banks to establish financial relationships in the United States?

The United States government learned about some of the risks of offshore banks the hard
way in the BCCI case. BCCI was a Cayman bank in the United States as an Edge Act Bank -
limited to offshore business. The regulation in Grand Cayman was minimal. Because of ifs status
as “offshore” the U.S. regulators did not look at it very carefully. It took a money laundering
sting to show that the bank was a criminal enterprise and that it was actively committing crimes

Page -1-
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in the United States. Today, in the wake of BCCI, U.S. regulators inspect every foreign
institution which has offices in the United States to make sure its business conforms to U.S. law.
But how can U.S. regulators deal with banks that limit their presence in the country to accounts
at U.S. licensed institutions? If the answer is that regulation here is impossible because they are
foreign, and regulation at home is inadequate, the accounts should not be permitted.

A strong case can be made for doing away with all offshore banks, even those with a
physical place of business. John Mathewson’s Guardian Bank and Trust of Cayman is a perfect
case study. The bank’s business activity was all offshore. It could not do business with
Caymanians. Most of its customers were Americans who wanted to evade taxes or were
committing frauds. It was a service enterprise for people who wanted to break the law and use
the world financial markets to the fullest. I know because I visited the bank in 1994 for PBS and
made an undercover recording of Mr. Mathewson’s sale pitch.

As bad as an offshore bank with a real office might be, an offshore shell bank is much
Worse. -

Offshore shell banks — banks with no physical presence and no bank operations in the
licensing country — are an especially useful tool for tax evaders, con men, drug dealers and
criminals of all nationalities. They add a layer of secrecy to international transactions and
provide a way around the existing legislative and regulatory barriers to money laundering. And
they do it at minimal cost.

Because these “banks” have access to the world’s money transfer facilities through their
correspondent relationships, and because they can open securities brokerage accounts without
being questioned, they provide criminals with a wide open door to the world financial system.
Criminals who use shell banks can do their banking without answering embarrassing questions
and without having their activities subject to subpoena by law enforcement authorities. The shell
banks make their money by giving criminals bank “proxy” accounts at institutions which would
refuse to do business with them in a normal way because they could not pass a due diligence
review.

The simplest way to understand the problem is to think of the offshore shell bank as a
privileged checking account at a mainline American institution. For all practical purposes the
checking account is the shell bank. As with a checking account which has internet access, the
physical operations of the bank can be run from any computer that is connected to the web or a
telephone. The “bank”™ records can be a computer disk in the owner’s briefcase.

Here is why I call the correspondent account privileged:

1. The correspondent account of an offshore shell bank is not subject to tax reporting or
taxation.
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2. Funds in the correspondent account may not be seized unless the entire account can be
shown to have been proceeds of specific criminal activity. The funds which reach the
account are considered to be foreign the minute they hit.

3. Transactions in the account on behalf of the shell bank’s customers are protected by the
secrecy laws of the licensing jurisdiction. All the correspondent account records are
subject to U.S. subpoena, but the bank cannot be forced to reveal the identity of its client.

4. Because the account is that of a bank, transactions which would be suspicious and
subject to reporting in a private account will be considered as “normal” for a bank.

5. Opening the account is simple. All the “bank” need do is show that it is licensed. The
license provides a presumption of legitimacy.

A number of the jurisdictions which have created “offshore centers” and which have
licensed shell banks do not have the capacity to supervise them even if they had the will.
Moreover, they are unlikely to ever develop serious regulatory capacity. I met with the key
regulators in the offshore industry in St. Vincent and in Grenada within the last few months as
part of an anti money laundering training program. These regulators have no formal training in
bank supervision as we understand it.

The head of the offshore center in Grenada was a real estate agent until last summer. He
is a decent man and [ will give him the benefit of the doubt. But lacking supervisory experience
and the budget to hire proper assistance, there is no way he can regulate one offshore bank much
less the dozens they have licensed.

Grenada has been unable to sort out the affairs of one failed offshore bank run by a crook
who was traveling under the name of Van Brink. The bank had been capitalized with the
appraisal for a 50 carat ruby. No one in Grenada saw the ruby itself. Now Mr. Van Brink is
reported to be in Uganda under another name. The money from the bank’s fraud victims, some
$200 million, is missing. Grenada is totally unable to investigate the case, bring Mr. Van Brink
to justice or recover the money. St. Vincent is in even worse condition. They do not have the
people, the experience or the money to do a proper regulatory job.

The situation is equally distressing in the Pacific. A shack which lacks a proper door is
home to several hundred “banks” in Nauru. Most of the Nauru banks are owned by Russian
mobsters. Niue and Palau do not even have a pretense of regulation.

Even in the better regulated offshore jurisdictions, such as the Cayman Islands, there are
shell banks whose only contact with the regulators comes once a year when the registered agent
for the bank delivers the auditors statement to the Cayman Monetary Authority. I tried to get
information on one Cayman bank for a client, and in the process learned that the bank had no
transactional records on the Island, that the bank that acted as its registered agent in Cayman was
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not its correspondent, had not carried out transactions for it, and did not know where the bank’s
records were located.

The regulators were embarrassed by the situation but they said that since the bank had
been grandfathered there was nothing they could do. Thirty five similar offshore banks have been
grandfathered on Cayman. “Of course,” I was assured, “we would not grant a new license for this
type of bank.”

Many of the U.S. regulated banks that provide cotrespondent services offer access to
correspondent accounts through specialized software that allows the shell bank’s transactions to
be processed without being touched by human hands. It was this automated service which
allowed the Russian owned Nauru shell banks to use the bank of New York to move billions of
dollars out of the former Soviet Union.

Here are some examples of shell bank abuse that I have encountered:
1. Buy this bank

1 am regularly called by wealthy individuals who want my advice on the purchase of an
offshore bank. They have been given a sales pitch by a promoter who is trying to sell them an
offshore bank license at an outrageously inflated price. The pitches are made at “conferences” on
offshore finance which are advertised in airline magazines and promoted through direet mai and
at meetings held in conjunction with medical and dental conventions.

The pitch consists of advancing a theory under which the bank owner — a U.S. person for
tax purposes — will not have tax liability on income the bank eams even though the owner is the
bank’s only customer and only shareholder. Some promoters offer elaborate charts showing ways
which purport to avoid taxation of U.S. income. These schemes involve “rabbi trusts” and
offshore shell companies which are linked to the operation of the shell bank. All of the schemes
are bogus. None of them can withstand IRS scrutiny.

The banks which my clients are offered have been in Naurn, Vanuatu, Nive and various
islands in the Caribbean. The most aggressive promoter of these schemes, Jerome Schneider,
asks his customers for a minimum of $50,000 for a shell bank. He then offers to “manage” the
shell for an annual fee. The management consists of opening a correspondent account at a
Canadian bank which he tell the customer “can be used like your regular checking account, but is
not reported to the U.S. government.”

Three years ago, ABC television did an undercover taping of a Schneider sales pitch.
The pitch counseled tax evasion and told the customer that the risk of being caught was minimal.
The television program was nothing more than a brief embarrassment for Schneider who was
back in business in a matter of months running ads in the Wall Street Journal which carried the
tag line ““As seen on ABC TV.”
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Dozens of these banks have been sold to aspiring tax cheats.
2. The banks as havens for fraud

For the last several years there has been a global epidemic of advance fee for loan and
prime bank instrument fraud. In the advance fee for loan fraud the con man asks the mark for an
up front fee to arrange a substantial loan. The mark puts up anywhere from $50,000 to $500,000
to arrange a loan for millions. The money is supposedly “held in escrow” and the mark is made
to believe that the deal is legitimate because the money goes to the account of a “bank” at a
reputable U.S. bank institution. Needless to say the escrowed money disappears and the loan
never materializes. Even if funds remain in the correspondent account in the United States they
cannot be seized unless it can be shown that all of the funds in the account are the proceeds of'a
criminal transaction.

Prime bank instrument fraud involves the con telling the mark that he can make
extraordinary returns on his money through a secret trading program in the debt instruments of
major banks. The con tells the mark that the trading is a sure profit maker and that in any event
his money will be held in a bank escrow account and will be absolutely secure. The con
produces stacks of complicated documents which sound very official and use official sounding
but meaningless terms. The documents talk about bank to bank transactions and suggest that a
bank will protect the mark in the event anything goes wrong. Again, the con needs a cooperating
bank. The offshore shell with a prestigious correspondent is ideal.

Two years ago I represented a German businessman who was the target of a Nigerian
scam. Working with the Secret Service, we arranged a meeting with the con men in Washington.
The Secret Service was poised to make the arrest. The Nigerians told us the meeting was
contingent on their receipt of assurances that the funds had been received by the Bank of New
York for the further credit of a shell bank in Beirut. The Secret Service attempted to arrange a
transfer which would be convincing to the con men but which would result in the proceeds being
frozen. They were advised that it could not be done. Under Federal Reserve rules the moment the
money went to the correspondent account it was out of reach of the law enforcement agencies. It
was clear that the Nigerians knew more about the correspondent banking rules than the Secret
Service.

3. Criminal Money Laundering

Last year I worked with the Department of Justice on a fraud case involving a con man
who was a British national living in New York. His specialty was advance fee for loan fraud and
his victims came from all over the world. He used a shell bank in the Bahamas to receive the
funds from his victims and to move money from his account in New York to his wife’s account
without leaving a paper trail. When I reviewed the bank records which had been subpoenaed by
the grand jury it was clear that the money had never left New York. It simply flowed through the
correspondent account.
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Each one of the transactions with the shell bank cost the con man $65. The high fees
were in my view, excellent evidence of criminal intent. An honest man could have moved the
money through regular accounts in New York for a fraction of the cost.

This committee has expressed concern about the failure of major banks to monitor
correspondent accounts and close them when they are misused. You have focused on the
relationship of Citibank to the M.A. bank of Cayman which was caught up in a drug money
laundering case but which was allowed to keep its correspondent account open for another two
years. In my opinion the most likely reason for this otherwise inexplicable behavior will be
found in an examination of the related accounts at Citibank. My guess is that the owners of M.A.
Bank and their business colleagues had substantial additional business relationships with
Citibank. I surmise the officers making the decision did not want to turn away all the related
business.

It is very difficult for bank officers who are under extreme pressure to meet profit
objectives to terminate customers who have broad and deep connections with their institution. I
am sure M.A. Bank by itself would have been closed out in a very short space of time if it were
not connected to people and businesses with Citibank relationships that were highly profitable
for the bank.

A client of mine in a fraud case, a French company, was victimized by a con man who
had an account at the Citibank Private Bank in Geneva. Through criminal proceedings in
Switzerland we learned that Citibank did not close the con man’s account for two years after he
told the branch manager he was in the “prime bank instrument” business. At the time the of the
fraud and of his admission to the Geneva branch manager the con man was working for a
company that managed billions of dollars for wealthy middle easterners. We are morally certain
it was this highly profitable connection which kept the account open.

In my view, if a bank 1s not allowed to do business in its home country, and it is not the
supervised subsidiary or branch of a regulated onshore institution it should not be allowed to
open any financial account in the United States. There is no case to be made for these “banks.”
They serve no legitimate business purpose. They are all threat and risk and hold no promise.
They market fraud and tax evasion and serve as a money laundering tool. It is time to end their
access to the United States.
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March 2, 2001

Chairman Collins, Ranking Minority Member Levin, Members of the Committee,

Thank you for inviting me to testify on the use of the U.S. correspondent accounts
to launder money. Having served as an Assistant United States Attorney for the Southern
District of New York for seven years, where I prosecuted money laundering, narcotics and
orgamzed crime cases, and also having been a Managing Director and Deputy General
Counsel of Republic National Bank of New York for nine years, where [ was responsible for
the corporation’s global anti-money laundering policy, I have been involved in money
laundering issues both in the government and the private sectors. In the course my
experience with money laundering issues, I have become familiar with how correspondent
bank accounts are used to launder money,

Indeed, in July of 1998, when I first met with Minority Staff to discuss money
laundering issues as they related to international private banking, I discussed the patterns of
activity that were suspicious of money laundering in correspondent banking. Since that early
meeting, Minority Staffhas diligently investigated money laundering through correspondent
banking and in its report issued on February 5, 2001 has identified areas in which
correspondent banking is at high risk to money laundering.

Minority Staff is to be commended for their thorough and fair presentation of the
money laundering vulnerabilities inherent in correspondent banking. The Committee also
is to be commended for holding these important hearings. As aresult of both the Reportand
these hearings, I believe that financial institutions will strengthen their anti-money
laundering measures in the correspondent area.

As a preliminary matter, I would like to stress that correspondent banking is a
legitimate and indispensable component of the global financial network. As the Report
recognizes, in today’s global network, the U. S, dollar is the currency of choice for savings,
trade and investment and consequently, the international payment systems transfer in excess
of one trillion of dollars daily. Inmy experience, all but a small fraction of these payments
represent legitimate business activity. However, the small fraction of transactions that may
represent suspicious activity is meaningful in terms of the amount of dollars being
transterred and the use to which these dollars may be employed—namely, to further
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international criminal activities.  Because of this, anti-money laundering programs
specifically designed for correspondent banking are essential.

1 believe that the Report has correctly identified three areas in which correspondent
banking is vulnerable to money laundering transactions, namely, shell banks, offshore banks
and banks in non-cooperating jurisdictions. Through its ten case histories, the Report sets
forth the dangers that dealing with such banks pose.

U.S. banks have been and are developing and implementing anti-money laundering
measures for correspondent bank accounts. As a preliminary matter, the anti-money
laundering program of any financial institution must have the commitment of the CEO and
the Board of Directors and sufficient resources and expertise to implement an effective
program. Unless senior management is committed to the highest standards, which includes
being proactive in the field, the best anti-money laundering policy will not be successful.
A comprehensive anti-money laundering policy must include standards for opening accounts
and monitoring ongoing activity. Reporting of suspicious activity and the closing of
accounts on a timely basis are critical. Ongoing training of employees is essential. Audits
of each business unit including how well each unit implements the anti-money laundering
policy is important. Cooperation with regulators, law enforcement agencies and government
bodies is crucial.

Against this general background, an effective anti-money laundering policy
specifically for correspondent banking should include both account opening and monitoring
procedures. Information should be obtained about the location, license and regulator of the
customer, the number of employees, branches and their locations, the identities of the owners
and managers, the asset size and financial reports, the financial products being sought by the
client, other correspondent relationships of the client, the nature of the client’s business and
customers, the due diligence the client performs on its customers, whether the client is acting
as a correspondent bank for its clients, the country’s reputation for anti-money laundering
measures and a statement from the relationship manager as to why he or she recommends
that the account should be opened. Additionally, a client should be visited, anti-money
laundering concerns addressed and the visit should be documented.

If as a result of obtaining the account opening information, it is determined that a
client falls within a high risk category, a determination should be made as to the nature of
the risk and the measures that should be undertaken to minimize the perceived risk. A
decision must be made as to whether the enhanced due diligence required of a high-risk
entity will minimize the risk or whether the account should be rejected or closed. If such an
account is opened, strict controls must be in place to monitor activity on an ongoing basis.

Given the volume of transactions through correspondent bank accounts, monitoring
transactions is a complex and costly process. Every transaction cannot be monitored and
transactions cannot, for the most part, be monitored on a real time basis. Rather I believe
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that the most effective monitoring of correspondent bank accounts is a review of patterns of
activity in excess of established thresholds. Although my remarks describe menitoring third
party wire transfers, these are not the only transactions, which should be monitored. In
particular, cash letters and check clearing deserve scrutiny.

There are basically two types of wire transfers through correspondent accounts. The
first type is a bank to bank transfer in which a foreign bank is making or receiving a payment
for its own account, for example to settle a foreign exchange contract with its correspondent
bank. Examination of such bank-to-bank transfers has not, in my experience, resulted in
uncovering any significant pattern of activity that was suggestive of suspicious activity.

The second and more critical type of wire transfer is a third-party transaction in
which the foreign bank is making or receiving a payment for the benefit of one of its
customers. Commonly, the role of the bank in the United States is an intermediary one. A
customer of a foreign bank, Company A, has an account at Foreign Bank Z. Foreign Bank
Z has an account at USA Bank. Company A wants to send a wire transfer in the amount of
$1,000,000 to Company B, which has an account at a Foreign Bank Y, which also has an
account at the USA Bank. In this scenario, you have five entities in the flow of funds:

Originator: Company A
Originator’s Bank:  Foreign Bank Z
Intermediary Bank: USA Bank
Beneficiary’s Bank: Foreign Bank Y
Beneficiary: Company B

In this example, USA Bank, the correspondent bank, does not have the account of
either the Originator, Company A, or the Beneficiary, Company B, but rather serves as an
intermediary bank. Nonetheless, when the flow of funds between Company A and Company
B is significant in terms of number of transfers and dollar amounts, USA Bank should seek
to capture the data and examine the activity.

In order to produce a report that was manageable size and quantity of information,
thresholds for the type of activity that is to be captured should be set. An example of the
type of data that a monitoring system can capture includes the following:

* Same Originator to Same Beneficiary 3 times a month with Dollar amount greater
than or equal to $500,000 ,

o Same Originator to Different Beneficiaries 10 times a month with Dollar amount
greater than or equal to $500,000

» Different Originators to Same Beneficiary 10 times a month with Dollar amount
. greater than or equal to $500,000
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It should be noted that there is nothing magical about the number of occurrences or
the dollar threshold. Different thresholds should be set for correspondent banks in different
locations and periodically, thresholds should be lowered to test whether other meaningful
patterns are escaping detection.

Once a pattern is identified, public databases are checked to see if there is public
information available about the Originator or Beneficiary that would support the legitimacy
of the amounts and pattern of the wire transfers. For example, information that established
that an Originator was a publicly traded company having business activities consistent with
the amounts and geography of the transfer would require no further action.

If, however, nothing was discovered about the Originator or Beneficiary that would
seem to justify the activity and volume, an inquiry should be made to the Originator’s or
Beneficiary’s bank to ascertain the purpose of the transfer. Additionally, information should
be obtained about the business in which the parties to the transfer are engaged. Once the
correspondent bank provides the information, the explanation should be evaluated in order
to determine whether it sufficiently explained the pattern. When the intermediary bank, USA
Bank, is also the beneficiary bank, it should also review the beneficiary account.

An examination of the patterns of wire transfers reveals the geographic pattern of the
wire as well. It is the geographic pattern which indicates whether an off shore entity, a shell
bank or corporation, a nested correspondent, or a non-cooperative jurisdiction is being used,
each of which may be a sign of a high-risk transaction.

Once patterns of transactions for which no indicia of legitimate business activity have
been identified, it is incumbent upon a bank to file a suspicious activity report, cease
processing transactions to the parties involved in the suspicious transaction and, in some
cases, close the correspondent bank account.

In monitoring wire transfers, systems are essential but not sufficient in and of
themselves. The reports that systems generate must be reviewed by trained analysts, who
caninvestigate public data bases and media reports, review account opening information and
the correspondent bank’s file, communicate with relationship managers and correspondent
banks in order to determine whether there is a legitimate business reason for the transactions.
Additionally, they should determine whether any legal serving has been received concerning
the correspondent account. When patterns are identified which may be suspicious, including
those for which no legitimate business reason was provided, Suspicious Activity Reports
should be filed. The business unit and senior anti-money laundering officers should consult
to fashion the appropriate action in dealing with the correspondent bank.

The parameters that I have outlined are by no means infallible but they represent a
reasoned effort to detect, report and prevent suspicious patterns of activity through
correspondent bank accounts.

Banks have the responsibility of detecting and reporting suspicious transactions and
are working to improve their anti-money laundering programs. These Hearings highlighted
the need for improvement in correspondent banking but it is important to realize that non-
bank financial institutions also deal with the high-risk entities identified in the Report. There
needs to be a level playing field in order to craft a global solution to the problem of money
laundering.

I will be happy to answer your questions.

s
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It is privilege to be invited to testify before this commiltee on the subject of money
laundering and correspondent banking.

I have been a banker for most of my adult life. I have managed international correspondent
bank accounts in the United States. I have been chief executive officer of several banks in
this country and abroad. I have been an officer of banks ranging from the largest, at the
time, American bank to small independent banks. [ have been President of the California
Bankers Association. I have served on the Government Relations Council and the
Leadership Council of the American Bankers Association. I tell you this so that you will
understand that I view this topic from the perspective of a banker who has dealt with the
issues that this committee has before it for a very long time. However, my testimony is
based, not on my experience as a banker, but on what I have observed over the past several
years where, as an officer of either the Federal Court or an official of a State regulatory
agency I have had the opportunity of looking at this subject from a perspective that eluded
me when I was a banker. Ten years ago, I was immersed in the BCCI scandal as a specially
appointed California Deputy Superintendent of Banks. Until last year I served as Federal
Court Trustee charged with responsibility for the BCCI matter. [ have concurrently served
as Federal Trustee or Receiver for a number of criminal and civil cases brought by the
United States Department of Justice, the Securities and Exchange Comumission or the
Federal Trade Commission. I am the Receiver referred to'in your Report on Correspondent
Banking attempting to recover stolen funds from Vanuvatu. Iam also a California Special
Deputy Commissioner of Financial Institutions charged with unwinding the U.S. affairs of
a defunct Indonesian bank. My testimony today, however, is strictly personal and not the
views of any of the organizations I have just mentioned. My comments are reflective of
my experience over this past decade in recovering the misappropriated funds for the
benefit of millions of victims of fraud.

This is a very broad subject. The Committee report raises a number of issues. Although
there is a good deal we could discuss regarding the evolving professional standards that
American banks apply to their correspondent relationships and money laundering, I want
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to make just two points that, while not earthshaking, I feel have been overlooked and
deserve congressional attention.

First, I think this country can and should take steps to help drive out of the global dollar
clearing system accounts of “brass plate” banks, banks that are substantially unregulated
and not eligible to accept deposits from citizens of the country licensing them.

Second, drawing on the subject matter of your report, I would like to make a plea for
enhanced U. S. legislation and American leadership on a multinational basis to facilitate
the international recovery of stolen and laundered money.

Let me address the later point first.

All too often victims get the short end of the stick. They are overlooked in the criminal
process because the objective of the criminal investigators and the prosecutors is to prove a
criminal offense and obtain evidence to support a conviction. The regulatory agencies
often suspend a civil case pending the criminal proceedings. It may be too late to recover
assets by the time the civil case moves forward.

It is very distressing to me to see American law enforcement and regulatory attitudes
reflect the popular misconception that ill-gotten funds once spirited out of the country to
some overseas haven are beyond reach and not worthy of recovery effort. This is terribly
wrong. There are significant frustrations to international recovery efforts, which I would
like to address. But abandoning the effort at the water’s edge is irresponsible and wrong-
headed.

Difficulty in Returning Fraud Proceeds to the Victims

The Committee’s Report emphasizes a number of problems in investigating money
laundering through offshore banks. Tracing the proceeds can be extremely time-
consuming due to the use of shell companies, nominee owners, and bank accounts in
multiple jurisdictions. I will discuss some specific case examples below. However, what I
see as the most important issue and where I would like to see better procedures and
increased international cooperation, is the return of stolen money to the victims of a fraud.
The case cited by the Committee involving the Benford Ltd. account at European Bank of
Vanuatu [Report, pp 240-243] is a prime example. I am the Court-Appointed Receiver in
that case. As such, I am directed by the Court to “collect, marshal, take custody and
control” of all the assets of the defendants, Kenneth and Teresa Callei Taves, and their
companies. Although accused by Mr. Bayer, the President of European Bank, of trying
“every trick in the book™ to force the monies to be sent back to the United States, I have
had to resort to protracted and expensive litigation in numerous countries simply because
the Vanuatu government and European Bank used the ruse of refusing to recognize my
Federal Court appointment as Receiver to keep obviously stolen money in their possession
as long as possible and avoid returning it to the rightful owners.
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My first approach was simply to request the return of the funds. However, as indicated in
the Committee’s report, European Bank of Vanuatu refused to comply with the sworn
affidavit of the named beneficial owner of the account requesting the transfer of the funds
to the Receiver for restitution to the victims. I might add that that request was refused
even though the named beneficial owner voluntarily agreed to assist both the FBI and
myself and traveled to Vanuatu to make this request in person before the Vanuatu Court.
In contrast, as reported by this Committee the bank had no difficulty acting on a telefax
from a Cayman Islands banker to open the account, with no background information about
the account holder and without a face-to-face meeting, or even a telephone call with the
account holder.

As I have indicated in my reports to the US District Court in Los Angeles, my efforts were
further complicated when both European Bank and the Vanuatu government obtained
separate restraining orders for the funds. I also sought and obtained a restraining order in
connection with my application for repatriation of the funds. Vanuatu law provides for
confiscation of funds that are the proceeds of an offense only upon conviction. To date
there has been no prosecution or conviction of anyone in Vanuatu, Nonetheless, the
Vanuatu court refused to rule on my application once the Attorney General’s case was
filed.

When I learned the funds were held on deposit with Citibank Ltd. in Sydney, I instructed
counsel to seek a restraining order there. That matter is pending. In the meantime, the FBI
and the U.S. Attorney’s Office for the Central District of California have issued a seizure
warrant and filed a complaint for forfeiture against those funds based on evidence that the
Sydney certificate of deposit for Benford Ltd. was actually held in a U.S. dollar account in
the United States. This does not mean that European Bank will not try to demand a return
of its deposit in Sydney, notwithstanding the US proceedings. That is why I am
recommending enhanced legislation clarifying the ability to seize funds held in
correspondent accounts in the United States. Assuming the U.S. action is successful, U.S.
forfeiture law does provide that the Attorney General may restore forfeited property to
victims of an offense. [18 U.S.C. Sec. 981(e)(6)] In this case I intend to submit a petition
in the U.S. proceedings asking that any forfeited funds be made available for restitution to
victims. This was the procedure that was used, to great success, in the BCCI case. In that
case, more than $1.2 billion in forfeited funds were transferred to the Worldwide Victims
Fund.

1 am also still awaiting the return of funds transferred to the Cayman Islands. The Cayman
Islands Court recently issued an order acknowledging my appointment as Receiver over
Kenneth Taves and his companies. When evidence of the fraud was received by the
Cayman Islands authorities, the Cayman Islands Monetary Authority promptly shut down
Euro Bank, through which most of the funds had been laundered, and obtained criminal
restraint orders. Early in the case, I obtained restraining orders against the Cayman Islands
banks holding the funds. I have requested that the Attorneys General of both Vanuatu and
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the Cayman Islands amend their restraining orders to allow the return of the funds for
restitution as ordered by the United States District Court for the Central District of
California. We are getting excellent cooperation from the authorities in the Cayman
Islands, where the bank liquidation process has delayed return of all bank deposits,
including those we have claimed. However, we are confident that the funds will, in due
course, be returned to victims.

Possible Solutions

While I commend the governments of Vanuatu and, particularly, the Cayman Islands for
their efforts to prosecute money-laundering offenses occurring in their jurisdictions, the
Taves case clearly demonstrates the difficulty in recovering stolen money on behalf of
victims. One possible solution would be to amend the mutual legal assistance treaties to
provide that where assistance is granted in the restraint and confiscation or forfeiture of
fraud proceeds, the parties agree that the proceeds shall be returned to the requesting
country for victim restifution. Another possible solution is to enact legislation clarifying
the powers of a Court-Appointed Fiduciary to recover proceeds of fraud, wherever located.
As it now stands, the language of the court order appointing the Receiver generally sets out
the powers and duties of the Receiver, and the power to appoint a Receiver is derived from
the “inherent power of a court of equity to fashion effective relief.” (See, Securities &
Exch. Comm'n v. Wencke, 622 F2d 1363, 1369 (9™ Cir. 1980)). My counsel has just been
required to submit affidavits on this issue in proceedings in Sydney because European
Bank has disingenuously refused to recognize the validity of my U.S. court appointment.
A third solution, which I will discuss below, is to enact legislation making it easier to seize
and forfeit fraud proceeds held in US dollar accounts in correspondent banks in the United
States so that the need to bring actions in foreign jurisdictions is minimized.

Large Wire Transfers and Layered Transactions

I would also like to brief the Committee on the use of large wire transfers and shell
companies to conceal and transfer fraud proceeds, making it more difficult to recover the
money. In another case where I act as a Court-Appointed Receiver at the request of the
SEC, several major US banks were used to transfer and conceal the diversion of several
tens of millions in investor funds. That case is SEC vs. TEC Investments, et al. The
average age of the investors in this case is 67. Many are in their eighties and most invested
their life savings in what they thought was a conservative real cstate program involving
tax-lien certificates. As I have set out in my report to the US District Court, members of
my staff have examined bank records showing that $20 million was transferred to an
individual operating an alleged “Prime Bank Trading Scheme.” (Courts have held that
such schemes do not exist and the SEC and the Federal Reserve have issued notices to
consumers about such schemes.) The TLC funds were commingled with other investor
funds and then transferred into an escrow account at Union Bank held by an escrow
company in San Diego. From there, the funds went to an account at Bank of America held
by a Wyoming corporation under the control of the promoter. Shortly thereafter, thirty
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million was sent back to the escrow company from the Bank of America account and
within a few days $25 million was transferred to an account at US Bank in Milwaukee held
by a Wisconsin corporation. Most of the money was very quickly transferred to another
account in the name of an offshore corporation at Bank One in Dallas. From there, it went
to another account at Bank One and was transferred out in numerous large wire transfers.

In the TLC case, we are not talking about the use of offshore banks to launder the funds,
although some money did eventually go to offshore accounts. These transactions took
place right here in the United States. I do not mean to cast aspersions against these banks
by citing this example. I de not know what due diligence and what suspicious transaction
reports may have been filed by the banks in connection with these transactions. I do know
that most Amcrican banks have rccently implemented much heightened “know your
customer” practices that, I believe, are working. 1 simply want to point out the ease at
which millions of dollars in frand proceeds can be transferred through our banking system.
Many of the accounts were opened only to accept the large transfers of funds, and several
accounts were opened by an individual with numerous judgments against him and no
identifiable business.

The use of multiple banks and nominee corporate accounts also shows just how difficult
the tracing and recovery can be. Meanwhile, I am faced with the painful task of reporting
to the investors, many of whom need the money for medical care and daily living
expenses, that it will take some time before they get their money back, and the prospects
for a full 100% recovery are unlikely.

It is also very easy to run a fraudulent investment program and simply have the investors
wire transfer the money directly to your offshore bank account. That is what happened in
United States vs. Larry Wilcoxson, a case in Sacramento where I am appointed as a Trustee
to recover forfeited assets. As in the TLC case, we are dealing with more than 1000
investors. In this case, the defendant simply set up a bank account as Suisse Security Bank
and Trust in the Bahamas and investor funds were deposited directly into that account.
From there, the defendant could, and did, wire transfer millions of dollars back to his US
bank accounts, where it was invested in real estate, a speculative mining company, and
other business ventures. Some of the money simply disappeared—there were checks
written to cash for $2 and $3 million--and my staff are still examining bank records and
other documents to trace the funds. Some of it was invested in a “Prime Bank Trading
Scheme” similar to the one described in the TLC Investments case. One lesson learned in
the Wilcoxson case is that it is prudent for banks to examine the source of funds when
millions of dollars are wired into the United States from foreign bank accounts on an
ongoing basis with no apparent business rationale. Since the heightened sensitivity to this
issue by American banks recently, a number of software programs and other monitoring
techniques have been put in place to make it better possible for the banks to protect
themselves from becoming unwitting accomplices of fraudsters. Again, it is my view that
real progress has been made by the industry. Additional legislation applicable to domestic
accounts at this time would, in my view, be counterproductive.
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Enhanced International Cooperation in Regulatory Civil Actions

In all of these cases, the need to gain access to foreign bank records is paramount. It is
usually necessary to bring civil actions in the foreign jurisdictions to get production orders
for bank records., Sometimes this is the quickest and most effective option. However, if
the foreign bank challenges the Receiver’s appointment or refuses to honor repatriation
orders, litigation can be very time-consuming and expensive. The litigation costs must be
paid out of assets of the estate that would otherwise be used for restitution. One possible
solution is to allow Court-Appointed Receivers to work directly with the Department of
Justice to submit mutual legal assistance treaty requests where the case involves
allegations of potential criminal conduct. While the treaty language does not necessarily
prevent this, the treaties do contain limitations on use provisions that could hamper the
Receiver’s ability to use any documents produced to bring actions in other jurisdictions.
The SEC also has international agreements for securities fraud investigations, which have
been very successful, but they do not apply to all cases and the foreign jurisdictions or
defendants may question whether disgorgement of profits is going to result in restitution,
or is simply a fine. :

A more comprehensive and global solution would be to follow the lead taken by the United
Nations with the 1988 Vienna Drugs Convention and enact a multilateral mutual legal
assistance treaty for the recovery of proceeds of fraud and other white-collar crime, such as
counterfeiting and cybercrime. The 1993, Council of Europe Convention on Laundering,
Search, Seizure and Confiscation of the Proceeds From Crime is an excellent step in that
direction. This multilateral treaty provides that the parties shall cooperate in the
identification and tracing of the proceeds of crime. However, it does not provide for
restitution or assistance to victims; the disposition of confiscated property is governed by
the domestic law of the country where the property is confiscated.

1t is not just small investors who are at risk; major companies lose millions of dollars a
year to counterfeiters, hackers, and those engaging in industrial espionage. There is no
current mechanism to provide for a uniform approach and global assistance in recovery of
fraud proceeds. Individuals and companies suffering a loss must resort to multiple actions
in different jurisdictions. This only helps the criminal. The European Commission has
just announced a three-year Action Plan to crack down on payment card fraud and
counterfeiting. The Plan’s objectives include cooperation and exchange of information and
evidence to investigate and prosecute fraud cases, bul assisting in the recovery of fraud
proceeds is not one of the stated objectives. More should be done to ensure that law
enforcement authorities work with those assisting victims so that restitution, as well as
prosecution, will occur.
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“Brasg Plate” Banks

The other point I would like to make concerns the role of these “brass plate” banks that so
often play a laundering role on behalf of the bad guys. I am not talking about subsidiaries
of banks that are properly regulated in their home countries. I am talking about banks that
are not part of any banking organization that is soundly regulated. I am talking about
banks, such as several cited in your report, which are not allowed to take deposits within
the country of their charter and may have little or no physical presence in their home
country beyond a “brass plate” on the wall of some registry or law office in some balmy
island.

My recommendation is that the United States adopt legislation that would prohibit banks
operating in the United States from maintaining, directly or indirectly, correspondent
accounts from banks that are not allowed to accept local deposits in their country of
chartering unless they are a subsidiary of a bank subject to comprebensive supervision in
its home country. Additionally, I would recommend that any bank that maintains any
account with a bank in the United States be required to certify that they will not maintain
sub correspondent accounts for any bank that fails to meet this test.

Conclusion
In conclusion, 1 offer the following proposals:

Proposal:  Make it easier for Receiver to be recogmized in foreign jurisdictions by
amending the money laundering statute or the forfeiture statute to provide that the court,
the prosecutor, or the victims of a fraud could apply to the court for appointment of a
Receiver to ‘“collect, marshal and take custody and control” of the assets representing
proceeds of the alleged offense, wherever located.  This would enable the Receiver to
bring actions in foreign jurisdictions to freeze bank accounts at the early stages of the
ease, prior to trial or conviction, upon the proper legal showing in the foreign jurisdiction.
(For example, the UK criminal confiscation law, specifically provides, in Section 77(8) of
the Criminal Justice Act 1988, as amended by the Criminal Justice Act 1993 and the
Proceeds of Crime Act 1995, that where the court has made a restraint order, a receiver
may be appointed at any time to take possession of any realizable property and to manage
or otherwise deal with property as directed by the court. Realizable property means any
property that may be the subject of a confiscation order, wherever located, and the court
may require any person holding realizable property fo give if to the receiver) Although
the US Marshals Service has vast experience in managing and selling assets once they are
Jforfeited to the government, in my experience I have not seemn many cases where the
Marshals Service and the US government take conirol of, and maximize the value of assets
pre-forfeiture. A Receiver, appointed by the court, could do so and could preserve the
assets pending a final judgment. Assets would then be readily available for restitution.
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Proposal: Amend the forfeiture laws fo provide that any foreign bank account maintained
in U.S. dollars be subject to forfeiture in the United States through the U.S. correspondent
bank account maintained by the foreign bank upon proof, based on a preponderance of the
evidence, that proceeds of an offense have been deposited with said correspondent bank.

Proposal: Amend the Sentencing Guidelines to provide for an upward departure of 10
levels if the court finds, based on a preponderance of the evidence, that the defendant has
failed to repatriate criminal proceeds from foreign bank accounts under his control prior
10 the date of imposition of sentence.

I would like to commend the Committee staff for its work in this field. This is another step
in the increasing professionalism and diligence by American banks in minimizing money
laundering and the flight of capital beyond law enforcement or judicial reach. While
banking and regulatory standards are rapidly improving, so is the technology that villains
use to keep stolen money hidden. I can tell you with personal knowledge and absolute
certainty derived from my role as the Federal Court Trustee in the BCCI affair, that had the
correspondent banking standards of today been fully applied in the several years before the
seizure of BCCI a decade ago, the losses to innocent victims around the world would have
been billions and billions of dollars less.

Some of my friends and colleagues in the banking world may tell you that self policing and
self interest is all that is required to clean up the international correspondent banking world
and keep it that way. I disagree. It is my view that absent continuing regulatory and
legislative pressure, those banks that go the extra mile to run clean shops will be at a
competitive disadvantage in the market place and the villains will just move from
inhospitable banks to more hospitable banks. Good clean correspondent business that is put
through stringent hoops at one bank but not another will seek out the most efficient or less
stringent. Only evenhanded regulatory and legislative pressure will prevent the good
international correspondent banks from being at a competitive disadvantage to those of
lower standards.

Again, my thanks for the opportunity of appearing before you today.
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PREPARED REMARKS OF JORGE A. BERMUDEZ
Delivered to the United States Senate
Permanent Subcommittee on Investigations
Committee on Governmental Affairs
March 2, 2001
Good morning, Madam Chairman, Senator Levin, and Members of the Permanent

Subcomimittee on Investigations.

My name is Jorge Bermudez. I am an Executive Vice President of Citibank,
N.A., and head of e-Business, a business unit of Citigroup’s Global Corporate and
Investment Bank. E-Business is the Citigroup organization responsible for delivering
internet-based solutions to the corporate marketplace and for providing cash management

and trade services to our global, regional, and local customers.

I am pleased to testify before you this moming and share with you what Citibank
is doing to fight the risk of money laundering in the markets in which we operate,
including our correspondent banking funds transfer services, which are so crucial to the
international payment system. This is an extremely important topic. Citibank is a truly
global institution, providing a broad range of products and services to corporate and
financial institutions customers in more than 100 countries around the world. We are
proud of our continued growth and support of the financial needs of individuals and
institutions around the world. We are keenly aware, however, that with this global
presence comes the tremendous responsibility of setting and following high standards to

fight money laundering in each of the countries in which we operate. As a leader in the
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financial services industry, we have taken and will continue to take a prominent role in

the fight against money laundering.

That fight is far from over. While we are constantly working to improve our anti-
money laundering controls, the reality is that it is difficult for the industry, as well as law
enforcement, to keep up with the latest schemes employed by money launderers.
Citibank welcomes the efforts of this Subcommittee to assist the financial services
industry in identifying areas of vulnerability and developing strategies to avoid the
unwitting facilitation of money laundering. Thanks in part to the Subcommittee’s work,
the financial services industry has been able to identify areas of risk that had not been
fully appreciated, which has in turn provoked an industry-wide reassessment of the
adequacy of anti-money laundering controls for correspondent banking. As you know,
The New York Clearing House Association, of which Citibank is a member, is
undertaking to develop a code of best practices that will help the industry respond to the
weaknesses identified by your Staff. (A letter from the New York Clearing House

describing this effort is attached as Exhibit A.)

In addition, the Wolfsberg Group, of which Citigroup is a participating member,
is taking up the issue of money laundering in correspondent banking. Like the Wolfsberg
Anti-Money Laundering Guidelines for Private Banking issued last year, the Group
intends to develop another set of guidelines that reflect the group’s recognition that
money laundering in international banking cannot be solved by one institution or one

country.
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In addition to inspiring the Clearing House and Wolfsberg Group efforts, the
Subcommittee’s focus on poorly regulated offshore jurisdictions with weak anti-money
laundering controls has brought those jurisdictions into the international spotlight and
caused them to make efforts to improve their regulatory oversight. While industry efforts
can make strides in combating money laundering, stronger regulatory controls on banks
in lax jurisdictions resulting from international pressure by government and international

organizations are a critical element in restricting opportunities for money launderers.

Correspondent Banking and the International Financial System. Correspondent

banking is the system through which banks £hroughout the world have relationships with
each other and can make payments to and through each other using wire transfer
technology. The Global Corporate and Investment Bank, or GCIB, is the Citigroup
business responsible for developing and maintaining customer relationships with
corporations and financial institutions world-wide. The GCIB currently maintains
approximately 5,000 U.S. Dollar accounts for foreign and domestic financial institutions,
representing approximately 2,000 customers located in over 100 countries around the

world.

As the Clearing House pointed out in its recent letter to this
Subcommittee, correspondent banking relationships lie at the very heart of the
international payment systemn that has been developed and nurtured over the past 30 years

by the world’s leading banks. Correspondent relationships and the international payment
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system permit individual consumers and businesses to transact business throughout the
world quickly and efficiently, facilitating global commerce and contributing to global
economic prosperity. So as we proceed to develop solutions, we need to consider the
effect of any proposal on the ability of the payment system to continue to move funds
safely and guickly throughout the world. In a letter to the Clearing House, the Federal
Reserve has acknowledged these particular challenges, stating:

Like you, we recognize that there are challenges associated with striking

the appropriate balance between maintaining an effective and efficient

international payments system and establishing a strong control

environment over correspondent banking relationships on a world wide

basis.
The Federal Reserve has indicated its willingness to consult with the Clearing House in

its effort to develop a code of best practices. (The letter from the Board of Governors of

the Federal Reserve to the Clearing House is attached as Exhibit B.)

As some of the case studies in the Subcommittee’s investigation show, the
international payment system presents risks because the correspondent banking
relationships on which that system is built often involve the use of a large bank’s
resources by smaller, lesser known financial institutions whose services are in turn being
used by those institutions’ own customers. And, as the Clearing House points out, the
very speed that is so crucial to the efficient functioning of that system, coupled with the
exponential growth in the international use of the payment syster, makes it
technologically impossible to monitor each of the millions of transactions as they take

place.
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In 1995, recognizing the dependence of the international payments system on the
use of wire transfers, this Subcommittee asked the Office of Technology Assessment to
examine how wire transfers could be monitored for money laundering. The OTA Report
found that hundreds of thousands of wire transfers move trillions of dollars on a daily
basis. Citibank, for example, executes approximately 145,000 wire transfers that permit
customers, other banks, and third parties to make $700 billion in payments every day.
The OTA recognized that any monitoring program would have to be carefully designed
to avoid impairing the smooth functioning of the national and global economy,
particularly in view of the fact that léss than one-tenth of one percent of the total volume

of wire transfers is estimated to involve money laundering.

The question faced by all financial institutions that offer correspondent banking
services, therefore, is how best to prevent those services from being exploited to launder
dirty money, while at the same time protecting the irreplaceable role that correspondent
banking has come to play in today’s global economy. Citibank’s response to this
complicated problem has been to strive continuously to improve an anti-money 7
laundering program that couples thorough and ongoing due diligence on its own financial
institutions customers with the latest technologies for monitoring transactions between

financial intermediaries.

Recent Developments in Citibank’s Anti-Money Laundering Program. Citibank

has always conducted due diligence on its financial institution customers. Recently, we

have implemented an enhanced know-your-customer/due diligence procedure applicable
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to relationships with financial institutions in the emerging markets.' These enhanced
procedures, together with the existing due diligence procedures in effect in Japan,
Europe, and North America, make us comfortable that we are obtaining information
adequate to know our customers’ businesses and to assess the customers’ money
laundering risk. The new procedure requires Citibank relationship managers who are
opening a U.S. dollar account for a foreign financial institution in an emerging market to
gather and document extensive information about that institution and its business, client
base, anticipated account activity, money-laundering risk, and anti-money laundering
policies and procedures. The new procedure will also require separate documentation for
each correspondent bank account holder, even if the account holder is an affiliate in a
larger financial institution group. Although the primary responsibility for conducting due
diligence and knowing the customer always lies with the relationship managers in the
field, the Citibank Compliance Department in New York serves as a check on the
adequacy of the enhanced due diligence documentation. Until the Compliance
Department is satisfied that the necessary information has been obtained for a potential

financial institution customer, the account will not be opened.

Once the enhanced due diligence procedure has been completed and an account is
opened for a financial institution, the activity in the account is monitored in several ways.
First, it is always the responsibility of the relationship managers in the field to keep
abreast of changes and developments in the management or business of the customer. To

back up the relationship managers’ efforts to know their customers and to prevent money

" The process applies to all financial institutions customers in the emerging markets and their affiliates and
some, usually smaller, financial institutions customers in Japan and Europe and their affiliates.
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laundering, we have 300 designated Anti-Money Laundering Compliance Officers
around the world who vigilantly seek to ensure compliance with all applicable anti-
money laundering laws and regulations. These in-country compliance officers work with
the relationship managers to stay alert to and recognize possible signs of unusual or

unlawful activity on the part of financial institutions customers.

In addition, the investigative analysts in our Tampa Anti-Money Laundering Unit
employ various methods to monitor U.S. dollar funds transfers for suspicious activity on
an ongoing basis. Citibank has been a pioneer when it comes to monitoring
correspondent banking products for suspicious activity. We were among the first in the
industry to recognize the risks involved in cash management and wholesale banking
products, and in 1993 began systematically to address these risks by monitoring the
international cash letter product. Since 1996, Citibank’s Anti-Money Laundering Unit,
located in Tampa, Florida, has had investigative analysts dedicated to monitoring wire
transfer activity. If information is obtained from law enforcement tips or Tampa
monitoring that calls into question the activity in a particular account, the Tampa analysts
confer with compliance officers in New York and compliance officers and relationship

managers in the field to analyze the activity and to conduct a review of the account,

In addition, we are also exploring more effective ways to ensure that the
relationship managers in the various countries, who have the fullest understanding of the
businesses of our financial institutions customers, work more closely with the

investigative analysts in the Tampa Anti-Money Laundering Unit to identify suspicious
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activity flowing through customers’ accounts. We have established a specialized
compliance unit to coordinate and improve communication between the Tampa Anti-

Money Laundering Unit and the country compliance officers.

As criminals have become increasingly more sophisticated at laundering money,
and as the volume of funds transfers has continued to grow, we have made efforts to
improve our monitoring techniques. For example, we are in the process of incorporating
several new technologies and additional staff that will enhance the account-monitoring

capabilities of the Anti-Money Laundering Unit.

Over the past year, we have also significantly increased the amount of training
resources dedicated to anti-money laundering education. For example, we have
coordinated a number of full-day regional anti-money laundering workshops for
compliance officers from each of our emerging market countries, and have arranged for
regional compliance staff to visit our Tampa anti-money laundering facility.
Furthermore, we fully recognize that if we choose to do business in developing
economies where the risk of facilitating money laundering may be greater, then we have
a responsibility to work with local governments and banking leaders to raise compliance
standards and protect against that risk. To that end, in addition to providing enhanced
anti-money laundering training to our own regional compliance staff, we have hosted and
led numerous anti-money laundering seminars for foreign bankers and banking
regulators. In the past seven months alone we have participated in four such training

sessions in Mexico, Uruguay, Argentina and Haiti.
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The Minority Staff’s Suggestions and Citibank’s Policies. The Minority Staff has

suggested a number of measures to assist banks that offer correspondent banking services
in guarding against money laundering, including the identification of certain types of
relationships that warrant greater care when deciding whether to accept a financial
institution as a correspondent banking customer. Citibank has been studying these
recommendations with great care, and will be working with the New York Clearing
House association in the coming months to formulate an industry code of best practices to
respond to the issues involved. Recognizing that the issues raised and recommendations
made in the Staff Report are complex and require extensive review and evaluation, the
observations I am able to offer on these recommendations are necessarily preliminary.

3] U.S. banks should be barred from opening correspondent accounts with
foreign banks that are shell operations with no physical presence in any
country.

Citibank agrees that unless an offshore bank is affiliated with a reputable onshore
ﬁnancial‘institution, its lack of physical presence should raise a concern. If an offshore
bank is affiliated with an onshore financial institution with a physical presence, however,
Citibank can conduct comprehensive and enhanced due diligence on the parent and assess
the parent’s oversight of its offshore bank. Because the management and reputation of
the parent institution is the most important indicator of the legitimacy of an offshore
bank, whether the offshore itself maintains a physical presence is less significant in
deciding whether to open a correspondent account for the offshore bank, However, the
degree of oversight by financial institution regulators is relevant to the decision to open

an account, whether for offshore or enshore financial institutions, As some of the
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Subcommittee’s case studies demonstrate, due diligence is particularly important where

an affiliate is in a secrecy jurisdiction with lax regulatory oversight.

2) U.S. banks should be required to use enhanced due diligence and
heightened anti-money laundering safeguards as specified in guidance or
regulations issued by the U.S. Treasury Department before opening
correspondent accounts with foreign banks that have offshore licenses or
are licensed in jurisdictions identified by the United States as non-
cooperative with international anti-money laundering efforts.

Citibank agrees with the Staff that special attention should be paid to
correspondent relationships in jurisdictions identified by the United States as non-
cooperative with anti-money laundering efforts. Citigroup’s Global Anti-Money
Laundering Policy (attached as Exhibit C) already considers the issue of a customer’s
location to be an important factor in assessing money laundering risks. In addition, as I
discussed, Citibank has recently developed and implemented new know-your
customer/enhanced due diligence procedures for its relationships with foreign financial
institutions in emerging markets which includes, and in fact has a reach that is broader
than all of the jurisdictions identified as non-cooperative by the U.S. government and the
Financial Institutions Task Force on Money Laundering. These new procedures require
relationship managers who are opening relationships with or conducting annual reviews
on foreign financial institutions in emerging markets to document extensive information

about the potential customer. This documentation must be reviewed and approved by our

New York Compliance Department.
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The new enhanced due diligence procedures are intended to ensure that the
relationship managers responsible for relationships with foreign banks have performed
the necessary due diligence on their financial institutions clients and that they truly know
who their customers are.

3) U.S. banks should conduct a systematic review of their correspondent
accounts with foreign banks to identify high-risk banks and close accounts
with problem banks. They should also strengthen their anti-money
laundering oversight, including by providing regular reviews of wire
transfer activity and providing training to correspondent bankers to
recognize misconduct by foreign banks.

Citibank agrees that identification of high-risk accounts and ongoing monitoring
of wire transfer activity are important elements of a comprehensive anti-money
laundering program. Accounts for foreign financial institutions in emerging markets are
subject to the enhanced due diligence procedures that I described above. In addition,

over the coming year we will undertake a project to complete the enhanced due diligence

procedure for existing U.S. dollar accounts for financial institutions in emerging markets.

As I explained, Citibank’s Tampa Anti-Money Laundering Unit has primary
responsibility for monitoring funds transfers and other wholesale banking products for
suspicious activity. Using various limiting criteria, the Unit monitors funds transfers
through customer accounts in order to isolate particular transactions that may warrant
further investigation. Given the incredibly high volume of funds transfers that take place
every day, monitoring these transfers consumes considerable resources. This year, we

have increased to 14 the number of staff assigned to this important function.

11
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Although even the most sophisticated monitoring technology is not a panacea for
money laundering, we are currenily working to implement several significant technology
projects to enhance the Tampa Anti-Money Laundering Unit’s ability to monitor activity
in correspondent accounts. These new technologies include a data warehouse program
that will allow us to store and access large volumes of data centrally from several
database sources, a software program that will search the transactional database and
isolate unusual patterns of transaction activity for further analysis, and a program that
will help identify linkages between different sets of transactions and within a particular

set of transactions.

Although the pattern monitoring that our Tampa Anti-Money Laundering Unit
undertakes is important to identify unusual patterns of activity, in some sense, given the
incredible volume of funds transfer activity, it is only a limited line of defense. As the
Chief of FiInCEN’s Systems Development Division was quoted as saying in the OTA’s
study of the feasibility of wire transfer monitoring, sifting through the volume of wire
transfers for suspicious activity is more like “looking for a needle in a stack of other
needles” than even a needle in a haystack. In our experience the most effective
monitoring comes from the use of law enforcement tips, press reports, or other specific
information that identifies names of institutions or possible customers of financial
institutions that have come under suspicion of money laundering. With this experience in
mind, Citibank is developing a formalized system to gather such focused information
from outside sources, such as law enforcement tips and court documents. We also have

implemented a new system for tracking in a centralized database all subpoenas and

12
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seizure orders Citibank receives on financial institutions accounts. Under the new
system, if a subpoena or seizure order relates to money laundering or similar issues, the
matter is referred to a Tampa analyst for follow-up. The new monitoring technology that
I described above will permit us to make effective use of this information to combat the

unlawful use of our funds transfer systems.

Finally, to address the need to better educate our compliance officers and
relationship managers in the various countries who deal directly with our financial
institutions customers to better recognize money laundering risks, we have stepped up
our anti-money laundering training efforts including, as I mentioned, providing anti-

money laundering training seminars for regional and country compliance officers.

(4)  U.S. banks should be required to identify a respondent bank’s
correspondent banking clients, and refuse to open accounts for respondent
banks that would allow shell foreign banks or bearer share corporations to
use their U.S. Accounts.

Although Citibank agrees that the “nesting” phenomenon described in the staff
Report raises an issue of serious concern, the matter is quite complex and warrants a
careful evaluation. As the Clearing House has noted, any response must take into
account the true nature of funds transfers in the international payment system. A single
funds transfer in the international payment system frequently involves not one or two, but

marny, intermediary banks. The originator of a transfer may be an individual or

institution many times removed from Citibank's own customer. With this reality in
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mind, we expect to be working with the Clearing House in the coming weeks to consider

possible responses to this serious problem raised by the Minority Staff,

5) U.S. bank regulators and law enforcement officials should offer improved
assistance to U.S. banks in identifying and evaluating high-risk foreign
banks.

Citibank welcomes whatever guidance and assistance bank regulators and law
enforcement officials can provide in this area. As some of the Minority Staff’s case
studies demonstrate, law enforcement is an indispensable partner to U.S. financial
institutions in detecting suspicious activity and possible money laundering. Working
with law enforcement has long been part of Citibank’s formal anti-money laundering
policies. With their greater investigative resources and their exclusive focus on detecting
crime, law enforcement agencies can provide specific leads to help financial institutions
pinpoint those transactions that are truly suspicious among the millions of funds transfers
that are legitimate. Ongoing communication with U.S. law enforcement to inform and to
focus Citibank’s monitoring of the huge volumes of wire transfer activity consistently

. yields meaningful results. In addition to providing leads for targeting potentially
suspicious activity, law enforcement can help inform Citibank personnel about money
laundering schemes and trends so it can stay ahead of would-be criminals and adapt its
policies and procedures accordingly. Citibank will continue its close working

relationship with law enforcement.

We feel it would be particularly useful if U.S. government agencies could devise

methods of sharing with the banking industry and foreign regulatory agencies
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information about institutions that have been suspected of money laundering. Banks
currently do not have access to the suspicious activity reports filed by other banks, nor do
they get routine feedback on the results of their own filings. Although there is a good
reason for keeping this information confidential, it would be extremely useful in
conducting our own due diligence to know whether an institution has repeatedly come

under suspicion.

Distinguishing those few transfers that are suspicious from the millions that are
legitimate is difficult and we always welcome the guidance and insight that law

enforcement and U.S, banking regulators can offer.

(6) The forfeiture protections in U.S. law should be amended to allow U.S. law
enforcement officials to seize and extinguish claims to laundered funds in a foreign
bank’s U.S. correspondent account on the same basis as funds seized from other U.S.
accounnts.

Citibank agrees that the government’s ability to seize funds derived from criminal
activity is an important weapon in the fight against money laundering. The issue of how
best to structure the forfeiture laws to enable the government to seize dirty money while
at the same time protecting the integrity of the international payment system again is very
complicated. Any resolution to this problem needs to take into consideration the fact that
often many banks are involved in carrying out a single funds transfer, and any law that

makes it easier to seize funds from a bank simply because it served as one link in a long

chain of financial intermediaries raises the risk that an innocent actor will suffer a
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considerable loss. This issue will be on the agenda of the Clearing House best practices

undertaking.

Conclusion. As one of the world’s largest global institutions, Citibank knows that
it plays a unique and important role in the fight against money laundering. We are
dedicated to the fight against money-laundering and to using our global presence to
increase international awareness of the problem. Thanks in part to the Subcommittee’s
important work, U.S. financial institutions are now more aware than ever of the
vulnerabilities they face when they establish correspondent relationships with smaller,

less well-known financial institutions that want to participate in the global economy.

We commend this Subcommittee for its important work in the area of
correspondent banking and for highlighting the industry’s susceptibility to money
laundering, particularly in its correspondent relationships in poorly regulated offshore
jurisdictions. We have taken your recommendations seriously, and as I have discussed,
we are working to implement enhanced policies and procedures that reflect our awareness
of each of the important issues raised in the Staff Report. U.S. banks, Congress, banking
regulators, and law enforcement must all work together effectively to reduce the ability of

criminals to launder the proceeds of their crimes.

Thank you for the opportunity to testify before you today. Iam pleased to answer

any questions that you have.
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NEW YORK CLEARING HOUSE

100 BROAD STREET, NEW YORXK, N. Y. 10004

JEFFREY P. NEUBERT TELI(212) 612-9R00
PRESIDENT AND FAX:(212) 612-9250
CHIEF EXECUTIVE OFFICER

February 24, 2001

The Honorable Carl Levin

U.S. Senate Permanent Subcommittee
on Investigations

SR-459 Russell Senate Office Building

Washington, D.C. 20510-6262

Re: Correspondent Banking
Dear Senator Levin:

The member banks of The New York Clearing House
Association L.L.C. (the "Clearing House") have read with
interest and concern the "Report on Correspondent Banking: A
Gateway to Money Laundering" issued by the Minority Staff of the
U.S. Senate Permanent Subcommittee on Investigations. We commend
the Staff for its extensive review of the difficult issues
involved. Our member banks are among the leading correspondent
banks in the world, and the Clearing House operates the world‘s
leading private sector payment system. Accordingly, as the
Subcommittee continues its review, we thought that it might be
helpful to provide you with certain of our general observations,
and to describe a course of action that we propose — a code of
best practices — to help deal with the issues involved.

The member banks of the Clearing House are: Bank of America, National
Agssociation; The Bank of New York; Bank One, National Association;
Bankers Trust Company; The Chase Manhattan Bank; Citibank, N.A.;
European American Bank; First Union National Bank; Fleet National
Bank; HSBC Bank USA; Morgan Guaranty Trust Company of New York; and
Wells Fargo Bank, National Association.

THE NEW YORK CLEARING HOUSE ASSOCIATION L.L.C.
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The Honorable Carl Levin ~2-

During the last 30 years, the world’'s leading banks
have developed an international payment system that has fostered
economic prosperity throughout the world. Financial and trade
transactions can be processed with confidence, speed, and
efficiency through this system. At the heart of the
international payment system is correspondent banking, whereby
banks throughout the world can make payments to and through each
other.” As Federal Reserve Board Chairman Greenspan testified
before Congress, the international payment system is "crucial to
the integrity and stability not only of our financial markets and
economy, but also those of the world." 83 Fed. Res. Bull. 373
(1997) .

The effective functioning of the international payment
system is dependent upon three principal attributes: speed,
accuracy, and geographic reach.” Speed is essential because the
underlying transactions require the certainty that payment has
been made, because so many payments are dependent upon one
another, and because a complex global economy requires constant
liguidity. Accuracy ig essential in order to create confidence
in the payment system. Geographic¢ reach is required in a global
economy because any system that omits certain potential users
makes that system less valuable, and potentially less viable for

As set forth in the 1395 report by the U.S. Congress Office of
Technology Assessment on "Information Technologies for Control of
Money Laundering" (the "OTA Report"), U.S. banks principally use two
wire transfer systems t¢ carry out payments between banks,
(1) Fedwire, which is operated by the Federal Reserve Banks, and
{2) the Clearing House Interbank Payments System ("CHIPS"), which is
operated by The Clearing House Interbank Payments Company L.L.C., an
affiliate of the Clearing House. Additionally, banks use the
Society for Worldwide Interbank Financial Telecommunication
("S.W.I.F.T.") for wire transfers between correspondent banks.

-
“The Board of Governors of the Federal Reserve System has described

the payment system as “quick, sure and efficient.® 70 Fed. Res.
Bull. 707 (1984}.
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all ugers. Moreover, the prominence of the U.S. dollar as the
world’s settlement currency of choice is dependent in large part
upon its universality — a facet driven significantly by the broad
geographic reach of the payment system,

These very attributes, however, which are so
instrumental to the successful functioning of the payment system,
also create some vulnerability to money laundering. As the OTA
Report, which was commissioned by this Subcommittee, concluded:

As commerce and trade have become
inereasingly international and increasingly
dependent on advanced communications, so too
hag organized crime.

OTA Report at 120.

The volume of payments, the speed at which payments
must move, and the indistinguishability of payments combine to
preclude effective intervention, including real-time monitoring,
and severely limit even ex post facto monitoring. The OTA Report
concluded, "continuing real time monitoring of wire transfer
traffic, using [even] artificial intelligence technicques — is not
feasible,” and "[mlost criminal [wire] transfers are on their
face indistinguishable from legitimate trangactions." OTA Report
at 12, 19. Once a person is able to inject funds that are the
product of a criminal act into the payment system, it is highly
difficult, and in many cases impossible, to identify those funds
as they move from bank to bank, The OTA Report quotes the Chief
of FinCEN’s Systems Development Division for the proposition that
the problem is not like "looking for a needle in a haystack,* but
rather "looking for a needle in a stack of other needles." OTA
Report at 73, n.39. Similarly, the scope necessary for an
effective payment system requires broad availability and thereby
greatly limits the feasibility of blanket exclusions based on
geography or origin,
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Although the requirements of an effective international
payment system inherently impose restraints on the ability to
identify, interdict and prevent payments that involve money
laundering, the Clearing House members fully recognize their
responsibility to develop anti-money laundering programs that are
both feasible and effective. Our member banks, and we believe the
vast majority of all major banks, are deeply committed to
preventing money laundering, whether through correspondent
banking or other means. We have spent millions of dollars and
thousands of man hours in fulfillment of this commitment. We
recognize this responsibility notwithstanding the fact that the
volume of payments involving money laundering are estimated to
represent legs than one-tenth of one percent of the total volume
of all payments.

As is the case with law enforcement authorities,
private sector initiatives to combat money laundering must evolve
over time as new problems are recognized and new technologies and
techniques become available. In order to expand and enforce
their anti-money laundering programs, the Clearing House members
will be seeking, over the next several months, to develop a code
of best practices for the banking industry in the area of
correspondent banking.

We believe that this private sector initiative can best
balance the dual needs for an effective international pavment
system and an effective anti-money laundering program. As the
OTA Report notes:

At the same time [as implementing improved
anti-money laundering programs}, the
efficiency of wire transfers for the conduct
of American and world financial transactions
must be maintained.

OTA Report at 122.



200

The Honorable Carl Levin -b-

Based on our preliminary study, we believe that a
number of the recommendations made in the Staff Report will be
integral to our best practices code. These include special
arrangements for so-called "booking" (or "shell") facilities and
offshore licensed banks. We agree, for example, that unless a
bank is affiliated with a substantial "onshore" financial
institution, its lack of physical presence in any jurisdiction
should raise concern. We also strongly endorse, and are prepared
to cooperate fully in implementing, the Staff Report's
recommendation that U.S. bank regulators and law enforcement
authorities should offer improved assistance to U.S. banks. The
governmental sector has access to information regarding illicit
activities that would not normally be available to any bank, much
less the banking community as a whole. The experience with the
Office of Foreign Asset Control has demonstrated the essential
role that the Government can play in identifying institutions and
persons that should be excluded from the world’s payment system.

The Staff Report has identified an important issue with
what it calls "nested" banks, but any response must be carefully
developed to take into account the nature of funds transfers in
the international payment system. We believe that the proposed
recommendation will not accomplish the Subcommittee’s goals
because it fails to recognize that a single funds transfer in an
international payment system will often involve a number of
intermediary banks. The originater of a payment may not be a
customer of the bank for which the respondent bank maintains a
correspondent account (the “sub-respondent bank”), or even a
customer of a respondent bank of the sub-respondent bank, but a
customer of a bank that is several steps further away in the
intermediary bank chain. The only way smaller financial
institutions, including credit unions and thrift institutions in
the United States, can offer a full range of payment and other
services to their customers is through the use of correspondent
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banks.’ This is a very difficult and complex issue, and will be
a focus of our best practices study.

In the context of our proposed approach, we feel
compelled to express our view that the Staff Report is in error
when it generally attributes money laundering situations to a
failure of care or lack of commitment by the banking industry. As
mentioned, our member banks do care deeply about this issue.
Money laundering not only harms the public as a whole, but it
seriously taints the banking industry and, as a result, it is in
the banking industry’s best interests to take all feasible action
to prevent it. What must be recognized, however, is that there
is often substantial lead time between the identification of a
problem and the development of solutions and that, as mentioned,
certain of these problems are embedded in the system. Despite
our best intentions and efforts, it is virtually inevitable that
some insignificant fraction of the millions of payments involve
money laundering.

In conclusion, the Staff Report has provided a useful
service to the banking community and our nation as a whole. The
Clearing House member banks are committed to utilizing the
findings in the Report to enhance their anti-money laundering
efforts by developing a code of best practices.

Please feel free to call me (212~612-9203) or our
General Counsel, Norman Nelson (212-612~3205), with any
questions.

Very truly yours,

wl”

cc: The Honorable Susan Collinsg

Because the vast majority of correspondent banks are legitimate
business counterparties, we believe that the description of this
issue in terms of "nested" banks is both legally and
ornithologically incorrect.
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BOARD OF GOVERNORS
OF THE
FEDERAL RESERVE SYSTEM

WARHINGTON, D.C. 20851

DIVISION OF BANKING
SUPERVISION AND REGULATION

February 27, 2001
By Facsimile

Mr. Jeffrey Neubert
President

New York Clearing House
New York, NY

Dear Mr. Neubert:

Thank you for your February 27 letter regarding the actions contemplated by
the New York Clearing House in response to recent concerns about potential
money laundering activity through the use of correspondent banking relationships.

Board supervision staff is encouraged that members of the New York
Clearing House are undertaking the task of developing industry best practices for
preventing money laundering through the use of correspondent banking
relationships. Like you, we recognize that there are challenges associated with
striking the appropriate balance between maintaining an effective and efficient
international payments system and establishing a strong control environment over
correspondent banking relationships on a world wide basis. In addressing these
challenges, we would be pleased to have you consult with our supervision staff
during the course of the development of the sound practices guidelines. We would
also be pleased to review your proposed recommendations once they are prepared.

Please contact Richard A. Small, Deputy Associate Director, of my staff
with regard to this matter. Mr., Small can be contacted at (202) 452-5235.

Sincerely,

L .

Richard Spillenkothen
Director

cc: Mr. Richard Small
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Citigroap Inc.
153 Eaw S5nd Sy
New York, NY 10043

Dear Colleaguer

Clrigroup is commirted to fighting monev laundering and complving fully with the
lecter and spirt of meney laundering laws in all parts of the world, We are providing vou
with 2 revised Citigroup Global Anti-Moncy Laundering Policy which clarifies
Cirigroup's high standards of acounbilicy.

As an internarional financial serviess firm. Citigroup recognizes chae it has importane
responsibilides o help fight the gobal barde against moncy laundering No customer
reiatmnshtp ts worth compromising our COMMIIMCnt © <ombau=.g monev bundering

All emplovees must accepe accouncability and responsbility for following our Clobal

Antd-Moncy Laundering Policy. We must all work rogerher te proteer our company from
being used for money hundering,

Si ly,
; »‘.;2 /) i /
ohn Ssnfo-:d
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1.0 CITIGROUP GLOBAL ANTI-MONEY LAUNDERING POLICY

I.I RATIONALE

l n the global markerplace, the attempred use of financial institutions to
launder money is a significant problem that has caused great alarm in
the international community and has resulted in the passage of suicter
laws and increased penalties for money laundering in Europe.
Argentina, Australia, Canada, Colombia, Pakistan, Taiwan. the Unired
States_and many other countries. [t has also spurred the formartion of the
Financial Action Task Force on Money Laundering. an inter-govern-
mental body comprised of 26 nations and two regional organizations
established 1o coordinate the global batde against money laundenng.

This Policy establishes governing principles and standards to protect
Citigroup and is businesses from being used to launder money. All
Citgroup employees, wherever located. must be vigtlant in the fight
against money laundering and must not allow Citigroup to be used for
money laundering activities. We cannot permit ourselves to become par-
tictpants in a violation of law.

1.2 SCOPE

This Policy is applicable to Citigroup, its subsidiaries, and s managed

affiliates worldwide.

1.3 POLICY

Ciagroup businesses must

® protect Citigroup from being used for roney laundering:

B adhere 0 the Know Your Customer policies and procedures of
their businesses;

B ke appropaate action. once suspicious activity is detected. and make
reports o government authorides. in accordance with applicable law:
and

8§ comply with applicable money laundering laws. as well as the
recommendatons of the Financial Acdon Task Force on Money
Laundering as incorporated into this Policy.

|
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1.4 WHAT IS MONEY LAUNDERING?

Money laundering is not just the auempt o disguise money derived
- from the sale of drugs. Rather. money laundering is involvement in any
transaction or series of transactions that seeks to conceal or disguise the
nature or source of proceeds derived from iueg-ai acovides, including drug
wrafficking, terrorism. organized crimne, fraud. and many other crimes.

Generally, the money laundering process involves three stages:

= Placement

Physically disposing of ¢ash derived from illegal activity, One way
1o accomplish this is by placing criminal procesds into waditional
financial institutions or non-traditional financial institudons such as
currency exchanges, casinos. or check<ashing services.

Layering

Separating the proceeds of criminal activity from their source
through the use of layers of financial transactions. These layers are
designed 1o hamper the audit trail, disguise the origin of funds, and pro-
vide anonymity. Some examples of services thar may be used during this
phase are the early surrender of an annuity without regard to penaltes,
fraudulent letter of credit transactions, and the illicit use of bearer
shares o create layers of anonymity for the uldmate beneficial owner of
the assets.

Integration
Placing the laundered proceeds back into the economy in such a way
that they re-enter the financial systemn as apparently legitimate funds.

The degree of sophistication and complexity in 2 money laundering
scheme is virrually infinite and is limited only by the crearive imagi-
nation and expertse of criminals.

A finandial institudon may be used at any point in the money laun-
dering process Cikgroup businesses must protect themselves from
being used by criminals engaged in placement. layering. or integra-
tion of illegally derived proceeds.
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1.5 THE IMPORTANCE OF THIS POLICY TO THE INDIVIDUAL
EMPLOYEE AND TO CITIGROUP AND ITS BUSINESSES

In adhering 1o this Policy, as with every aspect of its business, Citigroup
expects that its employees will conduct themselves in accordance with
the highest ethical standards. Citigroup also expects its employees to
conduct business in accordance with applicable money laundering
laws. Cirigroup employees shall not knowingly provide advice or other
assistance 1o individuals who artempt to violate or avoid money {aun-
dering laws or this Policy.

Money laundering laws apply not only to criminals who try to launder
their iil-gotten gains. but also to financial institutions and their employ-
ees who paricipate in those transactions, if the employees know thar
the property is criminally derived. “Knowledge™ includes the conceprs
of “willful blindness™ and “conscious avoidance of knowledge.” Thus,
employees of a financial institution whose susptcions are aroused. but
who then deliberately fail to make further inquiries, wishing to remain
ignorant, may be considered under the law 10 have the requisite
“knowledge.” Citigroup employess who suspect money laundering
activities should refer the matter to appropriate personne! as directed by
thetr businesses’ policies and procedures.

Failure to adhere 10 this Policy may subject Ciigroup employees to dis-
ciplinary actdon up to and including termination of employment
Violations of money laundering laws also may subject Citigroup
employess o imprisonmment and. ogether with Ciggroup, t fines, for-
feirure of assets, and other serious punishment

2.0 STANDARDS

is Policy esublishes the minimum standards to which Citgroup
businesses must adhere. [n any case where the requirements of
applicable local money laundering laws eswablish a higher standard,
Citigroup businesses must adhere to thase laws, If any applicable local
laws appear to coaflict with the standards of this Policy. the partcular
Cidgroup business must consult with its local and regional legal and
compliance officers who must in tum consult with Citigroup Global
Anti-Money Laundering Compliance on the' possible conflict.
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Anti-Money Laundering Programs

2.1 Each Citgroup business unit shall be covered by an anti-money
laundering program that provides for policies. procedures, and
internal conwols to effect compliance with applicable law and 1t
implement the standards set forth in this Policy. And-money laundering
. programs shall include:

B 2 written anti-money laundering policy that sets forth a business’s
Know Your Customer policies and procedures as wel] as the other
basic elements of its anti-money laundering program;

B the designation of Anu-Money Laundering Compliance Officers
or other appropriate personnel responsible for coordinating and
monitoring day-to-day compliance with this Policy:

M recordkeeping and reporting pracrices in accordance with
applicable Jaw;

B appropriate methods of monitoring so that suspicious customer
acgviry ¢an be detected and appropriate action can be wken:

W reporting of suspicious actvity to government authorities in accor-
dance with applicable law:;

B anti-money laundering taining; and

B assessments by a business of is adherence to the and-money
Jaundering policies and procedures that it has established.

2.1.1 In developing their anti-money laundening programs.
Citigroup businesses shall assess the money laundening risks they
face, waking into account the following factors: -

8 the differsnr caregories of customers, including whether the
Cingroup custormners conduct financial ransactions for their own
customers (Examples of such customers include banks. brokers or
dealers in securities. mutual funds, investment managers, monRy
Tansmiters. currency exchanges. foreign exchange businesses.
check cashers, issuers and sellers of money orders and gaveler's
checks, attorney escrow accounts. and hotels with casines.).
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the nature of the Citigroup products and services that are provided:

the customers” expected use of the Citigroup producis and
services: and

the localities of the Citigroup businesses and their customers.

2.1.1.1 One category of customers, namely, “public figures and
related individuals” can pose unique reputational and other risks.

2.1.1.2 For purposes of this Policy. a “public figure™ is any indi-
vidual who oceupies, has recently occupied. is actively seeking.
or is being considered for a senior position in a government (or
political party) of a country. state. or municipality or any deparnt-
ment (including the miliwary). agency. or instrumentality (e.g.. a
government-owned corporation) thereof.

2.11.3 For purposes of this Policy. a “relared individual™
is any person who is a member of the immediate family of
a public figure. e.g., 2 spouse, parent. sibling. or child. or a senior
advisor closely associated with a public Agure.

2114 Indeveloping their anti-money laundering programs. all
Cidgroup businesses must assess any reputational or other risks
posed 1o their businesses through association with public figures
and relared individuals. Any such nsks may be compounded by
other factors. for example, where the account thar is 1o be opened
or maintained is not located in the home country of the public
figure or related individual.

2115 Commensurate with the assessment of those risks,
Cidgroup businesses shall have policies and procedures for open-
ing or condnuing to maintain a relatonship for an individual who
is known through reasonable measures to be 2 public figure or
relared individual (including a customer who was not a public fig-
ure or a refated individual when a reladonship was eswblished and
who subsequently became a public figure or relaed individual)
and for a legal entity which is known through reasonable measures
to be substandally owned or conmrolled by a public figure or
related individual, Such policies and procedures shall provide for:
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® Referral of any questions as to whether an individual is a pub~
lic figure or a related individual to an Anti-Money Laundering
Compliance Officer or other appropriate personnel designated
by a business:

m Inquiry as to the reputation of the public figure or related
individual which should inctude:

= consultation with the Counuy Corporate Officer or senior
business manager in the home country of the public figure
or related individual:

* consulration with appropriate legal and compliance
officers; and

= review of generally available public information regarding
the public figure or related individual, such as news articles

from reputable sources:

W Documentation of any significant information obuined as a
result of such inquiry;

B Approval to open accounts for public figures or refared indi-
viduals and approval w continue to maintain such existing
accounts by a senior business rnanager in the county where
the relationship is to be opened or mainained or that officer’s
designes;

W Authorizartion by the public figure or related individual,
including waiver of any rights under local laws (e.g., secrecy
laws), to easure thar any account informaton or any other
relevant informatdon may be disclosed to any business, legal,
or compliance personsel in order to conduct the inquiry and
approval process referred to above: and

W Appropriate methads of monitoring on an ongoing and regular
basis the accounts of any public figure or related individual.
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2.1.2 A business’s assessment of the various factors relating to the
money laundering risks it faces should be reflected in an anu-
money laundering program thar is practical and effective. A busi-
ness’s anti-money laundering program should provide for policies,
procedures, and internal controls that establish reasonable measures
1o be taken by a Citigroup business to minimize the risk that it will
be used for illicit activities, taking into account the products and
services it provides and the types of customers it serves as well as
the legal requiremnents and good practices in the locality where the
business is located. '

Know Your Customer

2.2 Citigroup businesses shall have Know Your Customer policies.
procedures, and internal controls reasonably designed to;

® determine and document the true identity of customers who estab~
lish relationships, open accounts, or conduct significant transac-
tions and obtain basic background information on customers:

B obtain and document any additional customer informanon, com-
mensurate with the assessment of the money laundering risks posed
by the customers’ expected use of products and services: and

B protect Citgroup businesses from the risks of doing business with
any individuals or entides whose identities cannot be determined.
who refuse to provide required information, or who have provided
information that contains significant inconsistencies thar cannot be
resolved after further investigaton.

Customer Identification

2.2.1 Citigroup businesses shall have policies and procedures to
obtain sufficient reliable identifying information to determine the
identity of all individual customers.

2.2.2 Cidgroup businesses shall have policies and procedures 10
obtain sufficient reliable identifying information (o determine the
identiry of all corporations and other legal entities.
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2.2.3 No special name account {i.e.. an account using a pseudo-
nym or number rather than the acwal name of the customer) shall
be established unless the Citigroup business determines that the
custorner has a legitirnate reason for having such an account and the
business maintains records containing the actual name and other
identifying information regarding the beneficial owner of the
account in the country where the account is maintained and. if
applicable. in any country where the account is managed. Approval
by the appropriate senior level of management for the business must
be obtained before such accounts arz established.

2.2.4 The authority of any person authorizing financial transac-
tons on behalf of the customer shail be established by docurnenta-
tion. reference to local law. or other reliable means. Citigroup
businesses shall have policies and procedures for determining that
person’s identity and relationship to the customer.

2.2.5 Reasonable measures shall be 1aken (o obtain information
about the true identity of the person on whose behalf a relationship
is established or an account is opened or a sigmificant transaction
conducted (i.c.. beneficial owners) if there are any doubrs as to
whether the customer is acting on its own behalf.

Other Customer Information

2.2.6 Citgroup businesses shall have policies and procedures
to determine and document at the time of the eswblishment of a
relatdonship or ar the opening of an account, commensurate with the
assessment of the money laundering risks posed by the customer's
expected use of products and services:

& the custorner’s source of funds;
W the customer’s source of income and assets: and

8 the narure and extent of the customer’s expected use of its prod-
ucts and services (i.e., a tamsacton profile) or the customer’s
invesunent objectives.
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2.2.7 The information about a customer obtained at the time of the
establishment of a relationship or the opening of an account consti-
rures a “customer profile”” Citigroup businesses shall have policies
and procedures for updating customer profiles and for confirming
informarion provided by customers, commensurate with the assess-
ment of the money laundering risks.

Information Requirements for Customers with
Relationships with Another Citigroup Business

2.2.8 Citgroup businesses shall have policies and procedures to
establish the conditions under which they may rely upon another
Citigroup business for the identificaton of a customer who has a
relatonship with that business and seeks to gsiablish a relationship
with another Citigroup business. At a minimurm. to rely upon another
Citigroup business for the idemtification of a customer. a Citigroup
business must:

W document that the other- Citigroup business has a relationship
with the customern;

M determine that its identification requirements are reasonably sat-
isfied by the other Ciugroup business's Know Your Customer
policies and procedures: and -

B be able to obtain on request from the other Citigroup business the
informaton and documentation that was obtained and relied
upon 1o determine the true identity of the customer.

2.2.9 Citigroup businesses thar rely upon another Citigroup business
for the identificaton of a customer shall obtain any additional cus-
tomer informartion required ar the establishment of a relationship or at
the opening of an account. ¢commensurate with the assessment of the
money laundering risks. in accordance with Section 2.2.6.

2.2.10 Cidgroup businesses that provide products and services for a
customer of another Citigroup business shall have sufficient informa-
tion to enablée them to detect suspicious customer activity. [f the
Cidgroup business that manages the customer relationship has the
required information. it shall provide it to Citigroup businesses that
provide products and services. If the Citigroup business that manages

9
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the customer relationship does not have the required information.
Citigroup businesses that provide products and services may obtain
the information directly from the customer.

Anti-Money Laundering Compliance Officers

2.3 Citgroup businesses shall be served by Anti-Money Laundering
Compliance Officers or other designated personnel responsible for
coordinating and monitoring day-to-day compliance with applicable
money laundering laws, this Policy, and the anti-money laundening pol-
icy applicable 1o the particular business. Anti-Money Laundering
Compliance Officers or other designated personnel may serve other
functions and may serve multiple business units.

Recordkeeping and Reporting Requirements

2.4 Citigroup businesses shall have policies and procedures in order
to comply with applicable recordkeeping and reporting requirements
established by law.

2.4.1 Cidgroup businesses shall have policies and procedures for
recording and/or reporting cash transactions as required by appli-
cable law and in accordance with this Policy and for developing and
implementng methods of monitoring cash transactions in order to
comply with applicablc recordkeeping and/or reporting require-
ments and this Policy.

2.4.11 Citigroup businesses that effect transactions involving
currency, including deposits, withdrawals, exchanges, check
¢ashing, and purchases of instruments, shall record all such
wansactions in excess of U.S. $10.000 or its local cumency
equivalent. subject to Section 2.4.2.1 below. Ciggroup busi-
nesses shall comply with any applicable law that sets a lower
recording or reporting thueshold

2.4.2 Citdgroup businesses shall develop and implement appropri-
ate methods of monitoring customer transactions to detect cash
transactions thar are to be recorded and/or reported as well as actual

10
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or attemnpted structuring. Structuring occurs when a custorner
breaks down transactions below cernain dollar or other currency
amounts for the purpose of evading a reporting requirement (in the
U.S.. $10.000) or avoiding detection. In the U.S.. structuring is
itself a crime. even if the funds are legitimately derived, and struc-
turing wherever it occurs is a sign of possible money laundering.

2.4.2.1 Non-U.S. Citigroup businesses may adopt a threshold
amount higher than U.S. $10.000 or its local currency equivaient
for recording, reporting. and/or monitoring after taking into
account local law, the cash nature of the local economy, and the
money laundering risks inherent in such transactions in their
country. Citigroup businesses seeking to adopt a threshold
amount higher than U.S. $10.000 or its local currency equivalent,
however, must have the approval of their Legal and Compliance
officer who, before giving their approval. should consult with
Citigroup Global And-Money Laundering Compliance.

Funds Transfers

2.4.3 Citigroup businesses shall have policies and procedures in
‘order to comply with applicable Jaw pertaining to funds transfers.
U S. law requires financial institurions within the U.S. and its termi-
tories and possessions. with respect to cerain funds gansfers cqual
1o or greater than U.S. $3,000, to record, maintain, and pass on cer-
tain information. including information about the originator and the
beneficiary. '

Record Retention

2.4.4 Citigroup businesses shall maintain the following docu-
ments for at least five years unless local law or the partcular
Citigroup business's policy on document retendon specifies a
longer period:

® customer profiles:

B reports made to government authorities cONCETRING SUSPICIOUS
customer actvity relating to possible money laundering or other
" criminal conduct together with supportng documentatdon;

i
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W records of all formal anti-money laundering training conducted
which include the names and business units of attendees and
dates and locations of the training: and

B any other documents required 1o be retained under applicable
money laundering laws.

Monitoring for Suspicious Activity

2.5 Citigroup businesses shail develop and implement appropriate
methods of monitoring so that throughout the customer relationship
suspicious customer 2ctivity can be detected. appropriate action can be
taken. and reports can be made to government authorities in accordance
with applicable law.

2.5 In developing appropriate methads of monitoring. Cidgroup
businesses shall consider:

8 whether monitoring should be done on an individual account
basis or at a product activity level using generic parameters: and

W whether computerized or manual monitoring is suitable and
practical, aking into account the size and nature of its operations
and available technology.

Reports and Referrals Regarding Suspicious
Activity Involving Possible Money Laundering

2.6 Citigroup businesses must sausfy any legal obligation to repont
suspicious actvity involving possible money laundering.

2.6.1 Given the differences in local law regarding the reporting of
suspicious activity and in some cases the absence of such law, this
Policy hereby establishes a uniform standard by which Ciggroup
businesses, wherever located, are to determine whether actvity is
suspicious for purposes of intermal referrals to appropriate person-
nel as directed by their businesses” policies and procedures so that
appropriate action is taken. Consistent with U.S. law and the rec-
ommendations of the Financial Action Task Force. under the
Citigroup standard, suspicious activity involving possibie money
laundering is any wansacdon conducied or amempied by, at or

12
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through a Citgroup business involving or aggregating U.S. $5.000
or more in funds or other assets or its local currency equivalent that
the Citigroup business knows. suspects, or has reason to suspect:

® involves funds derived from illegal activities or is iniended or
conducted in order to hide or disguise funds or assets derived
from illegal activities (including, without limitation. the owner-
ship. nawre, source, locadon. or control of such funds or assets)
as part of a plan to violate or evade any law or regulation or to
avoid any money laundering regulation:

M s designed to evade a money laundering regulation, for example,
a cash reporting reguladon: or

| has no business or apparent lawful purpose or is not the son in
which the particular customer would normally be expected
to engage and the Ciugroup business knows of no reasonable
explanation for the wansaction afier ¢xamining the available
facts. including the background and possible purpose of the
transaction.

— 2.6.1.1 The above-referenced U.S. $5,000 threshold is for pur-
poses of intemnal referrals and does not establish a threshold for
transaction monitoring.

2.6.2 Citigroup businesses shall have policies and procedures to

provide for the prompt examination of customer activity that is

questionable to determine and document the reason for the activity

and whether the activity is suspicious under the Citigroup standard

set forth in Secdon 2.6.1 of this Policy as well as under any stan-
~dard established by applicable local law.

2.6.3 Ciugroup businesses shall have policies and procedures to
provide for the prompe referral of customer activity thart is deter-
mined w be suspicious under the Citgroup standard set forth in
Section 2.6.1 of this Policy or undexr any standard estblished by
applicable local Taw to appropriate personnel as directed by their
businesses” policies and procedures so thar appropriate acdon is
_taken, including the tmely filing of suspicious activity reporis in
accordance with applicabie local law.

i3
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Citigroup Businesses Within the United States and
Its Territories and Possessions

2.6.4 U.S. regulations require each Citigroup business within the
United States and its territories and possessions to send suspicious
activity reports ("SARs”) to the Department of Treasury's Financial
Crimes Enforcement Network ("FinCEN™) with respect to any sus-
picious wransaction involving possible money laundering conducted
or atternpted by, at. or through the Citigroup business and involving
or aggregating U.S. 35,000 or more in funds or assets. The us.
$5.000 threshold does not apply where a Citigroup business was
used 1o facilitaie a violation of U.S. money laundering laws and the
Citigroup business has a substantial basis for identifying one of its
directors, officers, employees, agents or affiliated persons as having
committed or aided in the commission of the money laundering
offense. Under those circumstances, 2 SAR must be filed with
FinCEN, regardless of the amount involved in the transaction.

2.6.4.1 Citigroup businesses within the United Suates znd its
territories and possessions shall send to Citgroup Corporate
Security & Investigative Services. Fraud Management Unit
copies of all SARs. when filed. relaring to possible money laun-
dering involving a dirextor. officer. employee, or agent of a
Citgroup business or a person affiliated with a Citigroup busi-
ness, and an agreed upon summary on a monthly basis of all
SARSs thar have been filed with FinCEN. In accordance with reg-
ulatory requirements, the Fraud Management Unit has the
responsibility for notifying the Board of Directors of Citigroup
or a Commites thereof of all SARs that are filed. including
SARs conceming other suspicious actvity unrelated to possible
maopey laundering. Copies of SARs pertaining o suspicious
activity involving possible money laundering that are filed
" should also be sent on a timely basis w the particular Citigroup
business’s Anti-Money Laundering Compliance Officer or other
appropriate legal and compliance personnel.
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Citigroup Businesses Outside the United States and lts
Territories and Possessions

2.6.5 Citigroup businesses outside the United States and its ter-
ritories and possessions are subject to local law that may require or
permit suspicious activity reporting to local authorities. Whether or
not local law requires suspicious activity reporting, Citigroup busi-
nesses outside the United States must refer transactions that are
suspicious under the Citigroup standard set forth in Section 2.6.1
to their appropriate compliance. legal. or business personnel as
directed by their businesses’ policies and procedures.

2.6.5.1 Copies of suspicious activity reports filed by a business
outside the United States with local authorities and any internal
referrals regarding suspicious activity should be sent on a timely
basis to the appropriate legal and compliance personne! as
directed by the business’s polices and procedures.

Terminating Customer Relationships

2.6.6 Citigroup businesses within the United States and s territo-
ries and possessions shall have policies and procedures conceming
appropriate action o be taken before a customner relatdonship is ter-
minated because of suspicious acavity and before the customer is
notified of the deciston to terminate. Those policies and procedures
concerming pre-termination and pre~customer notification action to be
taken shall be reasonably designed to provide for:

M the prompt referral of the matter to a business’s Anti-Money
Laundering Compliance Officer or other appropriate legal and
compliance personnel and

B communication of the decision 1o terminate and the anticipated
date for notifying the customer of that decision in a SAR to be
filed or as a supplement to any SARs thar have previously been
filed or, where appropriate, by a telephone call from a
business’s Ang-Moncy Laundering Compliance Officer or other
appropriate legal and compliance personnel to a U.S. Anomey's
Office or other appropriate government authonty.

]
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2.6.6.1 Sitations may arise where a decision to terminate a
relationship involves a customer who has used an account in a
Citigroup business outside the United States to conduct suspi-
cious transactions through a Citigroup business in the United
States. Under those circumstances, the Anti-Money Laundering
Compliance Officers for the respective businesses in and outside
the United States must communicate and coordinate with each
other so appropriate precautions are taken before the decision to
terminate is communicated to the customer in question.

Prohibition Against Disclosing Suspicious Activity Reports

2.6.7 Where Citigroup businesses have filed suspicious activity
reports or otherwise reported suspected or known criminal viola-
tions or suspicious activities to law enforcemen: authorities.
Citigroup employess must not notify any person outside of
Cirigroup who may be involved in the transaction or any person
who is the subject of a suspicious acgvity report or other report of
suspicious activity that the ransaction has been reported.

Training

2.7 Citigroup businesses shall provide anti-money laundenng training
on a peniodic basis.

2.71 The uzining shall review applicable money laundering laws
and recent gends in money laundering activity as well as the par-
ticular Cidgroup businesses’ policies and procedures 1o combat
money laundering, including how to recognize and report suspi-
cious transactions.

2.7.2 Citgroup businesses or approprate legal and compliance
personnel shall determine the frequency of training and which per-
sonnel must be trained commensurate with their money laundering
risk assessment

2-7.3 Records shall be kepe of all formal waining conducted. These
records should include the names and business units of attendees
-and dates and locarions of the training.
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2.7.4 If Citigroup representatives are asked to speak on the topic of
money laundering or Know Your Customer policigs and procedures
at an external conference. consistent with the Citigroup Statement of
Business Practices, they should notify Citigroup Globat Anti-Money
Laundering Compliance before making a commitment o speak.

Assessments by Businesses

2.8 Cirigroup businesses shall conduct assessments of their ant-
money laundering policies and procedures on a periedic basis to pro-
vide reasonable assurance that their compliance programs continue to
function effectively. The assessment process should include testing and
analysis.

3.0 CITIGROUP GLOBAL ANTI-MONEY
LAUNDERING COMPLIANCE

Cmgmup .Global Ang-Money Laundenng Camphanc: has responsi-
bility for coordinating the anti-money laundering compliance pro~
grams of Citigroup businesses worldwide. The Director of Citigroup
Anti-Money Laundering Compliance shall report directly to the
Citigroup General Counsel.

4,0 AUDIT AND RISK REVIEW

Cirigroup's Audit and Risk Review is another important means to
protect Citigroup and its businesses from being used by money
launderers. Audit and Risk Review will evaluate Citigroup businesses’
compliance with this Policy, their own and-money laundering pohcxes
and applicable money laundering laws.

5.0 POLICY OWNER

e owner of this Policy is Cxugmup Global And-Money Laundening
Compliance. Any deviagon from the standards set forth in this
Policy requires the approval of the Policy owner. Requests for devia-
tons should not be made of Cidgroup Global Ana-Money Launderng
Compliance unless the appropriate level of management for the busi-
ness has approved the request.
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6.0 CONCLUSION

dherence to this Policy is absolutely critical so that all Citigroup
Fubusinesses. wherever located, comply with applicable money laun-
dering laws. Citigroup businesses must be proactive in the implementa-
tion of this Policy. Citigroup employees must be vigilant for suspicious
activity and promptly refer such activity to appropriate personnel as
directed by their businesses’ policies and procedures so that all reporting
and other requirements are met. Only through constane vigilance can
Citigroup employees protect Citigroup products and services from being
used to launder money.

Issued: October 28, 1999
Effective:  January 31, 2000
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PREPARED REMARKS OF CARLOS FEDRIGOTTI
Delivered to the United States Senate
Permanent Subcommittee on Investigations
Committee on Governmental Affairs
March 2, 2001

Good morning Madam Chairman, Senator Levin, and Members of the Permanent

Subcommittee on Investigations.

My name is Carlos Fedrigotti. I am the President of Citibank Argentina. Ihave held that
position since April 1996. From January 1995 until April 1996, I was the Corporate Bank Head
in Buenos Aires. Before that, I was in charge of the Citibank franchise in Uruguay for five
years, 1 have been an employee of Citibank since I graduated from Columbia University in
1977, when I was hired by Citibank New York, and I have also worked for Citibank in Madrid

and Paris.

As the President and Country Corporate Officer for Citibank Argentina, I am the
institutional representative of Citibank in the country. I am responsible for Citibank’s corporate
banking operations in Argentina. Since February of last year, I have also served as the Region

Head for Citibank’s corporate operations in Uruguay and Paraguay.

Citibank’s Operations in Argentina
Citibank’s operations in Argentina are headquartered in Buenos Aires. In addition to
Citibank’s main office in Buenos Aires, Citibank also has 88 branch offices throughout

Argentina and currently employs over 6,000 people there. Its customers include individual
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consumers, large multinational and local corporations, small and medium-sized local

corporations, financial institutions, and governmental entities.

Citibank opened its branch office in Buenos Aires in 1914, which makes the Buenos
Adres branch the first one established by any American bank outside the United States. Since
opening its doors for business in Buenos Aires, Citibank has been an active and important
member of the Argentine business community, maintaining a continuous presence in Argenting
even as the economy has gone through good and bad times. In the late 1950s, Citibank began
opening branches throughout Argentina, first in the city of Rosario and then in the major urban
centers. During the early 1980s and the 1990s, Citibank chaired the Bank Advisory Committee
for Argentina, which helped the country weather an economic crisis by lending new money and
helping to restructure Argentina’s extemal debt. In the mid-1980s, Citibank created an
Investment Bank to carry out project financing and to assist companies in funding their
expansion plans and giving them access to capital markets. Beginning in 1989, Citibank
participated actively in the privatization of state-owned companies that resulted from
governmental policies aimed at liberalizing the economy and encouraging free markets. Inthe

early 1990s, Citibank participated in the renegotiation of Argentina’s external debt.

In 1999, the U.S. State Department commended the branch for its outstanding corporate
citizenship, its innovation, and its exemplary international business practices. Last year, the
Argentine Minister of the Economy praised the constructive role that the branch played in
connection with the passage of anti-money laundering legislation in Argentina. Citibank has had

a long and distingnished history in Argentina, 1am proud to lead this institution.
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The Citibank Argentina Financial Institutions Unit

The Citibank Argentina Financial Institutions Unit provides products and services to
Argentine banks, securities firms, insurance and pension management companies, and other
financial services companies. The department consists of a Unit Head, four Relationship
Managers, and two Financial Analysts. The Unit Head reports to the Corporate Bank Head, who

in turn reports to me as Country Corporate Officer.

The Unit provides a wide range of products and services to Argentine financial
institutions, such as trade and treasury services, complex derivatives, securities, and investment
products. It also plays a role in approving the opening of correspondent banking accounts at
Citibank branches in other countries. Argentine financial institutions and their offshore affiliates
use these correspondent accounts to transfer funds, clear checks, or exchange currency on their
own behalf or for their customers. In addition to Citibank, many other large U.S. and European

banks also provide correspondent banking services to Argentine financial institutions.

Because correspondent accounts for Argentine financial institutions and their affiliates
are maintained outside the country, the Financial Institutions Unit at Citibank in Buenos Aires
does not itself open or service these correspondent accounts. Rather, Citibank Buenos Aires acts
as the “control unit” for these accounts. As the control unit, the Citibank Financial Institutions
Unit in Argentina performs Know Your Customer (“KYC”) and enhanced due diligence reviews
for all of Citibank s financial institutions customers who are located in Argentina and their

affiliates, without regard to whether the products and services used by these customers are
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provided by the branch in Buenos Aires or the United States. Through a service agreement that
the Buenos Aires branch has with the New York office, the branch makes its KYC information
available to the New York office and forwards account opening documentation and certain basic
information regarding the customer to New York in order for the New York office to open

U.S.-based correspondent accounts.

All sectors of the banking business have their own set of risks, and correspondent
banking is no exception. Citibank Argentina has long been aware of the need, for several
reasons, to scrutinize closely the financial institutions with which it does business. First, in terms
of credit risk, Citibank must have a complete picture of the financial soundness and stability of
its financial institutions customers. Accordingly, Citibank limits its target market to the
strongest and most viable financial institutions. The Citibank branch in Argentina learned this
lesson first hand. Like other banks with heavy exposure in Latin America, the branch was hit
hard by the so-called “Tequila Crisis” in December 1994, when the Mexican government
devalued its currency, which sent the Latin American economy into a downturn and caused the
failure not only of financial institutions in Mexico and Argentina but also of their offshore
affiliates as well. Second and no less important, because the branch in Argentina provides its
financial institutions customers with access to the international payment system through
Citibank’s network of correspondent accounts, the branch must perform thorough due diligence
to ensure that its customers have the utmost integrity and that these customers fully appreciate

their responsibility to prevent and detect money laundering and other illegal activity.
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Citibank has strived to limit its target market to the most reputable and financially robust
institutions. For this reason, Citibank avoids doing business with offshore banks that are not
affiliated with well-established onshore parent financial institutions. In January of last year, the
Financial Institutions Unit in Buenos Aires further limited its target market and closed
correspondent accounts that it had maintained for offshore institutions that, although affiliated
with Argentine onshore parents, were not reported to the Central Bank on the parent institution’s
consolidated financial statements. Consolidated reporting ensures that the regulator of the
onshore parent is aware of that institution’s offshore vehicles and can assess the safety and
soundness of the parent institution against that knowledge, as well as evaluate the parent
institution’s control over the offshore entity. None of the accounts for these non-consolidated
offshore affiliates was closed because suspicious activity was detected. Instead, the Financial
Institutions Unit determined that narrowing its target market was a better means of managing
credit risk. As a result, since January 2000 the Financial Institutions Unit has closed the
correspondent accounts that were once maintained for several offshore vehicles affiliated with
Argentine financial institutions. Among the accounts that were closed was the correspondent
account for Federal Bank, which the Minority Staff's Report has criticized Citibank for opening,
and which would not have been opened under the Financial Institutions Unit’s redefined target

market criteria.

The Federal Bank Account
In 1992, the Financial Institutions Unit in Buenos Aires requested that a correspondent
account be opened in New York for Federal Bank Ltd,, a bank incorporated in the Bahamas. It

was the understanding of the Financial Institutions Unit that the Moneta Group — a group of
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financial institutions and investment companies owned by Raul Moneta, his uncle Jaime Lucini,
and their families — owned Federal Bank and that Federal Bank was the offshore affiliate of the

Group’s flagship bank in Argentina, Banco Republica.

Virtually every major financial institution in the world has offshore affiliates. Nearly all
Argentine banks do as well. Today, Argentine banks must have offshore affiliates if they are to
compete with international banks for sophisticated Argentine customers. A large number of
wealthy Argentine individuals and companies have historically kept part of their assets offshore
for a variety of reasons. For example, in the late 1980s Argentina experienced extreme
economic instability and political uncertainty. Inflation soared — at times beyond 400% per
month. Profits in the Argentine private sector steadily decreased and there was little new foreign
investment in the country.” Unemployment and underemployment remained high and there was
significant uncertainty and volatility in the foreign exchange market. The results of the May
1989 elections led many Argentines to fear a difficult and lengthy transition to new economic
and political initiatives and the possibly disruptive effect of those initiatives on the economy.
Because of the lack of confidence in the Argentine peso by both foreign and local investors, the
fear of new taxes on assets held in Argentina, the risk of devaluation, and erratic exchange
control policies adopted by different governments, Argentines commonly protected part of their

assets by placing them offshore.

The members of the Financial Institutions Unit in Argentina who requested the opening

of a correspondent account for Federal Bank in 1992 felt comfortable doing so because the

branch in Argentina had had a long banking relationship with its sister institution, Banco
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Repiiblica, and its owners, the Moneta Group, which dated to the late 1970s. In addition to the
banking relationshié that the Buenos Aires branch had with Banco Repiblica, Citibank and the
Moneta Group, through its holding company, United Finance Company, were also co-investors
in an investment holding company called CEI, which was created in the early 1990s to hold
equity in Argentine companies acquired through the Argentine government’s debt-for-equity

swap program.

Although the Buenos Aires branch had no legal documentation in its files proving as a
matter of law that Federal Bank was owned by the Moneta Group, the Financial Institutions Unit
considered it to be an-affiliate of Banco Republica and treated it as such. As you have seen from
the Financial Institutions Unit’s records, members of the Financial Institutions Unit regularly
discussed Federal Bank with Banco Repiblica’s management and analyzed Federal Bank as part

of their overall credit anélysis of Banco Repiiblica and its affiliates.

In April 1999, Ireceived a letter from the Central Bank of Argentina requesting
information regarding Federal Bank, particularly information about the identity of Federal
Bank’s shareholders. The Central Bank’s request was based on the fact that Federal Bank
maintained a New York account with Citibank. I passed the request on to my deputy, and asked
him to prepare a response in consultation with the bank’s general counsel. Ihave since learned
that the branch employees who worked on preparing the answer to this request believed that the
Moneta Group's ownership of Federal Bank was widely known in Argentine banking circles.
Accordingly, these employees, my deputy, and my general counsel interpreted the letter from the

Central Bank as a request for legal proof of Federal Bank’s ownership.
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Because the files in Buenos Alires contained no records from which Federal Bank’s
ownership could be determined as a matter of law, my deputy and my general counsel prepared a
letter for my signature, informing the Central Bank that such information was not available in the
files in Buenos Aires. The letter also directed the Central Bank to New York, where
documentation for Federal Bank’s New York-based account would be maintained and offered

the branch’s assistance in helping the Central Bank to obtain information from New York.

1 later revisited the branch’s response to the Central Bank’s inquiry regarding Federal
Bank when the Subcommittee subpoenaed information regarding Banco Repiiblica. In July
2000, when I was made fully aware that the working materials in the branch’s files for Banco
Reptiblica contained informal, internally generated information about Federal Bank, I determined
in consultation with Citigroup management that the Buenos Aires branch should offer that
information to the Central Bank of Argentina. On July 27, I sent a letter to the Central Bank
making this offer, and in September, at the request of the Central Bank, the branch provided this

material.

‘While the branch’s initial response to the Central Bank was legaily correct under
Argentine law, Citigroup’s policy is to do more than comply with the legal requirements of the
jurisdictions in which we operate. It is Citigroup’s policy to cooperate fully with regulators in all
circumstances, which means going beyond our basic legal obligations. After reviewing the facts

personally, T belicve that although the branch’s initial response to the Central Bank was correct
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under Argentine law, we should have done more and supplied the additional information, which

in fact we did last year.

This matter has been taken very seriously by me and Citigroup’s management and I have,
in turn, reemphasized to the employees under my supervision that full cooperation with
regulators is mandatory in all circumstances and that full cooperation may require them to go
beyond what is strictly or legally sufficient to fulfill their obligations. Ican personally assure
you that as the senior executive in the country, I have reinforced the awareness of Citibank
Argentina regarding the policy of having a fully collaborative relationship with the Central Bark

in all respects.

Due Diligence on Banco Repiiblica

The Minority Staff’s Report has also criticized certain aspects of the due diligence that
the Financial Institutions Unit performed on Federal Bank's parent, Banco Repiblica. The
personnel in the Financial Institutions Unit understand the importance of thorough due diligence
on each of our customers. Such due diligence is a key component of their jobs and their
performance in this area is regularly evaluated through audits and performance reviews. Our
employees take this aspect of their job seriously, understanding that they are the first line of

defense against improper use of Citibank’s resources.

As part of their responsibilities and in keeping with Citibank’s standard due diligence

procedures, the members of the Financial Institutions Unit who were responsible for the Moneta

Group relationship asked Banco Repuiblica’s management whether Banco Repiiblica maintained
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anti-money laundering policies. Given the length of Banco Republica’s relationship with
Citibank, the relationship managers relied on oral assurances that Banco Repiiblica maintained
an AML manual as required by the Argentine Central Bank. Citibank recently learned from the
Minority Staff Report that a confidential and secret examination report of the Central Bank of
Argentina — a report to which no Citibank employee had ever had access — criticized Banco

Repiiblica for its failure to maintain a written AML manual.

Citibank agrees that assessing the AML programs of our financial institutions customers
is an essential component of knowing our customers. In fact, Citibank’s enhanced due diligence
procedures for opening New York-based accounts for financial institutions — to which Citibank
Argentina adheres — now includes such an assessment. Citibank is currently testing new
methods for gathering meaningful information about the AML controls of its financial
institutions customers. These enhanced due diligence procedures will require detailed reports by
relationship managers about the character and integrity of a financial institution’s management,
detailed descriptions of a financial institution’s AML procedures, and candid assessments of
those procedures. As these procedures are being implemented and refined, Citibank Argentina

has undertaken a thorough review of the AML practices of all its financial institutions customers.

Thank you for the opportunity to testify today. I would be pleased to answer any

questions you might have.

10
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PREPARED REMARKS OF MARTIN LOPEZ
Delivered to the United States Senate
Permanent Subcommittee on Investigations
Committee on Governmental Affairs
March 2, 2001

Chairman Collins, Senator Levin, and Members of the Permanent Subcommittee,

good morning.

My name is Martin Lépez, and I have worked for Citibank since 1985. Tam
currently the Head of the Ciﬁbank Corporate Bank in the Republic of South Africa.
Before that, I worked for Citibank in Buenos Aires, Argentina. In 1988, I became a
Relationship Manager in the Financial Institutions Unit in Buenos Aires, where I was
responsible for managing Citibank’s relationships with various Argentine banks,
insurance companies, pension funds, mutual funds, brokerages and asset management
companies. In 1997, I became the Head of the Financial Institutions Unit in Buenos
Aires, which consisted of four relationship managers who serviced Citibank’s
relationships with nearly 70 financial institutions in Argentina. Ileft Buenos Aires in
June 2000, and after a brief assignment in Malaysia, I have been in charge of the Citibank

Corporate Bank in South Africa since November of last year.

The purpose of these hearings is to explore the extent to which banks that provide
correspondent banking services may be vulnerable to money laundering and to find ways

to minimize that risk. As an employee of Citibank, I want to assure you that I am
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committed to doing whatever I can to help Citibank make its correspondent banking

services less vulnerable to money laundering.

Among the ten cases that the Minority Staff has examined over the past year, two
cases center on correspondent relationship with offshore banks that are affiliated with
Argentine financial institutions. These cases are Citibank’s correspondent banking
relationship with Mercado Abierto and its offshore affiliate, M.A. Bank, and Citibank’s
correspondent banking relationship with Banco Repiblica and its offshore affiliate,

Federal Bank. I would like to say a few words about each.

Citibank’s Relationship with Mercado Abierto.

Citibank’s decision to open correspondent banking accounts for Mercado Abierto
and its affiliates, was based primarily on our experience with the parent institution,
Mercado Abierto. Although I was never the relationship manager responsible for this
relationship, I can tell you that since 1983 the Mercado Abierto Group has provided asset
management, brokerage, and investment services to Argentine investors. Mercado
Abierto has been one of the largest and most important brokers in the Buenos Aires stock
exchange. In April 2000, Mercado Abierto ranked seventh among brokers trading in the
Buenos Aires stock exchange and it managed an investment portfolio worth

approximately $400 million.

The Minority Staff has focused most of its attention on M.A, Bank. M.A. Bank is

the Mercado Abierto Group's offshore affiliate, incorporated in the Cayman Islands.
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M.A. Bank provides sophisticated Argentine investors with access to international
financial markets. M.A. Bank trades both Argentine and non-Argenting securities and
manages investment portfolios on behalf of Mercado Abierto’s more-sophisticated

investors as well as for Mercado Abierto’s own accounts,

The Minority Staff report refers to M.A. Bank as a “shell bank,” which it defines
as a bank that has no physical presence in any jurisdiction and that also has no affiliation
with a bank that maintains offices in other locations. But during the course of Citibank’s
relationship with Mercado Abierto, M.A. Bank was affiliated with the Group, which was
an important brokerage and asset management company in Argentina. Not surprisingly,
the Group maintained a physical presence in Argentina. It was regulated by the
Comisién Nacional de Valores (the Argentine version of the Securities and Exchange

Comumission in the United States).

In 1999, I learned that the U.S. Custorns service had launched an undercover
investigation that implicated Mr. Ducler, one of the owners of Mercado Abierto, and two
of Mercado Abierto’s vehicles, M.A. Bank and M.A. Casa de Cambio, in the laundering
of narcotics proceeds. Although I had been aware that funds had been seized from the
New York accounts of these entities in 1998, it was not until 1999 — when Mercado
Abierto’s principals handed me the affidavit that the U.S. Customs Service had filed ina
United States court — that I realized that the seizure had been based on allegations of
money laundering. After Ilearned of the grounds for the seizure, Citibank blocked these

accounts in December 1999 and formally ended its relationship with the entire Mercado

B
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Abierto group in February 2000. ©have since learned that the U.S. Cuystoms Service
settled its claim against Mercado Abierto and that neither Mercado Abierto nor its

principals has been found guilty of any wrongdoing.

The Minority Staff report concludes that Citibank should have more promptly
realized that the seizure warrant it received for the Mercado Abierto accounts was related
to money laundering. Unfortunately, that is a well-deserved criticism. Citibank now has
procedures in place to ensure that warrants like the one Citibank received for Mercado

Abierto are properly handled.

But the Minority Staff report also asserts that Citibank permitted M.A. Bank to
“engage in highly suspicious activity for more than one and one-half years after assets in
its account were seized for illegal activity.” And that is simply not true. There is no
evidence that suggests that any of the activity that the Minority Staff describes as “highly
suspicious” is connected to any sort of illegal activity. What the Minority Staff observed
was a significant level of activity among the various Mercado Abierto vehicles is in fact
consistent with the various securities markets in which the Mercado Abierto Group traded
and the Group’s purchase and sale of securities within and outside Argentina. To
understand completely the nature of these transfers, one would have to examine not only
the Group's correspondent banking accounts in the United States, one would also have to
examine the custodial accounts in Argentina and abroad in which securities were held for
the Group and its customers, the Group’s peso-denominated accounts in Argentina, and

the correspondent accounts that the Group maintained at other banks. Although Citibank
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does not have access to this information and therefore cannot confirm precisely what
purpose these transfers served, these transfers are consistent with the short-term
investment strategy described in M.A. Bank’s annual financial statements. There is

nothing “highly suspicious” about these transfers at all.

I'would now like to say a few words about Citibank’s relationship with Banco

Reptiblica and Federal Bank.

Citibank’s Relationship with Banco Repiblica and Federal Bank.

Citibank’s relationship with Banco Reptiblica dates back to 1978, when its
owners, Raiil Moneta and his uncle Benito Lucini, established a financial company that
later became Banco Republica, a wholesale bank located in Buenos Aires. I understand
that in 1992, Mr. Moneta and Mr. Lucini incorporated Federal Bank, an offshore affiliate
of Banco Republica. That same year, Citibank established a New York-based
correspondent banking account for Federal Bank. From mid-1995 until I became head of
the Financial Institutions Unit in 1997, I was the Relationship Manager responsible for
Citibank’s relationship with Banco Republica and Federal Bank. After I became
Financial Institutions Unit Head, I stopped managing the relationship, but supervised

those who did.

The relationship between Banco Repiiblica and Federal Bank was, I believe, well
known in the Argentine financial community, particularly among those banks that loaned

money to Repiiblica Holdings, the Moneta family’s offshore holding company. My
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understanding of the relationship between these entities, as evidenced by the documents
that have been provided to the Minority Staff, is that Federal Bank served several
purposes: it provided private banking services to Banco Reptiblica’s wealthiest
individual customers; it provided Banco Repiiblica with access to liquidity; it bought and
sold securities; and, from time to time, it helped finance Repiiblica Holdings’
participation in various Argentine companies — including CEI, Telefénica, and Telecom
— through various securities transactions in which shares of those companies were
swapped or pledged as collateral in order to raise capital to buy additional shares. The
Subcommittee has noted that $4.5 billion moved through Federal Bank’s correspondent
account at Citibank. In my experience, $4.5 billion in credits (which averages to
approximately $50 million per month or approximately $2.5 million per day) over seven-
and-a-half years is consistent with these purposes and would not be unusual for a bank of
this size. In December 1996, Federal Bank had $667 million in assets, of which $444
originated from the purchase or sale of securities; in December 1995, Federal Bank had
$533 million of assets, of which $362 originated from the purchase or sale of securities.
Given these assets as well as Federal Bank’s significant involvement in securities trading,
the average movement of $2.5 million dollars a day through Federal Bank’s account is

not surprising.

Much of the interest in Banco Repiiblica and Federal Bank appears to stem from
confidential and secret examination reports for Banco Repiiblica by the Central Bank of
Argentina. When the Minority Staff made these confidential and secret examination

reports available to me, I found two things that concerned me. First, the reports pointed

-6~
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out that Banco Repiiblica did not have written anti-money laundering procedures, as
required by the Argentine Central Bank. Given the length of Banco Republica’s
relationship with Citibank, the relationship managers — myself included — relied on oral
assurances that Banco Reptblica maintained written anti-money laundering procedures as
required by the Argentine Central Bank. I was therefore surprised to learn that Banco
Repiiblica failed to comply with this requirement. But under Citibank’s enhanced due
diligence procedures for U.S. accounts, relationship managers will be required to assess
the AML controls that Citibank’s clients have in place. Iunderstand that Citibank

Argentina is now reviewing the AML practices of all its financial institution customers.

Second, I was surprised to learn that Pablo Lucini had denied that Federal Bank
was affiliated with Banco Reptiblica. As I have said, it was common knowledge in the
financial community that Federal Bank was the offshore affiliate of Banco Repiiblica. As
you can see from our files, although we could not legally prove that Federal Bank was
affiliated with Banco Repiiblica, we certainly believed that it was. Iunderstand that Mr.

Moneta has denied that he has any interest in Federal Bank.

In April 1999, the Central Bank of Argentina sent a letter requesting information
about Federal Bank — particularly about its owners — to the Buenos Aires branch of
Citibank. Because I believed that Federal Bank’s affiliation with Banco Reptiblica was
known in the Argentine financial community and I knew that the Central Bank’s
examiners had a great deal of expertise in the market, I thought that they already had

grounds to believe that these entities were affiliated. I therefore concluded that the
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Central Bank must have been looking for legal proof — irrebuttable, undeniable evidence
— that the Moneta Group owned Federal Bank. And while our files contained a lot of
internally generated documents that reflected our understanding of the relationship, we

did not have the legal proof that I thought the Central Bank was looking for.

I was also concerned when I reviewed the Central Bank’s letter that we were
being put in an awkward position — we were being drawn into the middle of a matter
between the Central Bank and one of our customers. When I was interviewed by the
Minority Staff, I used an imprecise expression to describe this situation. When I said that
I believed the Central Bank was playing “some kind of game,” I merely meant to express
my concern that we were being put in this uncomfortable position. Idid not intend in any
way to suggest disrespect to the Central Bank, which has done an excellent job
supervising the Argentine financial system, and I fully appreciate that it is Citibank’s

policy to cooperate fully with requests from regulators.

The branch’s original response to the Central Bank was based upon the technical
analysis that we did not have legal proof in our files. This analysis was legally correct;
but Citibank’s policy is to go beyond the minimum that is technically or legally required

when it comes to cooperating with regulators,
I thank you for the attention that you are giving to correspondent banking and its

vulnerability to money laundering, and for giving me the opportunity to testify before you

today.

—8—
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U.S. SENATE PERMANENT SUB-COMMITTEE ON INVESTIGATIONS

TESTIMONY GIVEN BEFORE THE COMMITTEE AT A HEARING HELD ON

MARCH 6, 2001

Arthur O. Jacques
Jacques Little, Barristers & Solicitors
Toronto, Ontario, Canada

EXECUTIVE SUMMARY!

1. By way of background, | am a Canadian Barrister and Solicitor and member of
the Ontario Bar. The bulk of my professional expertise and experience relates to
financial restructuring, insolvency and receivership, and cross-border corpeorate
enterprises, Since my call to the bar in 1971 in Canada, | have had some

exposure to financial defaults and distressed organizations in the U.S.

2. in-April of 2000, my firm was retained to deal with an issue that had previously
impacted on a new group of clients referred to as Gold Chancs intl Limited
Group (“Gold Chance”). Gold Chance had previously attempted to take
advantage of an opportunity fo exploit a certain petrochemical technology in
Canada. Gold Chance had obtained, inter alia, the North American exploitation
rights for the technology. Significant capital was expended internally to procure
the rights and substantial capital was thereafter reguired and sought after to
develop the rights in Canada and eilsewhere. As a resuft, the sum of
$12,000,000 (U.8.) was required to further the advancemant of the technalogy.

Gold Chance through arms-length intermediaries attempted 1 access the

funding requirements for its developrment.

3. In the late fall of 1989, a binding financial arrangement was entered inte under
which certain off shore entities were to provide in Canada the appropriate
funding. As a condition precedent the Lending Agreement, an advance sum of
$3,000,000 was placed into the Lender's lawyer's frust account in Ontario.
Thereafter, it was expressly stipulated in the Lending Agreement that the funds
represented by the deposit were 1o remain in a segregated trust account in
Ontario untll all of the principal sums under the lending agreement were

advanced to Gald Chance.

it turned out that the funds under the Lending Agreement were never advanced

and Gold Chance demanded the return of the funds held in trust. When the
funds were ultimately not returned, my law firm, Jacques Little, then proceeded to
represent Gold Chance for the first time. Due fo the complexity of the
proceedings, co-counsel were retained in Ontario, Mr. David Wires of McCague,

Wires.

¥ My voluntary appearance here teday js at the request of the United States Senate Permanent Sub-
commitlee on lnvestigations with particular reference to correspondent banking and money laundering in
terms of existing controls and access to the U.S. financial systern. My appearance is not intended 1a be

any waiver of alterney dlient privilege.
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Civil proceedings were implemented in the spring of 2000 for the return of the
trust funds in the Superior Court of Justice for the Province of Ontarie [Ontario
Court File No. 00-CV-188868].

The salient facts for the purpose of my appearance are as follows:

(a) The sum of $3,000,000 {U.8.) was given to the Ontario law firm on
December 3, 1999 by way of bank draft drawn on a Canadian Schedule
One bank payable to “Daigle & Hancock, Barristers & Solicitors, [n Trust,”
Thereafter the afcresaid amount was immediately deposited in the law
firm’s trust account in Toranto. .

(b}  On December 10, 1399 the law firm's bankers were instructed, in writing,
to wire transfer the $3,000,000 (U.S.} to:

Beneficiary: Free Trade Bureau S.A.

Bank of Beneficiary: British Trade & Commerce Bank
Beneficiary’s Account

Number: 100-011381-6

Via U.S. Correspondent

Bank: First Union National Bank

ABA Number: 063-000-021

Swift BIC: - PNBPUS33CHA

Credit to the ' ’

Correspondent Account No. 9883871373

It was subsequently ascertained that the Gold Chance Trust funds without any
knowledge on behalf of our client were dispensed on instruction from British
Trade & Commerce Bank ("BTCB") in Dominica/Florida from the First Union
Account in Jacksonville, Florida to selected bank accounts all over the world from
December 1889 to February 2000, including transfers within the U.8., (most
particular into the State of idaho) as well as additional transfers to Switzerland,
Nevis, Hong Kong, India, United Arab Emirates, Dominica and Canada. [See
Page 275 of the Sub-commitiee's Report on Correspondent Banking: A Gateway
to Money Laundering.)

it is noteworthy that prior to the Gold Chance demand for the return of funds and
commencement of civil proceedings in Ontario, Gold Chance had rno knowledge
of the existence of (a) First Union National Bank and their receipt of funds in
December 1839 or (b) the existence and role of RTCB with respect fo any
management, control or use of the funds.

On March 13, 2000 our dient requested to "have its collateral security held by
{the law firm] as our fiduciary immediately returned to us.” As of the date hereof
{March 8, 2001), re funds held in trust and confrolied by BTCB have been.
returned, notwithstanding repeated demands and the commencement of civil
proceedings in Ontario. It is not disputed in any fashion whatscever that Gold
Chance is entitled to the retum of the funds.
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The proceedings in Ontario, although eomplex in nature, were successful in that
interim reliel was granted in the form of a Mareva Injunction as well as an Anfon
Pillar Order against stipulated Defendants in Ontaric. Additional ancillary relief
was being requested against the non-resident Defendant BTCB and its senior
officer and director, Mr. George E. Betts C.P.A., a citizen of the United States
and a sometime resident of Boise, idahe.

When it was factually-discovered that the funds had been forwarded to First
Union National bank in Florida, a legal procedure was adopted in Ontario to have
Letters of Request addressed to the appropriate Court in Florida requesting
certain refief in the form of subpoena and examination against appropriate parties
in control of information at First Union National Bank. In the first instance, prior
to the implementation of the Letters of Request, and recognition of comity by the
Florida Court, First Union National Bank refused to acquiesce {o the request for
information. Ultimately, significant information was obtained through the direction
and supervision of the Florda Court with the able assistance of our Florida
Counsel, Mr. Alvin Lindsay Il of Steel Hector & Davis in Miami.

The information obtained was starting and revealing with respect to the
displacement of our client's trust funds. [See Page 275 and following of the Sub-
committes’s Repori on Corespondent Banking: A Galeway to Money
Laundering.]

Role of the First Union National Bank:

12.

The December 15, 1839 transfer of the Gold Chance $3,000,000 (U.8.) trust
funds from the Bank of Montreal Canadian lawyer's trust account was effected
through a “cap” account &t First Union National Bank in Jacksonvills, Florida
(Account No. 9983871223} held by British Trade & Commerce Bank {(“BTCB") of

" Dominica. Gold Chance leamed that the BTCB account was opened on

December 28, 1898, and inciuded the instruction that correspondence was o be
sent by First Union to BTCB through an entity know as FEC Financial Holdings
Inc. located at 444 Brickle Avenue, Miami, Florida. Apparently, First Union had
knowledge that BTCB used this “cap’, or money-market account, as a
“correspondent account.”

As shown on the annexed chart, within 45 days after being placed in the First
Union account, agents for BTCB transferred the entire $3,000,000 fo other
accounts around the world through numerous fransfers ranging from $7,000 to
$1,000,000. Bank records also indicate that approximately $45,000 of the Gold
Chance $3,000,000 was transferred from the First Unicn account directly to FEC
Financial Holdings Inc. in Miami. Gold Chance believes that FEC Financial
Holdings Inc. owns First Equity Corporation of Florida, an investment bank
prominently located at the same 444 Brickle Avenue, Miami, Florida address,
BTCE, of Daminica, it appears, purchased First Equity Corporation of Florida in
1898, Subsequently, it transferred First Equity Corporation to FEC Holdings Inc.,
a United States publicly held corporation, which Geld Chance believes is stilf

-owned and controlled by the principals of BTCB.

Role of British Trade & Commerce Bank:

14,

During the course of the on-going litigation commenge in the Province of Ontario
BTCR in the month of Octaber 2000 submitted its own Letter of Credit in clean an
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unqualified fashion for the sum of $3M with a maturity date of December 15,
2000, The BTCB Letter of Credit was deposited to the cradit of the Accountant of
the Superior Court of Ontario with raference of the ouistanding action. Gold
Chance expressly tock no position with respect o the Lefter of Credit. BTCB
was unable to obtain a confirming bank in Canada with respect to the Letter of
Credit. Prior to the maturity date of the Letter of Credit, all condjtions precedent
were appropriately implemented by the Accountant of the Superior Court of
Ontario with respect to a "Call” on the Letter of Credit in reference 1o the maturity
date of December 15, 2000. BTCB has now defaulted in the payment of the
clean and ungualified terms of the Letter of Credit that had been previously
issued in accordance with international banking practice.

15.  Approximately ten days ago, the Ministry of Finance for the Republic of Dominica
cancelled the offshare banking license of BTCB., We understand, that subject o
an outstanding appeal, that PriceWaterhouseCaapers (W]} has been appointed
as Interim Receiver o assist the examination and review of the financial affairs
and undertaking of BTCB. We understand that investigatory agencies and other
iaw enforcement agendies in the Untied States are currently reviewing the affairs
of BTCB.

16.  The litigation is proceeding in Ontario and elsewhere.

Respectfully submitted,

o, X

Arthur O. Jacquss

Jacques Litlle

Barristers & Solicitors
380 Bay Strest, Suite 302
Toronto, Ontario

Canada MSH 2vé

email: arthur@jacquesiitiie.com
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Testimony of Joseph M. Myers
Acting Deputy Assistant Secretary (Enforcement Policy)
U.S. Department of the Treasury
March 6, 2001

Before the Senate Permanent Subcommittee on Investigations
of the
Committee on Governmental Affairs
United States Senate

Infroduction

Madame Chairperson, Senator Levin, and members of the Subcommittee, I am
pleased to appear before you today to discuss the issues raised in your Minority Staff’s
Febrnary S, 2001 report, “Correspondent Banking: A Gateway to Money Laundering”
(the “Minority Staff Report”). We at the Department of the Treasury appreciate the
efforts you have made to focus attention on this important topic.

In my testimony today, I would like to describe some of the steps we have taken
at the Treasury to address the threat of international money laundering, to report on the
concrete results of some of those steps and on some of the current efforts that are
underway.

T hope you will understand that we are still formulating our positions on a number
of issues raised by this hearing and the report that underlies it. Accordingly, I am notin a
position today to address the majority of the specific recommendations from the Minority
Staff Report. Ican assure you, however, that we are taking a hard look at them, and are
reviewing the factual record included in the report and amassed during the hearing as part
of our deliberations. We also have asked the minority staff for the complete results of the
survey they conducted of banks in the correspondent banking business, and we look
forward to reviewing those results in detail.

The National Money Laundering Strategy

As you know, the Treasury and Justice Departments have jointly issued two
National Money Laundering Strategies to meet our obligations under the Money
Laundering and Financial Crimes Strategy Act of 1998, Pub. L. 105-310 (October 30,
1998 (the “1998 Strategy Act”). In both Strategies, we have identified a broad range of
activities intended to improve our ability to combat money laundering at home and
abroad. These measures involve the investigation and prosecution of violations of our
laws, regulation of financial services providers, cooperation with state and local officials,
and the pursuit of policies to ensure effective international cooperation.
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In this broad context, both Strategies have identified correspondent banking
relationships — and in particular international correspondent banking relationships — as
vulnerable to abuse by criminals seeking to disguise the proceeds of crime. At the same
time, we have recognized that international correspondent banking is critically important
to international business and finance, and to the continuing predominance of the dollar as
the preferred currency for financing international trade.

Last year’s Strategy acknowledged that correspondent banking accounts and other
international financial mechanisms such as payable through accounts, private banking,
and wire transfers — important features of the international banking system — are potential
vehicles for money laundering. The Strategy thus recognized the need for further
examination of these mechanisms, and to find ways of addressing potential abuses
without disrupting legitimate economic activity.! The Strategy also outlined steps to be
taken in the regulatory area, including the development of guidance for enhanced scrutiny
and reporting of suspicious transactions, and the implementation of revised bank
examination procedures. Each of these items anticipated incorporating the results of the
review of correspondent banking activity.? Finally, the 2000 National Money Laundering
Strategy called for continued support of a range of international efforts to combat
“financial abuse”, including in particular the Financial Action Task Force’s (“FATF’s”)
project to identify jurisdictions that are not sufficiently cooperating in the international
fight against money laundering.

The interagency community has substantially accomplished the goals articulated
in last year’s Strategy in this arca. In September, 2000, the Office of the Comptroller of
the Currency (OCC) issued the Bank Secrecy Act/Anti-Money Laundering Examination
Handbook. This handbook establishes examination procedures for evaluating a bank’s
system to detect and report suspicious activity, and identifies common money laundering
schemes {e.g., structuring, the Black Market Peso Exchange, Mexican Bank Drafis, and
factored third party checks). The handbook also identifies high risk products and
services, including international correspondent banking relationships, special use
accounts, and private banking, and establishes examination procedures to address these
subjects, including specialized procedures for foreign correspondent banking.

In addition, the OCC has initiated a program to identify banks that may be
vulnerable to money laundering and examine those banks using agency experts and
specialized procedures. Some of those examinations have focused on foreign
correspondent banking. Banks are selected for such examinations based on, among other
things, their location in high-intensity drug trafficking or money laundering areas, law
enforcement leads, excessive currency flows, significant private banking activities,
suspicious activity reporting and large currency transaction reporting patterns, and funds
transfers or account relationships with drug source or stringent bank secrecy countries.

! See 2000 National Money Laundering Strategy, Action Item 4.7.3 {at p. 81).
? 1d., at Action Items 2.1.1 and 2.1.2 (pp. 34 - 36).

«.,
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We have also made a great deal of progress in addressing the risks involved in
international correspondent banking through our active support of the Financial Action
Task Force’s project to identify non-cooperative countries and territories (“NCCTs”).
Meetings last spring with U.S. financial services providers to discuss international
correspondent banking — especially those with the New York money center banks —
convinced us of several important things:

. First, that world trade depends upon the rapid and reliable clearing of dollar
accounts held at U.S. financial institutions by respondent banks across the globe;

. Second, that billions, if not trillions, of dollars are cleared through U.S. money
center bank accounts each and every day (so that any regulatory solution to the
problem of abuse in this area would have to be extremely carefully targeted to
avoid interfering with this trade);

. Third, that although anecdotal information exists, no serious systemic study has
yet been done to document the scope and nature of abuses of international
correspondent banking relationships; and,

. Fourth, that the banking community wants more assistance from the government
in terms of identifying high risk areas of their correspondent banking business,
and that they want us to do so in a way that does not undermine their competitive
position in the global economy.

At around the same time we were meeting with the banks, the Treasury Department
became aware of the Subcommittee Staff’s survey of a number of banks and the
investigation that ultimately led to this hearing. The Treasury Department has focused its
efforts on identifying NCCTs, and warning our domestic financial institutions about
them.

Of the eight foreign jurisdictions involved in the case studies outlined in the
Minority Staff Report, six of them are on the FATF list of 15 NCCTs, and seven of them
are the subject of the formal advisories from Treasury’s Financial Crime Enforcement
Network (“FInCEN”). The FinCEN advisories alert U.S. financial institutions of specific
deficiencies identified by the FATF review and confirmed by our own analysis, and
encourage our institutions to apply enhanced scrutiny to transactions involving those
jurisdictions. However, the advisories do not discourage banks from maintaining these
relationships. 23 of the 29 FATF members have issued similar warnings to their
domestic financial institutions. ’

On August 9, 2000, the OCC issued Advisory Letter 2000-8, “U.S. Department of
the Treasury FInCEN Advisories 13 through 17.” The OCC transmitted to financial
institutions under its supervision, FinCEN Advisories advising banks of the serious
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deficiencies 1n the counter-money-laundering systems m the 15 junsdictons identitied in
the FATF NCCT process. In addition, the OCC emphasized the need for banks to pay
particular attention to the possibility of suspicious transactions in high-risk areas,
including foreign correspondent banking. As a result of the FInCEN advisories, the OCC
implemented a program to review the anti-money laundering programs in all banks with
significant exposure to one or more of the NCCTs. The OCC is in the process of
evaluating these banks to determine whether their systems and processes are adequate to
control the anti-money laundering risks associated with the NCCTs.

We have also been working with our allies and with officials from NCCTs
themselves to correct deficiencies in law, regulation, and practice that aggravate the risk
associated with the international correspondent banking business. In response to these
efforts, seven of the 15 NCCTs ~ the Bahamas, the Cayman Islands, the Cook Islands,
Israel, Liechtenstein, and Panama -- have already enacted most, if not all, of the
legislative or regulatory changes necessary to bring their systems into line with
international standards. These jurisdictions are now developing and discussing with the
FATF specific plans to implement these changes, and we are working on a timetable that
will allow jurisdictions that have taken appropriate remedial measures to be de-listed at
the earliest possible time.

Not only has the NCCT list and the FInCEN advisories prompted movement
within the NCCTs; they have also increased the quantity and quality of suspicious
activity reports (“SARs”) filed by U. S. financial institutions. The Financial Crimes
Enforcement Network has embarked upon an analysis of the SAR filings related to the 15
NCCTs. The findings from their work will be incorporated into the second Review of
SAR filings that the interagency community expects to publish jointly with the American
Bankers’ Association in April. The report will show, among other things, that since the
issuance of the advisories last July through November 2000, U.S. financial institutions
{(including foreign banks operating in the U.S.) roughly doubled the rate of filing of SARs
for most NCCTs. Preliminary analysis of December 2000 SARs confirms this trend. The
majority of these filings describe wire transfer activity either to or from the country in
question. Dollar amounts involving wire transfer activity tend to be high — frequently in
the millions of dollars. The remaining SARs describe, for the most part, structuring of
cash and monetary instrument transactions involving money orders, travelers checks and
cashiers checks. In most instances, financial institutions in the U.S. are a link in a chain
of international transactions as opposed to the originating or end point in the movement
of suspicious funds. Although further FinCEN analysis is needed with respect to the
NCCT SARSs, it is apparent that international correspondent account activity of the type
" discussed in the PSI Report has been and continues to be noted. Such correspondent
account activity was also identified in a separate study of domestic U.S. shell company
activity that was summarized last fall in the initial issue of the SAR Activity Review —
Trends, Tips and Issues. The challenge we now face is to make effective use of this SAR
information both in investigations and in providing feedback to the financial services
community.
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1 want to emphasize that the FATF NCCT project, and our domestic support for it,
are works in progress. The FATF has embarked upon a second round of review, and
should be in a position to list additional jurisdictions in June. As I have indicated, we are
also actively involved in helping listed jurisdictions respond to the concerns identified by
the FATF, and many are working effectively to do so. But some, unfortunately, have
shown little progress. The FATF has indicated its special concern about the relative lack
of progress in the Russian Federation, Lebanon, the Philippines, and Nauru. Each has its
own particular obstacles to address, but the international community is expecting a
positive response to the concemns identified. The FATF is planning in June to reach a
decision with respect to countermeasures for those jurisdictions, identified as non-
cooperative in June 2000, which have not made adequate progress. Secretary O’Neill
attended his first meeting with his G-7 counterparts in Palermo two weeks ago, where the
ministers confirmed their support for countermeasures, as appropriate.

Finally, it is important to recognize that the FATF work on NCCTs is taking place
in a broad context of initiatives to protect against abuse of the international financial
system. The OECD is working to ensure transparency and information sharing on fiscal
matters, and the Financial Stability Forum has identified the need for improved
supervision in a number of offshore centers. We are working within the G-7 to ensure
that the true originators are identified on all funds transfer payment orders, and we have
also seen progress toward a consensus that financial institutions should apply enhanced
due diligence in private banking relationships with foreign officials.

Next Steps

By statute, the National Money Laundering Strategy is due to the Congress each
year on February 1. This year, we have asked for an extension of the deadline until April
1. As we work to meet that deadline, we look forward to continuing a cooperative effort
in pursuit of our common goal — preventing criminals from realizing the proceeds of their
crimes.

The Minority Staff Report raises a number of important issues that deserve
careful consideration. As we consider what, if any, additional measures may be
necessary to reduce the risk of abuse in this area, it will be important to ensure that such
measures do not interfere with legitimate commerce and international trade finance, or
put our institutions at a competitive disadvantage in the global marketplace. The
Treasury Department is committed to work with the Congress to ensure that we have all
the necessary tools to combat money laundering. We will carefully evaluate the various

"legislative proposals that have been put forward in this area. In doing so, we will consult
with the interagency community and financial institutions, and seek to balance the
legitimate interests of law enforcement with the equally legitimate concerns about
privacy and regulatory burdens.

Meanwhile, we will continue to pursue the productive path of the FATF NCCT
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project, to identify and then work with countries to correct serious, systemic deficiencies
in anti-money laundering regimes. And we will be prepared, as necessary, to implement
countermeasures with respect to countries that make inadequate progress to address the
concerns identified by the international community.

We will also take the work of the Subcommittee into consideration in the context
of the review of the FATF 40 recommendations, specifically in the context of the effort to
elaborate best practices for customer identification.

Conclusion

In closing, I again would like to thank the Subcommittee and its staff for its work
in this area. The Minority Staff Report explores an important area. Law enforcement is
all too accustomed to encountering obstacles to international investigations. It is
troubling for all of us to encounter case histories where foreign financial institutions are
actively facilitating financial crimes.

At the same time, it is clear that international correspondent banking is the
underpinning of the global financial system, and U.S. banks are already subject to
extensive obligations and regulatory oversight to protect against money laundering. As
we prepare the 2001 National Money Laundering Strategy, we will take into serious
consideration the results of this hearing, with a particular focus on ways that we can
improve our oversight and enforcement of existing laws and regulations.

Thank you again for the opportunity to appear before you today. I will be happy
to answer any questions you might have.
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Testimony of Mary Lee Warren
Deputy Assistant Attorney General, Criminal Division
United States Department of Justice
on March 6, 2001
Before the Permanent Subcommittee on Investigations
of the

Committee on Governmmental Affairs
United States Senate

Chairman Collins, Senator Levin, and Members of the
Subcommittee, I am pleased to appear before the Permanent
Subcommittee on Investigations to offer the Department of
Justice’s views regarding the use and abuse of correspondent
banking relationships in the United States. I serve as Deputy
Assistant Attorney General, overseeing money laundering and asset
forfeiture issues for the Criminal Division. Prior to this
position, I was Chief of the Narcotic and Dangerous Drug Section.
Before that, I was an Assistant U.S. Attorney in the Southern
District of New York for 11 years, prosecuting drugs, money
laundering and other cases.

The Criminal Division has been pleased to provide the
Subcommittee with information concerning U.S. law enforcement
activities related to our anti-money laundering efforts and
correspondent bank relationships, and to share our views and
insights on the prosecutive and investigative obstacles and
h;ndrances presented by correspondent bank accounts. Further, we
lcok forward to continuing our cooperative efforts with the

Subcommittee to work towards the best possible statutory and
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regulatory framework to support our anti-money laundering
enforcement efforts.

Today, you have asked the Department of Justice to focus its
remarks in three main areas identified in the Subcommittee’s
Minority Staff Report: (1) the extent to which money laundering
through U.S. correspondent bank accounts is a significant law
enforcement concern; (2) the legal and practical challenges in
seizing putative illicit funds and identifying beneficial owners
of and depositors into such accounts; and {(3) our views on
recommended amendments of forfeiture law related to correspondent

bank accounts and other Subcommittee recommendations.

Subcommittee Minority Staff Report on Correspondent Banking

At the outset, the Department would like to commend the
Subcommittee for its fine efforts in carefully researching and
producing the report on correspondent banking. As the
Subcommittee members and your staff know, money laundering is an
increasingly international phenomenon, involving‘trillions of
legitimate dollars masking hundreds of millions of dollars of
illicit proceeds flowing through the same international and
domestic clearinghouses every day.

Access to the U.S. financial system through dollar-currency
clearinghouses is fundamental to the world’s legitimate financial

markets, and correspondent banking is an essential service that

[\
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financial institutions provide to legitimate customers around the
globe. Unfortunately, permitting legitimate account-holders to
have access to these financial services also necessarily exposes
the same financial system to access by international money
launderers and other criminals. Your report has correctly
identified and highlighted this significant vulnerability of our
financial system that has been and continues to be exploited by
money launderers and other financial criminals worldwide.
Infiltration of the global financial markets by substantial sums
of illicit proceeds erodes the integrity of the entire system, as
well as erodes the tax base of the affected countries. The
Subcommittee’s report on correspondent banking, as well as the
previous one on private banking, make clear that without the
proper monitoring and supervision, the legitimate and necessary

financial mechanisms can and undoubtedly will become corrupted.

Impact of Correspondent Banking on Law Enforcement

The international movement of illicit proceeds through
correspondent bank accounts servicing foreign institutions is
often difficult to detect. Further, even when detected, law
enforcement may encounter significant hurdles in tracing,
seizing, and forfeiting such funds.
. Typically, correspondent bank accounts are used in the

"layering" or "integration" stages of money laundering, in which
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the criminal financiers attempt to mask the origin and nature of
the underlying funds, after the proceeds have already been
"placed" into the financial system. Determining the true
beneficial owner of funds being transferred through a
correspondent account can be a very difficult challenge for
investigators in these second and third stages of money
laundering.

Again and again, law enforcement investigations - despite
best efforts by dedicated professionals - continue to be
frustrated by the movements of criminally-derived funds into and
through certain jurisdictions where our ability to identify the
true beneficial owner is impaired or prevented. Most often, this
frustration occurs, as noted in your report, when U.S. financial
institutions offer banking relations to foreign "shell" banks,
"of fshore" banks, and other banks located in countries that
provide broad bank secrecy protections for customers and that
have little or no effective anti-money laundering or forfeiture
laws or regulations.

In addition, in many cases, a foreign bank may claim
ownership of the entire amount in a correspondent account, thus
protecting and shielding the actual identity of the underlying
owner of the funds and allowing the owner to be shielded by the
facade of the bank. Some foreign governments also impose legal

restrictions and obstacles making it more difficult - if not
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impossible - to determine the true identity of the owner of the
funds. In short, overly broad bank secrecy, ineffective
licensing and regulatory oversight, and lack of effective anti-
money laundering controls combine to make such cases a sometimes
insurmountable challenge to financial crime investigators and
regulators.

In foreign jurisdictions where "shell" banks or "offshore"
banks operate with impunity, banks must be required to keep and
maintain proper account and transaction records - particularly,
as they relate to the true beneficial owners of funds or property
- as banks are required to do in the U.S. It is important to
keep such records to protect the bank against any liabilities
assumed from questionable customers and to facilitate responses
to the legitimate inquiries of effective law enforcement. The
U.S. Government regularly works with a number of foreign
governments to help establish anti-money laundering controls over
their financial institutions.

Understanding that there are locations where foreign banks
are not reguired to maintain banking records, U.S. institutions
must then take all reasonable steps to ensure the bona fides of
the foreign bank account-holder. U.S. institutions must
understand the scope and rigor, if any, of the anti-money
laundering and forfeiture regime under which the foreign

institution operates - as well as the risks and consequences
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resulting from doing business with such entities. In addition,
U.S. institutions should monitor their correspondent banking
relationships on an ongoing basis, including the transaction
activity and the legitimacy of the underlying account-holder(s).
Further, law enforcement must be permitted to pierce bank secrecy
laws, where appropriate, in order to obtain important financial
records.

In sum, U.S. financial institutions must be vigilant, and
the U.S. Government must ensure that our laws provide the
necessary tools to prosecute individuals who knowingly facilitate
the transfer of illicit funds through correspondent bank
accounts, and to identify, seize, freeze, and forfeit criminal

proceeds transacted through such accounts.

Successes in the Fight Against International Money Laundering

In the context of to the Subcommittee’s focus today on
correspondent bank accounts and their potential threat to the
integrity of the international financial system and legitimate
needs of law enforcement, I would be remiss if I did not outline
the general facts of a few major successes at the Departments of
Justice and the Treasury in our coordinated fight against
i?ternational financial crime. As the Subcommittee is aware, the
two Departments have worked hard together and scored important

recent successes in the fight against money laundering.
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“Operation Skymaster” was a highly successful undercover
operation attacking money laundering that was taking place
through the Black Market Peso Exchange (BMPE). From March 1997
through May 1999, Operation Skymaster undercover agents and
informants managed to gain the trust of Colombian peso brokers
working for Colombian narcotics traffickers. The BMPE system
relies on peso brokers in Colombia who convert drug deollars
collected and held in the United States into pesos for the
Colombian drug suppliers in Colombia through the use of U.S.
consumer goods imported into Colombia for Colombian businesses
and paid for in U.S. drug dollars.

In this case, the peso brokers directed the undercover
agents to pick up the proceeds from drug sales at particular
locations and at particular times. The undercover agents then
deposited the drug cash into government-controlled bank accounts
and wire transferred such funds to bank accounts designated by
the peso brokers. Using the Colombian BMPE system, the peso
brokersg, in turn, wire transferred the dollars to U.S. exporters
as payment for goods received by the Colombian importers.
Continuing the laundering cycle, the importers received
confirmation that the wire transfers were sent and paid the peso
brokers the eqguivalent amount in pesos in Colombia. Thereafter,
the peso brokers delivered the pesos to the Colombian drug

trafficking groups to complete the cycle.
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Operation Skymaster combined the strengths of the U.S.
Customs Service, U.S. Attorney’s Office in Mobile, Alabama, and
Department of Justice’s Criminal Division, and has already
resulted in 12 convictions on money laundering and drug
conspiracy charges.

Similarly, in December 1999, five defendants were indicted
in Atlanta, as part of the Organized Crime Drug Enforcement Task
Force (OCDETF) anti-money laundering investigation entitled
“Operation Juno,” which involved a multi-million dollar money
laundering scheme. Undercover agents participating in Operation
Juno picked up drug proceeds at the direction of the money
launderers usually ranging between $100,000 and $500,000 in U.S.
currency in Dallas, Houston, New York, Newark, Providence, and
Chicago, as well as Madrid and Rome. These funds were
subsequently wire-transferred from the originating (collection)
city to an undercover bank account in Atlanta and then
distributed to various accounts in the U.S. and around the world.
As in Operation Skymaster, the drug proceeds in Operation Juno
were laundered through the Colombian Black Market Peso Exchange,
as peso brokers "exchanged" the dollars on deposit in the
undercover bank accounts for Colombian pesos obtained from
Colombian importers of U.S. goods. Operation Juno combined the
investigative and prosecutive efforts of the Drug Enforcement

Administration (DEA), Internal Revenue Service-Criminal
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Investigation Division (IRS-CID) and U.S. Attorney’s Office in
Atlanta.

While these cases provide examples of successful
investigations in terms of indictments, convictions, and
forfeiture of assets, they also have revealed and highlighted
some problems facing law enforcement in tracing and forfeiting
criminal proceeds in foreign countries. Our money laundering
laws, first enacted in 1986 to address a primarily domestic
problem, have not kept pace with the developments in technology
and international commerce since that time. The forfeiture cases
spawned by Operations Skymaster and Juno investigations
underscore the difficulties in forfeiting illegal proceeds
transferred through correspondent bank accounts.

The problems encountered fall into three categories. First,
due to the existence of offshore banks with representative
offices in other foreign countries, it is difficult for U.S. law
enforcement to determine the actual location of the funds and in
which jurisdiction we should focus our forfeiture efforts. Even
where U.S. law enforcement requests the assistance of the correct
foreign jurisdiction, our ability to forfeit these funds depends
upon the strength of the forfeiture laws in that jurisdiction,
which, 1f available, are freguently incompatible with ours, and

upon the cooperation of the foreign government.
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The second category of problems arises from the limitations
of domestic U.S. forfeiture law that can open to complex, time-
consuming legal issues with respect to jurisdiction and venue for
the forfeiture case. This is particularly true in cases when
U.S. law enforcement does not know initially the final
destination or beneficiary of the funds sent through a
correspondent account and only determines this fact at a later
point in time.

Finally, these problems are exacerbated by the statutory
limitations that require the Government to bring forfeiture
actions against “fungible property” - such as funds in a bank
account - within one year from the date of a money laundering
offense (Title 18 U.S.C. Section 984(b)). If the Government does
not file its forfeiture action within that time, the Government
is required to meet strict tracing requirements that can rarely
be satisfied in cases involving correspondent bank accounts.
Depending upon who claims a property interest in the funds seized
from correspondent bank accounts, the Government may be required
to prove that the respondent-bank itself was involved in the
money laundering offense (18 U.S.C. Section 984 (c) (1)) - often, a
very difficult, if not impossible, task.

Problems presented by correspondent bank accounts in
forfeiture cases have arisen not only in Operations Skymaster and

Juno, but in other cases as well. For example, in Operation

10
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Casablanca, a money laundering prosgecution based in Los Angeles
involving foreign banks and thelr correspondent accounts,
Criminal Division prosecutors in Washington, B.C. filed civil
forfeiture complaints in the District of Columbia against the
funds wire transferred to foreign accounts, pursuant to the
authority granted in Title 18, U.3. Code, Sections %81l{a) and
984, and Title 28 U.S. Code, Section 1355(b). OQur efforts to
have these funds frozen and forfeited met with a variety of
results, depending upon the jurisdiction to which they were
transmitted. In some cases, we received cooperation from our
foreign counterparts and in others, we did not. 1In some cases
where there was cooperation, challenges and questions were raised
as to the appropriate venue and jurisdiction for the action, as
well as to the actual location of the funds.
In Operation Casablanca, funds had been wire transferred to

a bank account in & foreign location. After filing a civil
forfeiture complaint, the Department requested assistance from
the foreign government in freezing these funds, pursuant tec the
1988 U.N. Vienna Convention. As a result, our foreign
counterparts interviewed employeeg of the bank and determined
that the bank, as well as the account to which the funds had been
transferred, were actually located in another jurisdiction.

» Pursuant to a mutual legal assistance treaty with the second

country, the Department advised authorities that we had

11
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information concerning the transfer of drug proceeds to bank
accounts within its jurisdiction. Because the laws of this
second country only recognized criminal forfeiture and did not
allow for assistance to the United States in a civil forfeiture
action, the government of the second country opened its own
investigation based on the information we provided, and
subseqguently froze the accounts. However, because the defendants
were not then before that court, it was unclear whether the funds
could be forfeited criminally. In addition, the bank did not
appear to have any actual buildings or branches within the
court’s jurisdiction, and the assets securing the bank’s
obligations were not located in the country. Finally, having
come almost full circle, it was determined that the assets we
were pursuing were likely located in the foreign bank's
correspondent account in a U.S. bank in New York City.

Indeed, there remains a great deal of uncertainty today as
to the prospects for success in the U.S. civil forfeiture action,
because there is a potential claim that the assets in question
were actually “located” in the foreign bank’'s correspondent
account in New York. This fact draws into guestion whether the
District of Columbia is the appropriate jurisdiction for purposes
of the underlying civil forfeiture action. Unfortunately,

hbwever, the Government is now precluded from filing a complaint
i g

12
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in New Yorkx because of the one-year limitation under Section 984,
discussed previously.

This scenario is one of many examples which illustrates the
difficulties we face in tracing, seizing, and forfeiting assets
held in correspondent accounts of foreign banks. One should
further note that the above example described a situation where
the foreign governments were cooperative with the U.S. requests.
In many cases, such cooperation camnot be obtained, and the
difficulties are further exacerbated if we are dealing with a

non-cooperative bank secrecy jurisdiction.

Report Recommendationsg

Having described these cases, I would now like to shift my
remarks to some of the recommendations in the Subcommittee’s
Minority Staff Report and other suggested solutions. The
Minority Staff Report includes six recommendations "to reduce the
use of U.S. correspondent banks for money laundering [purposes]."
We believe that the first four of these recommendations are
primarily regulatory in nature and are therefore best addressed
by the bank regulators and supervisors. The final two
recommendations, however, deal with law enforcement issues; they
suggest that: {1} the U.S. Government "should offer improved
assistance to U.S. banks in identifying and evaluating highl-

Irisk foreign banks," and (2) "forfeiture protections

13
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[provisions] in U.§. law [should] be amended" to enhance our
ability to seize and forfeit illicit funds flowing through
correspondent bank accounts. These are valuable recommendations,
ard we agree that they warrant further study and review. We
would be pleased to work with the Subcommittee members and staff
in revising forfelture legislation to accomplish these worthy
goals.

With respect to the part of the recommendation relating to
improving communication channels between the U.S. Government and
U.S. banks, it is important to note that U.S. law enforcement
currently participates with banks and other representatives from
the financial community in an effort to disseminate anti-money
laundering and financial crime-related information. The
Departments of Justice and the Treasury are actively engaged with
bank regulators and the banking community. For example, the
Department participates in: (1) the Bank Secrecy Act Advisory
Group with representatives from the banking and securities
industry and money service businesses; {2) the Suspicious
Activities Review group that recently produced the “SAR Activity
Review, ” a series of anti-money laundering publications; and (3)
outreach groups concerning the operation of the Black Market Peso
Exchange system.

* As to the portion of the recommendation regarding advising

banks of specific high-risk activities, the Departments of

14
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Justice, the Treasury, and State have been active participants in
the Financial Action Task Force’s (FATF’s) initiative on “Non-
Cooperative Countries and Territories.” In an effort to
encourage other countries to strengthen their anti-money
laundering regime, the Department of Justice’s Criminal Division
works multilaterally to bolster coordinated worldwide enforcement
efforts against financial crimes. This program endeavors to
identify publicly the locations of the most prevalent money
laundering activities in the world and the jurisdictions with the
weakest anti-money laundering legal and regulatory framework.
Indeed the FATF has identified 15 jurisdictions recently-named by
the FATF as being "noncooperative" in money laundering matters.
As well, the Department worked well with the Treasury Department
and other federal regulators on FinCEN Advisory warnings
explaining the shortcomings relating to these 15 jurisdictions.

This multilateral effort has proven to be successful in
focusing the world’s attention on countries that do not have
adequate standards in anti-money laundering enforcement and
inspiring named countries to address their shortcomings in this
area. The Criminal Division also works extensively to provide
assistance to countries that seek to improve their money
laundering and asset forfeiture laws and enhance their

etforcement programs.
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While many jurisdictions do not have the proper anti-money
laundering statutes and regulations in place, the U.S.
Government, on its own, cannot compel the necessary changes. We
need the cooperation of our foreign counterparts to disrupt the
flow of criminal proceeds around the globe and deprive criminal
organizations of their ill-gotten gains. We must continue to
work, in concert, with our international partners to break down
the obgtacles and barriers that insulate, protect, and disguise
the ill~gotten gaing from detection in those jurigdictions where
adequate anti-money laundering controls are lacking.

With respect to the last recommendation amending our asset
forfeiture laws as you suggest, we believe that such'a provision
could be beneficial in terms of pursuing and prosecuting
forfeiture cases and would, as noted previously, be worthy of
further study and review. A provision of this kind could
eliminate the need to depend upon the enactment of foreign
forfeiture law and the willingness of foreign authorities to
cooperate. In addition, such a provision could disrupt
criminals’ attempting to shield their ill-gotten gains behind
bank secrecy laws of uncooperative jurisdictions. We strongly
believe, as mentioned previously, that illicit proceeds -
wherever located in the world - should not be hidden from
detection or immune from prosecution based upon weak anti-money

laundering enforcement. There should, in our view, be "no safe
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haven" for money that is the proceeds of crime. Of course, any
such provision would have to be carefully balanced to take into
account not just the needs of law enforcement but also concerns

about the competitiveness of the U.S. financial system.

Conclusion

Once again, I commend the Subcommittee and your staff for
focusing attention on this important issue and preparing this
report. We look forward to working with you on solutions to the
problems highlighted in your report. I will be happy to respond

to any questions you might have.
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A GATEWAY FOR MONEY LAUNDERING

February 5, 2001

U.S. banks, through the correspondent accounts they provide to
foreign banks, have become conduits for dirty money flowing into
the American financial system and have, as a result, facilitated il-
licit enterprises, including drug trafficking and financial frauds.
Correspondent banking occurs when one bank provides services to
another bank to move funds, exchange currencies, or carry out
other financial transactions. Correspondent accounts in U.S. banks
give the owners and clients of poorly regulated, poorly managed,
sometimes corrupt, foreign banks with weak or no anti-money
laundering controls direct access to the U.S. financial system and
the freedom to move money within the United States and around
the world.

This report summarizes a year-long investigation by the Minority
Staff of the U.S. Senate Permanent Subcommittee on Investiga-
tions, under the leadership of Ranking Democrat Senator Carl
Levin, into correspondent banking and its use as a tool for laun-
dering money. It is the second of two reports compiled by the Mi-
nority Staff at Senator Levin’s direction on the U.S. banking sys-
tem’s vulnerabilities to money laundering. The first report, re-
leased in November 1999, resulted in Subcommittee hearings on
the money laundering vulnerabilities in the private banking activi-
ties of U.S. banks.1

I. Executive Summary

Many banks in the United States have established correspondent
relationships with high risk foreign banks. These foreign banks
are: (a) shell banks with no physical presence in any country for
conducting business with their clients; (b) offshore banks with li-
censes limited to transacting business with persons outside the
licensing jurisdiction; or (c¢) banks licensed and regulated by juris-
dictions with weak anti-money laundering controls that invite
banking abuses and criminal misconduct. Some of these foreign
banks are engaged in criminal behavior, some have clients who are
engaged in criminal behavior, and some have such poor anti-money
laundering controls that they do not know whether or not their cli-
ents are engaged in criminal behavior.

1See “Private Banking and Money Laundering: A Case Study of Opportunities and
Vulnerabilities,” S. Hrg. 106-428 (November 9 and 10, 1999), Minority Staff report at 872.
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These high risk foreign banks typically have limited resources
and staff and use their correspondent bank accounts to conduct op-
erations, provide client services, and move funds. Many deposit all
of their funds in, and complete virtually all transactions through,
their correspondent accounts, making correspondent banking inte-
gral to their operations. Once a correspondent account is open in
a U.S. bank, not only the foreign bank but its clients can transact
business through the U.S. bank. The result is that the U.S. cor-
respondent banking system has provided a significant gateway into
the U.S. financial system for criminals and money launderers.

The industry norm today is for U.S. banks?2 to have dozens, hun-
dreds, or even thousands of correspondent relationships, including
a number of relationships with high risk foreign banks. Virtually
every U.S. bank examined by the Minority Staff investigation had
accounts with offshore banks,3 and some had relationships with
shell banks with no physical presence in any jurisdiction.

High risk foreign banks have been able to open correspondent ac-
counts at U.S. banks and conduct their operations through their
U.S. accounts, because, in many cases, U.S. banks fail to ade-
quately screen and monitor foreign banks as clients.

The prevailing principle among U.S. banks has been that any
bank holding a valid license issued by a foreign jurisdiction quali-
fies for a correspondent account, because U.S. banks should be able
to rely on the foreign banking license as proof of the foreign bank’s
good standing. U.S. banks have too often failed to conduct careful
due diligence reviews of their foreign bank clients, including ob-
taining information on the foreign bank’s management, finances,
reputation, regulatory environment, and anti-money laundering ef-
forts. The frequency of U.S. correspondent relationships with high
risk banks, as well as a host of troubling case histories uncovered
by the Minority Staff investigation, belie banking industry asser-
tions that existing policies and practices are sufficient to prevent
money laundering in the correspondent banking field.

For example, several U.S. banks were unaware that they were
servicing respondent banks4 which had no office in any location,
were operating in a jurisdiction where the bank had no license to
operate, had never undergone a bank examination by a regulator,
or were using U.S. correspondent accounts to facilitate crimes such
as drug trafficking, financial fraud or Internet gambling. In other
cases, U.S. banks did not know that their respondent banks lacked
basic fiscal controls and procedures and would, for example, open
accounts without any account opening documentation, accept de-
posits directed to persons unknown to the bank, or operate without
written anti-money laundering procedures. There are other cases in
which U.S. banks lacked information about the extent to which re-

2The term “U.S. bank” refers in this report to any bank authorized to conduct banking activi-
ties in the United States, whether or not the bank or its parent corporation is domiciled in the
United States.

3The term “offshore bank” is used in this report to refer to banks whose licenses bar them
from transacting business with the citizens of their own licensing jurisdiction or bar them from
transacting business using the local currency of the licensing jurisdiction. See also the Inter-
national Narcotics Control Strategy Report issued by the U.S. Department of State (March
2000)(hereinafter “INCSR 2000”), “Offshore Financial Centers” at 565-77.

4The term “respondent bank” is used in this report to refer to the client of the bank offering
correspondent services. The bank offering the services is referred to as the “correspondent
bank.” All of the respondent banks examined in this investigation are foreign banks.
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spondent banks had been named in criminal or civil proceedings
involving money laundering or other wrongdoing. In several in-
stances, after being informed by Minority Staff investigators about
a foreign bank’s history or operations, U.S. banks terminated the
foreign bank’s correspondent relationship.

U.S. banks’ ongoing anti-money laundering oversight of their cor-
respondent accounts is often weak or ineffective. A few large banks
have developed automated monitoring systems that detect and re-
port suspicious account patterns and wire transfer activity, but
they appear to be the exception rather than the rule. Most U.S.
banks appear to rely on manual reviews of account activity and to
conduct limited oversight of their correspondent accounts. One
problem is the failure of some banks to conduct systematic anti-
money laundering reviews of wire transfer activity, even though
the majority of correspondent bank transactions consist of incoming
and outgoing wire transfers. And, even when suspicious trans-
actions or negative press reports about a respondent bank come to
the attention of a U.S. correspondent bank, in too many cases the
information does not result in a serious review of the relationship
or concrete actions to prevent money laundering.

Two due diligence failures by U.S. banks are particularly note-
worthy. The first is the failure of U.S. banks to ask the extent to
which their foreign bank clients are allowing other foreign banks
to use their U.S. accounts. On numerous occasions, high risk for-
eign banks gained access to the U.S. financial system, not by open-
ing their own U.S. correspondent accounts, but by operating
through U.S. correspondent accounts belonging to other foreign
banks. U.S. banks rarely ask their client banks about their cor-
respondent practices and, in almost all cases, remain unaware of
their respondent bank’s own correspondent accounts. In several in-
stances, U.S. banks were surprised to learn from Minority Staff in-
vestigators that they were providing wire transfer services or han-
dling Internet gambling deposits for foreign banks they had never
heard of and with whom they had no direct relationship. In one in-
stance, an offshore bank was allowing at least a half dozen offshore
shell banks to use its U.S. accounts. In another, a U.S. bank had
discovered by chance that a high risk foreign bank it would not
have accepted as a client was using a correspondent account the
U.S. bank had opened for another foreign bank.

The second failure is the distinction U.S. banks make in their
due diligence practices between foreign banks that have few assets
and no credit relationship, and foreign banks that seek or obtain
credit from the U.S. bank. If a U.S. bank extends credit to a foreign
bank, it usually will evaluate the foreign bank’s management, fi-
nances, business activities, reputation, regulatory environment and
operating procedures. The same evaluation usually does not occur
where there are only fee-based services, such as wire transfers or
check clearing. Since U.S. banks usually provide cash management
services® on a fee-for-service basis to high risk foreign banks and
infrequently extend credit, U.S. banks have routinely opened and
maintained correspondent accounts for these banks based on inad-

5Cash management services are non-credit related banking services such as providing inter-
est-bearing or demand deposit accounts in one or more currencies, international wire transfers
of funds, check clearing, check writing, or foreign exchange services.
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equate due diligence reviews. Yet these are the very banks that
should be carefully scrutinized. Under current practice in the
United States, high risk foreign banks in non-credit relationships
seem to fly under the radar screen of most U.S. banks’ anti-money
laundering programs.

The failure of U.S. banks to take adequate steps to prevent
money laundering through their correspondent bank accounts is
not a new or isolated problem. It is longstanding, widespread and
ongoing.

The result of these due diligence failures has made the U.S. cor-
respondent banking system a conduit for criminal proceeds and
money laundering for both high risk foreign banks and their crimi-
nal clients. Of the ten case histories investigated by the Minority
Staff, numerous instances of money laundering through foreign
banks’ U.S. bank accounts have been documented, including:

—Ilaundering illicit proceeds and facilitating crime by accepting
deposits or processing wire transfers involving funds that the
high risk foreign bank knew or should have known were asso-
ciated with drug trafficking, financial fraud or other wrong-
doing;

—conducting high yield investment scams by convincing inves-
tors to wire transfer funds to the correspondent account to
earn high returns and then refusing to return any monies to
the defrauded investors;

—conducting advance-fee-for-loan scams by requiring loan appli-
cants to wire transfer large fees to the correspondent account,
retaining the fees, and then failing to issue the loans;

—facilitating tax evasion by accepting client deposits, commin-
gling them with other funds in the foreign bank’s cor-
respondent account, and encouraging clients to rely on bank
and corporate secrecy laws in the foreign bank’s home jurisdic-
tion to shield the funds from U.S. tax authorities; and

—facilitating Internet gambling, illegal under U.S. law, by using
the correspondent account to accept and transfer gambling pro-
ceeds.

While some U.S. banks have moved to conduct a systematic re-
view of their correspondent banking practices and terminate ques-
tionable correspondent relationships, this effort is usually rel-
atively recent and is not industry-wide.

Allowing high risk foreign banks and their criminal clients access
to U.S. correspondent bank accounts facilitates crime, undermines
the U.S. financial system, burdens U.S. taxpayers and consumers,
and fills U.S. court dockets with criminal prosecutions and civil liti-
gation by wronged parties. It is time for U.S. banks to shut the
door to high risk foreign banks and eliminate other abuses of the
U.S. correspondent banking system.
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HIGH RISK FOREIGN BANKS
EXAMINED BY PSI MINORITY STAFF INVESTIGATION

NAME OF BANK

CURRENT STATUS

LICENSE AND OPERATION

U.S. CORRESPONDENTS
EXAMINED

MONEY LAUNDERING
CONCERNS

American International Bank (AIB)
1992-1998

In Receivership

Licensed in Antigua/Barbuda
Offshore
Physical presence in Antigua

BAC of Florida

Bank of America
Barnett Bank

Chase Manhattan Bank
Toronto Dominion
Union Bank of Jamaica

Financial fraud money
Nested correspondents
Internet gambling

British Bank of Latin America (BBLA) Closed « Licensed by Bahamas Bank of New York * Drug money from Black
1981-2000 « Offshore Market Peso Exchange
» Physical presence in Bahamas

and Columbia
¢« Wholly owned subsidiary of
Lloyds TSB Bank
British Trade and Commerce Bank [ Open ¢ Licensed by Dominica Banco Industrial de Venezuela | » Financial fraud money
(BTCB) « Offshore (Miami) « High yield investments
1997—present » Physical presence in Dominica First Union National Bank » Nested correspondents
Security Bank N.A. * Internet gambling
Caribbean American Bank (CAB) In Liguidation ¢ Licensed by Antigua/Barbuda U.S. correspondents of AIB « Financial fraud money
1994-1997 « Offshore » Nested correspondents
* No physical presence * Shell bank
European Bank Open ¢ Licensed by Vantuatu ANZ Bank (New York) * Credit card fraud money
1972—present * Onshore Citibank
« Physical presence in Vantuatu
Federal Bank Open ¢ Licensed by Bahamas Citibank * Bribe money
1992—present « Offshore * Shell bank

No physical presence
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HIGH RISK FOREIGN BANKS

EXAMINED BY PSI MINORITY STAFF INVESTIGATION—Continued

NAME OF BANK

CURRENT STATUS

LICENSE AND OPERATION

U.S. CORRESPONDENTS
EXAMINED

MONEY LAUNDERING
CONCERNS

Guardian Bank and Trust (Cayman) Ltd. Closed ¢ Licensed by Cayman Islands Bank of New York » Financial fraud money
1984-1995 « Offshore » Tax evasion
» Physical presence in Cayman Is-
lands
Hanover Bank Open ¢ Licensed by Antigua/Barbuda Standard Bank (Jersey) Ltd.'s | « Financial fraud money
1992—present « Offshore U.S. correspondent, Harris | + Nested correspondents
* No physical presence Bank International (New York) | « Shell bank
M.A. Bank Open ¢ Licensed by Cayman Islands Citibank « Drug money
1991-present » Offshore Union Bank of Switzerland (New | « Shell bank
* No physical presence York)
Overseas Development Bank and Trust | Open ¢ Licensed by Dominica U.S. correspondents of AIB « Financial fraud money
(ODBT) » Offshore AmTrade International (Florida) » Nested correspondents
1996—present * Physical presence in Dominica | Bank One
(formerly in Antigua)
Swiss American Bank (SAB) Open « Licensed by Antigua/Barbuda Bank of America * Financial fraud money
1983—present « Offshore Chase Manhattan Bank * Internet gambling
« Physical presence in Antigua * Drug and illegal arms sales
money
Swiss American National Bank (SANB) Open ¢ Licensed by Antigua/Barbuda Bank of New York » Financial fraud money

1981-present

* Onshore
» Physical presence in Antigua

Chase Manhattan Bank

Drug and illegal arms sales
money

Prepared by Minority Staff of the U.S. Senate Permanent Subcommittee on Investigations, January 2001.
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II. Minority Staff Investigation Into Correspondent Banking

To examine the vulnerability of correspondent banking to money
laundering, the Minority Staff investigation interviewed experts;
reviewed relevant banking laws, regulations and examination
manuals; surveyed U.S. banks about their correspondent banking
practices; reviewed court proceedings and media reports on cases of
money laundering and correspondent banking; and developed ten
detailed case histories of money laundering misconduct involving
U.S. correspondent accounts. The 1-year investigation included
hundreds of interviews and the collection and review of over 25
boxes of documentation, including subpoenaed materials from 19
U.S. banks.

The Minority Staff began its investigation by interviewing a vari-
ety of anti-money laundering and correspondent banking experts.
Included were officials from the U.S. Federal Reserve, U.S. Depart-
ment of Treasury, Internal Revenue Service, Office of the Comp-
troller of the Currency, Financial Crimes Enforcement Network
(“FinCEN”), U.S. Secret Service, U.S. State Department, and U.S.
Department of Justice. Minority Staff investigators also met with
bankers from the American Bankers Association, Florida Inter-
national Bankers Association, and banking groups in the Bahamas
and Cayman Islands, and interviewed at length a number of U.S.
bankers experienced in monitoring correspondent accounts for sus-
picious activity. Extensive assistance was also sought from and pro-
vided by government and law enforcement officials in Antigua and
Barbuda, Argentina, Australia, Bahamas, Cayman Islands, Domi-
nica, Jersey, Ireland, the United Kingdom, and Vanuatu.

Due to a paucity of information about correspondent banking
practices in the United States, the Minority Staff conducted a sur-
vey of 20 banks with active correspondent banking portfolios. The
18-question survey sought information about the U.S. banks’ cor-
respondent banking clients, procedures, and anti-money laundering
safeguards. The survey results are described in Chapter IV.

To develop specific information on how correspondent banking is
used in the United States to launder illicit funds, Minority Staff in-
vestigators identified U.S. criminal and civil money laundering in-
dictments and pleadings which included references to U.S. cor-
respondent accounts. Using these public court pleadings as a start-
ing point, the Minority Staff identified the foreign banks and U.S.
banks involved in the facts of the case, and the circumstances asso-
ciated with how the foreign banks’ U.S. correspondent accounts
became conduits for laundered funds. The investigation obtained
relevant court proceedings, exhibits and related documents, subpoe-
naed U.S. bank documents, interviewed U.S. correspondent bank-
ers and, when possible, interviewed foreign bank officials and gov-
ernment personnel. From this material, the investigation examined
how foreign banks opened and used their U.S. correspondent ac-
counts and how the U.S. banks monitored or failed to monitor the
foreign banks and their account activity.

The investigation included an interview of a U.S. citizen who for-
merly owned a bank in the Cayman Islands, has pleaded guilty to
money laundering, and was willing to explain the mechanics of how
his bank laundered millions of dollars for U.S. citizens through
U.S. correspondent accounts. Another interview was with a U.S.
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citizen who has pleaded guilty to conspiracy to commit money laun-
dering and was willing to explain how he used three offshore banks
to launder illicit funds from a financial investment scheme that de-
frauded hundreds of U.S. citizens. Other interviews were with for-
eign bank owners who explained how their bank operated, how
they used correspondent accounts to transact business, and how
their bank became a conduit for laundered funds. Numerous inter-
views were conducted with U.S. bank officials.

Because the investigation began with criminal money laundering
indictments in the United States, attention was directed to foreign
banks and jurisdictions known to U.S. criminals. The case histories
featured in this report are not meant to be interpreted as identi-
fying the most problematic banks or jurisdictions. To the contrary,
a number of the jurisdictions identified in this report have taken
significant strides in strengthening their banking and anti-money
laundering controls. The evidence indicates that equivalent cor-
respondent banking abuses may be found throughout the inter-
national banking community,® and that measures need to be taken
in major financial centers throughout the world to address the
types of money laundering risks identified in this report.

ITI1. Anti-Money Laundering Obligations

Two laws lay out the basic anti-money laundering obligations of
all United States banks. First is the Bank Secrecy Act which, in
section 5318(h) of Title 31 in the U.S. Code, requires all U.S. banks
to have anti-money laundering programs. It states:

In order to guard against money laundering through financial in-
stitutions, the Secretary [of the Treasury] may require financial
institutions to carry out anti-money laundering programs, includ-
ing at a minimum—(A) the development of internal policies, pro-
cedures, and controls, (B) the designation of a compliance officer,
(C) an ongoing employee training program, and (D) an inde-
pendent audit function to test programs.

The Bank Secrecy Act also authorizes the U.S. Department of the
Treasury to require financial institutions to file reports on currency
transactions and suspicious activities, again as part of U.S. efforts
to combat money laundering. The Treasury Department has ac-
cordingly issued regulations and guidance requiring U.S. banks to
establish anti-money laundering programs and file certain currency
transaction reports (“CTRs”) and suspicious activity reports
(“SARs”).7

6See, for example, “German Officials Investigate Possible Money Laundering,” Wall Street
Journal (1/16/01)(Germany); “Prosecutors set to focus on Estrada bank records,” Business World
(1/15/01)(Philippines); Canada’s Exchange Bank & Trust Offers Look at ‘Brass-Plate’ Banks,”
Wall Street Journal (12/29/00)(Canada, Nauru, St. Kitts-Nevis); “Peru’s Montesinos hires lawyer
in Switzerland to keep bank accounts secret,” Agence France Presse (12/11/00)(Peru, Switzer-
land); “The Billion Dollar Shack,” New York Times Magazine (12/10/00) (Nauru, Russia);
“Launderers put UK banks in a spin,” Financial Times (London)(United Kingdom, Luxembourg,
Switzerland, Nigeria); “Croats Find Treasury Plundered,” Washington Post (6/13/00)(Croatia);
“Arrests and millions missing in troubled offshore bank,” Associated Press (9/11/00)(Grenada);
“Judgement Daze,” Sunday Times (London) (10/18/98)(Ireland); “That’s Laird To You, Mister,”
New York Times (2/27/00)(multiple countries).

7See, for example, 31 C.F.R. §§103.11 and 103.21 et seq. CTRs identify cash transactions
above a specified threshold; SARs identify possibly illegal transactions observed by bank per-
sonnel.
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The second key law is the Money Laundering Control Act of
1986, which was enacted partly in response to hearings held by the
Permanent Subcommittee on Investigations in 1985. This law was
the first in the world to make money laundering an independent
crime. It prohibits any person from knowingly engaging in a finan-
cial transaction which involves the proceeds of a “specified unlaw-
ful activity.” The law provides a list of specified unlawful activities,
including drug trafficking, fraud, theft and bribery.

The aim of these two statutes is to enlist U.S. banks in the fight
against money laundering. Together they require banks to refuse
to engage in financial transactions involving criminal proceeds, to
monitor transactions and report suspicious activity, and to operate
active anti-money laundering programs. Both statutes have been
upheld by the Supreme Court.

Recently, U.S. bank regulators have provided additional guidance
to U.S. banks about the anti-money laundering risks in cor-
respondent banking and the elements of an effective anti-money
laundering program. In the September 2000 “Bank Secrecy Act/
Anti-Money Laundering Handbook,” the Office of the Comptroller
of the Currency (OCC) deemed international correspondent bank-
ing a “high-risk area” for money laundering that warrants “height-
ened scrutiny.” The OCC Handbook provides the following anti-
money laundering considerations that a U.S. bank should take into
account in the correspondent banking field:

A bank must exercise caution and due diligence in determining
the level of risk associated with each of its correspondent ac-
counts. Information should be gathered to understand fully the
nature of the correspondent’s business. Factors to consider in-
clude the purpose of the account, whether the correspondent
bank is located in a bank secrecy or money laundering haven (if
so, the nature of the bank license, i.e., shell/offshore bank, fully
licensed bank, or an affiliate/subsidiary of a major financial insti-
tution), the level of the correspondent’s money laundering pre-
vention and detection efforts, and the condition of bank regula-
tion and supervision in the correspondent’s country.8

The OCC Handbook singles out three activities in correspondent
accounts that warrant heightened anti-money laundering scrutiny
and analysis:

Three of the more common types of activity found in inter-
national correspondent bank accounts that should receive height-
ened scrutiny are funds (wire) transfer[s], correspondent ac-
counts used as “payable through accounts” and “pouch/cash letter
activity.” This heightened risk underscores the need for effective
and comprehensive systems and controls particular to these
types of accounts.®

With respect to wire transfers, the OCC Handbook provides the
following additional guidance:

Although money launderers use wire systems in many ways,
most money launderers aggregate funds from different sources

8“Bank Secrecy Act/Anti-Money Laundering Handbook” (September 2000), at 22.
oId.
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and move them through accounts at different banks until their
origin cannot be traced. Most often they are moved out of the
country through a bank account in a country where laws are de-
signed to facilitate secrecy, and possibly back into the United
States. . . . Unlike cash transactions that are monitored closely,

. [wire transfer systems and] a bank’s wire room are designed
to process approved transactions quickly. Wire room personnel
usually have no knowledge of the customer or the purpose of the
transaction. Therefore, other bank personnel must know the
identity and business of the customer on whose behalf they ap-
prove the funds transfer to prevent money launderers from using
the wire system with little or no scrutiny. Also, review or moni-
toring procedures should be in place to identify unusual funds
transfer activity.10

IV. Correspondent Banking Industry in the United States

Correspondent banking is the provision of banking services by
one bank to another bank. It is a lucrative and important segment
of the banking industry. It enables banks to conduct business and
provide services for their customers in jurisdictions where the
banks have no physical presence. For example, a bank that is li-
censed in a foreign country and has no office in the United States
may want to provide certain services in the United States for its
customers in order to attract or retain the business of important
clients with U.S. business activities. Instead of bearing the costs of
licensing, staffing and operating its own offices in the United
States, the bank might open a correspondent account with an exist-
ing U.S. bank. By establishing such a relationship, the foreign
bank, called a respondent, and through it, its customers, can re-
ceive many or all of the services offered by the U.S. bank, called
the correspondent.1?

Today, banks establish multiple correspondent relationships
throughout the world so they may engage in international financial
transactions for themselves and their clients in places where they
do not have a physical presence. Many of the largest international
banks located in the major financial centers of the world serve as
correspondents for thousands of other banks. Due to U.S. promi-
nence in international trade and the high demand for U.S. dollars
due to their overall stability, most foreign banks that wish to pro-
vide international services to their customers have accounts in the
United States capable of transacting business in U.S. dollars.
Those that lack a physical presence in the United States will do so
through correspondent accounts, creating a large market for those
services.12

10]d. at 23.

11 Similar correspondent banking relationships are also often established between domestic
banks, such as when a local domestic bank opens an account at a larger domestic bank located
in the country’s financial center.

12 International correspondent banking is a major banking activity in the United States in
part due to the popularity of the U.S. dollar. U.S. dollars are one of a handful of major cur-
rencies accepted throughout the world. They are also viewed as a stable currency, less likely
to lose value over time and, thus, a preferred vehicle for savings, trade and investment. Since
U.S. dollars are also the preferred currency of U.S. residents, foreign companies and individuals
seeking to do business in the United States may feel compelled to use U.S. dollars.

In the money laundering world, U.S. dollars are popular for many of the same reasons. In
addition, U.S. residents targeted by financial frauds often deal only in U.S. dollars, and any per-

Continued
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Large correspondent banks in the U.S. manage thousands of cor-
respondent relationships with banks in the United States and
around the world. Banks that specialize in international funds
transfers and process large numbers and dollar volumes of wire
transfers daily are sometimes referred to as money center banks.
Some money center banks process as much as $1 trillion in wire
transfers each day. As of mid-1999, the top five correspondent bank
holding companies in the United States held correspondent account
balances exceeding $17 billion; the total correspondent account bal-
lancef,3 of the 75 largest U.S. correspondent banks was $34.9 bil-
ion.

A. Correspondent Banking Products and Services

Correspondent banks often provide their respondent banks with
an array of cash management services, such as interest-bearing or
demand deposit accounts in one or more currencies, international
wire transfers of funds, check clearing, payable through accounts,4
and foreign exchange services. Correspondent banks also often pro-
vide an array of investment services, such as providing their re-
spondent banks with access to money market accounts, overnight
investment accounts, certificates of deposit, securities trading ac-
counts, or other accounts bearing higher rates of interest than are
paid to non-bank clients. Along with these services, some cor-
respondent banks offer computer software programs that enable
their respondent banks to complete various transactions, initiate
wire transfers, and gain instant updates on their account balances
through their own computer terminals.

With smaller, less well-known banks, a correspondent bank may
limit its relationship with the respondent bank to non-credit, cash
management services. With respondent banks that are judged to be
secure credit risks, the correspondent bank may also afford access
to a number of credit-related products. These services include
loans, daylight or overnight extensions of credit for account trans-
actions, lines of credit, letters of credit, merchant accounts to proc-
ess credit card transactions, international escrow accounts, and
other trade and finance-related services.

An important feature of most correspondent relationships is pro-
viding access to international funds transfer systems.'> These sys-
tems facilitate the rapid transfer of funds across international lines
and within countries. These transfers are accomplished through a
series of electronic communications that trigger a series of debit/

petrator of a fraud planning to take their money must be able to process U.S. dollar checks and
wire transfers. The investigation found that foreign offshore banks often believe wire transfers
between U.S. banks receive less money laundering scrutiny than wire transfers involving an off-
shore jurisdiction and, in order to take advantage of the lesser scrutiny afforded U.S. bank inter-
actions, prefer to keep their funds in a U.S. correspondent account and transact business
through their U.S. bank. In fact, all of the foreign banks examined in the Minority Staff inves-
tigation characterized U.S. dollars as their preferred currency, all sought to open U.S. dollar ac-
counts, and all used their U.S. dollar accounts much more often than their other currency ac-
counts.

13“Top 75 Correspondent Bank Holding Companies,” The American Banker (12/8/99) at 14.

14“Payable through accounts” allow a respondent bank’s clients to write checks that draw di-
rectly on the respondent bank’s correspondent account. See Advisory Letter 95-3, issued by the
Office of the Comptroller of the Currency identifying them as high risk accounts for money laun-
dering. Relatively few banks offer these accounts at the present time.

15“These funds transfer systems include the Society for Worldwide Interbank Financial Tele-
communications (“SWIFT”), the Clearing House Interbank Payments System (“CHIPS”), and the
United States Federal Wire System (“Fedwire”).
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credit transactions in the ledgers of the financial institutions that
link the originators and beneficiaries of the payments. Unless the
parties to a funds transfer use the same financial institution, mul-
tiple banks will be involved in the payment transfer. Cor-
respondent relationships between banks provide the electronic
pathway for funds moving from one jurisdiction to another.

For the types of foreign banks investigated by the Minority Staff,
in particular shell banks with no office or staff and offshore banks
transacting business with non-residents in non-local currencies,
correspondent banking services are critical to their existence and
operations. These banks keep virtually all funds in their cor-
respondent accounts. They conduct virtually all transactions exter-
nal to the bank—including deposits, withdrawals, check clearings,
certificates of deposit, and wire transfers—through their cor-
respondent accounts. Some use software provided by their cor-
respondents to operate their ledgers, track account balances, and
complete wire transfers. Others use their monthly correspondent
account statements to identify client deposits and withdrawals, and
assess client fees. Others rely on their correspondents for credit
lines and overnight investment accounts. Some foreign banks use
their correspondents to provide sophisticated investment services to
their clients, such as high-interest bearing money market accounts
and securities trading. While the foreign banks examined in the in-
vestigation lacked the resources, expertise and infrastructure need-
ed to provide such services in-house, they could all afford the fees
charged by their correspondents to provide these services and used
the services to attract clients and earn revenue.

Every foreign bank interviewed by the investigation indicated
that it was completely dependent upon correspondent banking for
its access to international wire transfer systems and the infrastruc-
ture required to complete most banking transactions today, includ-
ing handling multiple currencies, clearing checks, paying interest
on client deposits, issuing credit cards, making investments, and
moving funds. Given their limited resources and staff, all of the for-
eign banks interviewed by the investigation indicated that, if their
access to correspondent banks were cut off, they would be unable
to function. Correspondent banking is their lifeblood.

B. Three Categories of High Risk Banks

Three categories of banks present particularly high money laun-
dering risks for U.S. correspondent banks: (1) shell banks that have
no physical presence in any jurisdiction; (2) offshore banks that are
barred from transacting business with the citizens of their own li-
censing jurisdictions; and (3) banks licensed by jurisdictions that do
not cooperate with international anti-money laundering efforts.

Shell Banks. Shell banks are high risk banks principally be-
cause they are so difficult to monitor and operate with great se-
crecy. As used in this report, the term “shell bank” is intended to
have a narrow reach and refer only to banks that have no physical
presence in any jurisdiction. The term is not intended to encompass
a bank that is a branch or subsidiary of another bank with a phys-
ical presence in another jurisdiction. For example, in the Cayman
Islands, of the approximately 570 licensed banks, most do not
maintain a Cayman office, but are affiliated with banks that main-
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tain offices in other locations. As used in this report, “shell bank”
is not intended to apply to these affiliated banks—for example, the
Cayman branch of a large bank in the United States. About 75 of
the 570 Cayman-licensed banks are not branches or subsidiaries of
other banks, and an even smaller number operate without a phys-
ical presence anywhere. It is these shell banks that are of concern
in this report. In the Bahamas, out of a total of about 400 licensed
banks, about 65 are unaffiliated with any other bank, and a small-
er subset are shell banks. Some jurisdictions, including the Cay-
man Islands, Bahamas and Jersey, told the Minority Staff inves-
tigation that they no longer issue bank licenses to unaffiliated shell
banks, but other jurisdictions, including Nauru, Vanuatu and Mon-
tenegro, continue to do so. The total number of shell banks oper-
ating in the world today is unknown, but banking experts believe
it comprises a very small percentage of all licensed banks.

The Minority Staff investigation was able to examine several
shell banks in detail. Hanover Bank, for example, is an Antiguan
licensed bank that has operated primarily out of its owner’s home
in Ireland. M.A. Bank is a Cayman licensed bank which claims to
have an administrative office in Uruguay, but actually operated in
Argentina using the offices of related companies. Federal Bank is
a Bahamian licensed bank which serviced Argentinian clients but
appears to have operated from an office or residence in Uruguay.
Caribbean American Bank, now closed, was an Antiguan-licensed
bank that operated out of the offices of an Antiguan firm that sup-
plied administrative services to banks.

None of these four shell banks had an official business office
where it conducted banking activities; none had a regular paid
staff. The absence of a physical office with regular employees
helped these shell banks avoid oversight by making it more dif-
ficult for bank regulators and others to monitor bank activities,
inspect records and question bank personnel. Irish banking au-
thorities, for example, were unaware that Hanover Bank had any
connection with Ireland, and Antiguan banking regulators did not
visit Ireland to examine the bank on-site. Argentine authorities
were unaware of M.A. Bank’s presence in their country and so
never conducted any review of its activities. Cayman bank regu-
lators did not travel to Argentina or Uruguay for an on-site exam-
ination of M.A. Bank; and regulators from the Bahamas did not
travel to Argentina or Uruguay to examine Federal Bank.

The Minority Staff was able to gather information about these
shell banks by conducting interviews, obtaining court pleadings
and reviewing subpoenaed material from U.S. correspondent banks.
The evidence shows that these banks had poor to nonexistent ad-
ministrative and anti-money laundering controls, yet handled mil-
lions of dollars in suspect funds, and compiled a record of dubious
activities associated with drug trafficking, financial fraud and other
misconduct.

Offshore Banks. The second category of high risk banks in cor-
respondent banking are offshore banks. Offshore banks have li-
censes which bar them from transacting banking activities with the
citizens of their own licensing jurisdiction or bar them from
transacting business using the local currency of the licensing juris-
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diction. Nearly all of the foreign banks investigated by the Minority
Staff held offshore licenses.

The latest estimates are that nearly 60 offshore jurisdictions
around the globe 16 have, by the end of 1998, licensed about 4,000
offshore banks.17 About 44% of these offshore banks are thought to
be located in the Caribbean and Latin America, 29% in Europe,
19% in Asia and the Pacific, and 10% in Africa and the Middle
East.1®8 These banks are estimated to control nearly $5 trillion in
assets.19 Since, by design, offshore banks operate in the inter-
national arena, outside their licensing jurisdiction, they have at-
tracted the attention of the international financial community.
Over the past few years, as the number, assets and activities of off-
shore banks have expanded, the international financial community
has expressed increasing concerns about their detrimental impact
on international anti-money laundering efforts.20

Offshore banks pose high money laundering risks in the cor-
respondent banking field for a variety of reasons. One is that a for-
eign country has significantly less incentive to oversee and regulate
banks that do not do business within the country’s boundaries than
for banks that do.21 Another is that offshore banking is largely a
money-making enterprise for the governments of small countries,
and the less demands made by the government on bank owners,
the more attractive the country becomes as a licensing locale. Off-
shore banks often rely on these reverse incentives to minimize
oversight of their operations, and become vehicles for money laun-
dering, tax evasion, and suspect funds.

One U.S. correspondent banker told the Minority Staff that he is
learning that a large percentage of clients of offshore banks are
Americans and, if so, there is a “good chance tax evasion is going
on.” He said there is “no reason” for offshore banking to exist if not
for “evasion, crime, or whatever.” There is no reason for Americans
to bank offshore, he said, noting that if an offshore bank has pri-
marily U.S. clients, it must “be up to no good” which raises a ques-
tion why a U.S. bank would take on the offshore bank as a client.
A former offshore bank owner told the investigation that he
thought 100% of his clients had been engaged in tax evasion which
was why they sought bank secrecy and were willing to pay costly
offshore fees that no U.S. bank would charge.

Another longtime U.S. correspondent banker was asked his opin-
ion of a former offshore banker’s comment that to “take-in” deposits
from U.S. nationals was not a transgression and that not reporting
offshore investments “is no legal concern of the offshore depository
institution.” The correspondent banker said that the comment
showed that the offshore banker “knew his craft.” He said that the
whole essence of offshore banking is “accounts in the name of cor-
porations with bearer shares, directors that are lawyers that sit in

16 See INCSR 2000 at 565. Offshore jurisdictions are countries which have enacted laws allow-
ing the formation of offshore banks or other offshore entities.

17INCSR 2000 at 566 and footnote 3, citing “The UN Offshore Forum,” Working Paper of the
Uriét;g Nations Office for Drug Control and Crime Prevention (January 2000) at 6.

19INCSR 2000 at 566 and footnote 1, citing “Offshore Banking: An Analysis of Micro- and
Macro-Prudential Issues,” Working Paper of the International Monetary Fund (1999), by Luca
Errico and Alberto Musalem, at 10.

20 See, for example, INCSR 2000 discussion of “Offshore Financial Centers,” at 565-77.

21 See also discussion in Chapter V, subsections (D), (E) and (F).
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their tax havens that make up minutes of board meetings.” When
asked if part of the correspondent banker’s job was to make sure
the client bank did not “go over the line,” the correspondent banker
responded if that was the case, then the bank should not be dealing
with some of the bank clients it had and should not be doing busi-
ness in some of the countries where it was doing business.

Because offshore banks use non-local currencies and transact
business primarily with non-resident clients, they are particularly
dependent upon having correspondent accounts in other countries
to transact business. One former offshore banker commented in an
interview that if the American government wanted to get offshore
banks “off their back,” it would prohibit U.S. banks from having
correspondent relationships with offshore banks. This banker noted
that without correspondent relationships, the offshore banks
“would die.” He said “they need an established bank that can offer
U.S. dollars.”

How offshore banks use correspondent accounts to launder funds
is discussed in Chapter VI of this report as well as in a number
of the Case histories. The offshore banks investigated by the Mi-
nority Staff were, like the shell banks, associated with millions of
dollars in suspect funds, drug trafficking, financial fraud and other
misconduct.

Banks in Non-Cooperating Jurisdictions. The third category
of high risk banks in correspondent banking are foreign banks li-
censed by jurisdictions that do not cooperate with international
anti-money laundering efforts. International anti-money laundering
efforts have been led by the Financial Action Task Force on Money
Laundering (“FATF”), an inter-governmental organization com-
prised of representatives from the financial, regulatory and law en-
forcement communities from over two dozen countries. In 1996,
FATF developed a set of 40 recommendations that now serve as
international benchmarks for evaluating a country’s anti-money
laundering efforts. FATF has also encouraged the establishment of
international organizations whose members engage in self and mu-
tual evaluations to promote regional compliance with the 40 rec-
ommendations.

In June 2000, for the first time, FATF formally identified 15
countries and territories whose anti-money laundering laws and
procedures have “serious systemic problems” resulting in their
being found “non-cooperative” with international anti-money laun-
dering efforts. The 15 are: The Bahamas, Cayman Islands, Cook Is-
lands, Dominica, Israel, Lebanon, Liechtenstein, Marshall Islands,
Nauru, Niue, Panama, Philippines, Russia, St. Kitts and Nevis,
and St. Vincent and the Grenadines.22 Additional countries are ex-
pected to be identified in later evaluations.

FATF had previously established 25 criteria to assist it in the
identification of non-cooperative countries or territories.22 The pub-
lished criteria included, for example, “inadequate regulation and
supervision of financial institutions”; “inadequate rules for the li-
censing and creation of financial institutions, including assessing

”, «

the backgrounds of their managers and beneficial owners”; “inad-

22See FATF’s “Review to Identify Non-Cooperative Countries or Territories: Increasing the
Worldwide Effectiveness of Anti-Money Laundering Measures” (6/22/00), at paragraph (64).
23 See FATF’s 1999-2000 Annual Report, Annex A.
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equate customer identification requirements for financial institu-
tions”; “excessive secrecy provisions regarding financial institu-
tions”; “obstacles to international co-operation” by administrative
and judicial authorities; and “failure to criminalize laundering of
the proceeds from serious crimes.” FATF explained that, “detri-
mental rules and practices which obstruct international co-oper-
ation against money laundering . . . naturally affect domestic pre-
vention or detection of money laundering, government supervision
and the success of investigations into money laundering.” FATF
recommended that, until the named jurisdictions remedied identi-
fied deficiencies, financial institutions around the world should ex-
ercise heightened scrutiny of transactions involving those jurisdic-
tions and, if improvements were not made, that FATF members
“consider the adoption of counter-measures.” 24

Jurisdictions with weak anti-money laundering laws and weak
cooperation with international anti-money laundering efforts are
more likely to attract persons interested in laundering illicit pro-
ceeds. The 15 named jurisdictions have together licensed hundreds
and perhaps thousands of banks, all of which introduce money
laundering risks into international correspondent banking.

C. Survey on Correspondent Banking

In February 2000, Senator Levin, Ranking Minority Member of
the Permanent Subcommittee on Investigations, distributed a sur-
vey on correspondent banking to 20 banks providing correspondent
services from locations in the United States. Ten of the banks were
domiciled in the United States; ten were foreign banks doing busi-
ness in the United States. Their correspondent banking portfolios
varied in size, and in the nature of customers and services in-
volved. The survey of 18 questions was sent to:

ABN AMRO Bank of Chicago, Illinois

Bank of America, Charlotte, North Carolina

The Bank of New York, New York, New York

Bank of Tokyo Mitsubishi Ltd., New York, New York

Bank One Corporation, Chicago, Illinois

Barclays Bank PLC—Miami Agency, Miami, Florida

Chase Manhattan Bank, New York, New York

Citigroup, Inc., New York, New York

Deutsche Bank A.G./Bankers Trust, New York, New York

Dresdner Bank, New York, New York

First Union Bank, Charlotte, North Carolina

FleetBoston Bank, Boston, Massachusetts

HSBC Bank, New York, New York

Israel Discount Bank, New York, New York

MTB Bank, New York, New York

Riggs Bank, Washington, D.C.

Royal Bank of Canada, Montreal, Quebec, Canada

The Bank of Nova Scotia (also called ScotiaBank), New York,
New York

Union Bank of Switzerland AG, New York, New York

Wells Fargo Bank, San Francisco, California

24 FATF 6/22/00 review at paragraph (67).
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All 20 banks responded to the survey, and the Minority Staff
compiled and reviewed the responses. One Canadian bank did not
respond to the questions directed at its correspondent banking
practices, because it said it did not conduct any correspondent
banking activities in the United States.

The larger banks in the survey each have, worldwide, over a half
trillion dollars in assets, at least 90,000 employees, a physical pres-
ence in over 35 countries, and thousands of branches. The smallest
bank in the survey operates only in the United States, has less
than $300 million in assets, 132 employees and 2 branches. Three
fourths of the banks surveyed have over one-thousand cor-
respondent banking relationships and many have even more cor-
respondent banking accounts. Two foreign banks doing business in
the United States had the most correspondent accounts worldwide
(12,000 and 7,500, respectively). The U.S. domiciled bank with the
most correspondent accounts reported over 3,800 correspondent ac-
counts worldwide.

The survey showed an enormous movement of money through
wire transfers by the biggest banks. The largest number of wire
transfers processed worldwide by a U.S. domiciled bank averaged
almost a million wire transfers processed daily. The largest amount
of money processed by a U.S. domiciled bank is over $1 trillion
daily. Eleven of the banks surveyed move over $50 billion each in
wire transfers in the United States each day; 7 move over $100 bil-
lion each day. The smallest bank surveyed moves daily wire trans-
fers in the United States totaling $114 million.

The banks varied widely on the number of correspondent bank-
ing relationship managers employed in comparison to the number
of correspondent banking relationships maintained.2> One U.S.
domiciled bank, for example, reported it had 31 managers world-
wide for 2,975 relationships, or a ratio of 96 to 1. Another bank re-
ported it had 46 relationship managers worldwide handling 1,070
correspondent relationships, or a ratio of 27 to 1. One bank had a
ratio of less than 7 to 1, but that was clearly the exception. The
average ratio is approximately 40 or 50 correspondent relationships
to each relationship manager for U.S. domiciled banks and approxi-
mately 95 to 1 for foreign banks.

In response to a survey question asking about the growth of their
correspondent banking business since 1995, three banks reported
substantial growth, six banks reported moderate growth, two banks
reported a substantial decrease in correspondent banking, one bank
reported a moderate decrease, and seven banks reported that their
correspondent banking business had remained about the same.
Several banks reporting changes indicated the change was due to
a merger, acquisition or sale of a bank or correspondent banking
unit.

The banks varied somewhat on the types of services offered to
correspondent banking customers, but almost every bank offered
deposit accounts, wire transfers, check clearing, foreign exchange,
trade-related services, investment services, and settlement services.
Only six banks offered the controversial “payable through ac-

25 “Relationship manager” is a common term used to describe the correspondent bank employ-
ees responsible for initiating and overseeing the bank’s correspondent relationships.



295

counts” that allow a respondent bank’s clients to write checks that
draw directly on the respondent bank’s correspondent account.

While all banks reported having anti-money laundering and due
diligence policies and written guidelines, most of the banks do not
have such policies or guidelines specifically tailored to cor-
respondent banking; they rely instead on general provisions in the
bank-wide policy for correspondent banking guidance and proce-
dures. One notable exception is the “Know Your Customer Policy
Statement” adopted by the former Republic National Bank of New
York, now HSBC USA, for its International Banking Group, that
specifically addressed new correspondent banking relationships. Ef-
fective December 31, 1998, the former Republic National Bank es-
tablished internal requirements for a thorough, written analysis of
any bank applying for a correspondent relationship, including,
among other elements, an evaluation of the applicant bank’s man-
agement and due diligence policies.

In response to survey questions about opening new cor-
respondent banking relationships, few banks said that their due
diligence procedures were mandatory; instead, the majority said
they were discretionary depending upon the circumstances of the
applicant bank. All banks indicated that they followed three speci-
fied procedures, but varied with respect to others. Survey results
with respect to 12 specified account opening procedures were as fol-
lows:

All banks said they:

—Obtain financial statements;
—Evaluate credit worthiness; and
—Determine an applicant’s primary lines of business.

All but two banks said they:

—Verify an applicant’s bank license; and
—Determine whether an applicant has a fixed, operating office
in the licensing jurisdiction.

All but three banks said they:

—Evaluate the overall adequacy of banking supervision in the
jurisdiction of the respondent bank; and
—Review media reports for information on an applicant.

All but four banks said they visit an applicant’s primary office
in the licensing jurisdiction; all but five banks said they determine
if the bank’s license restricts the applicant to operating outside the
licensing jurisdiction, making it an offshore bank. A majority of the
surveyed banks said they inquire about the applicant with the ju-
risdiction’s bank regulators. Only six banks said they inquire about
an applicant with U.S. bank regulators.

A majority of banks listed several other actions they take to as-
sess a correspondent bank applicant, including:

—Checking with the local branch bank, if there is one;
—Checking with bank rating agencies;

—Obtaining bank references; and

—Completing a customer profile.
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The survey asked the banks whether or not, as a policy matter,
they would establish a correspondent bank account with a bank
that does not have a physical presence in any location or whose
only license requires it to operate outside the licensing jurisdiction,
meaning it holds only an offshore banking license. Only 18 of the
20 banks responded to these questions. Twelve banks said they
would not open a correspondent account with a bank that does not
have a physical presence; nine banks said they would not open a
correspondent account with an offshore bank. Six banks said there
are times, depending upon certain circumstances, under which they
would open an account with a bank that does not have a physical
presence in any country; eight banks said there are times when
they would open an account with an offshore bank. The cir-
cumstances include a bank that is part of a known financial group
or a subsidiary or affiliate of a well-known, internationally rep-
utable bank. Only one of the surveyed banks said it would, without
qualification, open a correspondent account for an offshore bank.

Surveyed banks were asked to identify the number of cor-
respondent accounts they have had in certain specified countries,26
in 1995 and currently. As expected, several banks have had a large
number of correspondent accounts with banks in China. For exam-
ple, one bank reported 218 relationships, another reported 103 re-
lationships, and four others reported 45, 43, 39 and 27 relation-
ships, respectively. Seven banks reported more than 30 relation-
ships with banks in Switzerland, with the largest numbering 95 re-
lationships. Five banks reported having between 14 and 49 rela-
tionships each with banks in Colombia.

The U.S. State Department’s March 2000 International Narcotics
Control Strategy Report and the Financial Action Task Force’s
June 2000 list of 15 jurisdictions with inadequate anti-money laun-
dering efforts have raised serious concerns about banking practices
in a number of countries, and the survey showed that in some of
those countries, U.S. banks have longstanding or numerous cor-
respondent relationships. For example, five banks reported having
between 40 and 84 relationships each with banks in Russia, down
from seven banks reporting relationships that numbered between
52 and 282 each in 1995.27 Five banks reported having between 13
and 44 relationships each with banks in Panama. One bank has a
correspondent relationship with a bank in Nauru, and two banks
have one correspondent relationship each with a bank in Vanuatu.
Three banks have correspondent accounts with one or two banks
in the Seychelle Islands and one or two banks in Burma.

There are several countries where only one or two of the sur-
veyed banks has a particularly large number of correspondent rela-
tionships. These are Antigua, where most banks have no relation-
ships but one bank has 12; the Channel Islands, where most banks
have no relationships but two banks have 29 and 27 relationships,
respectively; Nigeria, where most banks have few to no relation-

26 The survey asked about correspondent relationships with banks in Antigua, Austria, Baha-
mas, Burma, Cayman Islands, Channel Islands, China, Colombia, Cyprus, Indonesia, Latvia,
Lebanon, Lichtenstein, Luxembourg, Malta, Nauru, Nigeria, Palau, Panama, Paraguay,
Seychelle Islands, Singapore, Switzerland, Thailand, United Arab Emirates, Uruguay, Vanuatu,
and other Caribbean and South Pacific island nations.

27The survey found that the number of U.S. correspondent relationships with Russian banks
dropped significantly after the Bank of New York scandal of 1999, as described in the appendix.
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ships but two banks have 34 and 31 relationships, respectively; and
Uruguay, where one bank has 28 correspondent relationships and
the majority of other banks have ten or less. One bank reported
having 67 correspondent relationships with banks in the Bahamas;
only two other banks have more than 10 correspondent relation-
ships there. That same bank has 146 correspondent relationships
in the Cayman Islands; only two banks have more than 12 such re-
lationships, and the majority of banks have 2 or less.

The survey asked the banks to explain how they monitor their
correspondent accounts. The responses varied widely. Some banks
use the same monitoring systems that they use with all other ac-
counts—relying on their compliance departments and computer
software for reviews. Others place responsibility for monitoring the
correspondent banking accounts in the relationship manager, re-
quiring the manager to know what his or her correspondent client
is doing on a regular basis. Nine banks reported that they placed
the monitoring responsibility with the relationship manager, re-
quiring that the manager perform monthly monitoring of the ac-
counts under his or her responsibility. Others reported relying on
a separate compliance office in the bank or an anti-money laun-
dering unit to identify suspicious activity. Monitoring can also be
done with other tools. For example, one bank said it added news
articles mentioning companies and banks into an information data-
base available to bank employees.

Several banks reported special restrictions they have imposed on
correspondent banking relationships in addition to the procedures
identified in the survey. One bank reported, for example, that it
prohibits correspondent accounts in certain South Pacific locations
and monitors all transactions involving Antigua and Barbuda,
Belize and Seychelles. Another bank said it requires its relation-
ship managers to certify that a respondent bank does not initiate
transfers to high risk geographic areas, and if a bank is located in
a high risk geographic area, it requires a separate certification.
One bank said its policy is to have a correspondent relationship
with a bank in a foreign country only if the U.S. bank has a phys-
ical presence in the country as well. Similarly, another bank said
it does not accept transfers from or to Antigua, Nauru, Palau, the
Seychelles, or Vanuatu. One bank reported that it takes relation-
ship managers off-line, that is, away from their responsibility for
their correspondent banks, for 10 days at a time to allow someone
else to handle the correspondent accounts as a double-check on the
activity. The Minority Staff did not attempt to examine how these
stated policies are actually put into practice in the banks.

The surveyed banks were asked how many times between 1995
and 1999 they became aware of possible money laundering activi-
ties involving a correspondent bank client. Of the 17 banks that
said they could answer the question, seven said there were no in-
stances in which they identified such suspicious activity. Ten banks
identified at least one instance of suspicious activity. One bank
identified 564 SARs filed due to “sequential strings of travelers
checks and money orders.” The next largest number was 60 SARs
which the surveyed bank said involved “correspondent banking and
possible money laundering.” Another bank said it filed 52 SARs in
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the identified time period. Two banks identified only one instance;
the remaining banks each referred to a handful of instances.

There were a number of anomalies in the survey results. For ex-
ample, one large bank which indicated in an interview that it does
not market correspondent accounts in secrecy havens, reported in
the survey having 146 correspondent relationships with Cayman
Island banks and 67 relationships with banks in the Bahamas,
both of which have strict bank secrecy laws. Another bank said in
a preliminary interview that it would “never” open a correspondent
account with a bank in Vanuatu disclosed in the survey that it, in
fact, had a longstanding correspondent relationship in Vanuatu.
Another bank stated in its survey response it would not open an
account with an offshore bank, yet also reported in the survey that
its policy was not to ask bank applicants whether they were re-
stricted to offshore licenses. Two other banks reported in the sur-
vey that they would not, as a policy matter, open correspondent ac-
counts with offshore or shell banks, but when confronted with in-
formation showing they had correspondent relationships with these
types of banks, both revised their survey responses to describe a
different correspondent banking policy. These and other anomalies
suggest that U.S. banks may not have accurate information or a
complete understanding of their correspondent banking portfolios
and practices in the field.

D. Internet Gambling

One issue that unexpectedly arose during the investigation was
the practice of foreign banks using their U.S. correspondent ac-
counts to handle funds related to Internet gambling. As a result,
the U.S. correspondent banks facilitated Internet gambling, an ac-
tivity recognized as a growing industry providing new avenues and
opportunities for money laundering.

Two recent national studies address the subject: “The Report of
the National Gambling Impact Study Commission,” and a report
issued by the Financial Crimes Enforcement Network (“FinCEN”)
entitled, “A Survey of Electronic Cash, Electronic Banking, and
Internet Gaming.” 28 Together, these reports describe the growth of
Internet gambling and related legal issues. They report that Inter-
net gambling websites include casino-type games such as virtual
blackjack, poker and slot machines; sports event betting; lotteries;
and even horse race wagers using real-time audio and video to
broadcast live races. Websites also typically require players to fill
out registration forms and either purchase “chips” or set up ac-
counts with a minimum amount of funds. The conventional ways
of sending money to the gambling website are: (1) providing a cred-
it card number from which a cash advance is taken; (2) sending a
check or money order; or (3) sending a wire transfer or other remit-
tance of funds.

An important marketing tool for the Internet gambling industry
is the ability to transfer money quickly, inexpensively and se-

28 The National Gambling Impact Study Commission (“NGISC”) was created in 1996 to con-
duct a comprehensive legal and factual study of the social and economic impacts of gambling
in the United States. The NGISC report, published in June 1999, contains a variety of informa-
tion and recommendations related to Internet gambling. The FinCEN report, published in Sep-
tember 2000, examines money laundering issues related to Internet gambling.
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curely.2? These money transfers together with the off-shore loca-
tions of most Internet gambling operations and their lack of regula-
tion provide prime opportunities for money laundering.39 As tech-
nology progresses, the speed and anonymity of the transactions
may prove to be even more attractive to money launderers.

One researcher estimates that in 1997, there were as many as
6.9 million potential Internet gamblers and Internet gambling reve-
nues of $300 million. By 1998, these estimates had doubled, to an
estimated 14.5 million potential Internet gamblers and Internet
gambling revenues of $651 million. The River City Group, an in-
dustry consultant, forecasts that U.S. Internet betting will rise
from $1.1 billion in 1999, to $3 billion in 2002.

Current Federal and State laws. In the United States, gam-
bling regulation is primarily a matter of State law, reinforced by
Federal law where the presence of interstate or foreign elements
might otherwise frustrate the enforcement policies of State law.31
According to a recent Congressional Research Service report, Inter-
net gambling implicates at least six Federal criminal statutes,
which make it a Federal crime to: (1) conduct an illegal gambling
business, 18 U.S.C. §1955 (illegal gambling business); (2) use the
telephone or telecommunications to conduct an illegal gambling
business, 18 U.S.C. §1084 (Interstate Wire Act); (3) use the facili-
ties of interstate commerce to conduct an illegal gambling business,
18 U.S.C. §1952 (Travel Act); (4) conduct the activities of an illegal
gambling business involving either the collection of an unlawful
debt or a pattern of gambling offenses, 18 U.S.C. § 1962 (RICO); (5)
launder the proceeds from an illegal gambling business or to plow
them back into the business, 18 U.S.C. § 1956 (money laundering);
or (6) spend more than $10,000 of the proceeds from an illegal gam-
bling operation at any one time and place, 18 U.S.C. § 1957 (money
laundering).32

The NGISC reports that the laws governing gambling in cyber-
space are not as clear as they should be, pointing out, for example,
that the Interstate Wire Act was written before the Internet was
invented. The ability of the Internet to facilitate quick and easy
interactions across geographic boundaries makes it difficult to
apply traditional notions of State and Federal jurisdictions and,
some argue, demonstrates the need for additional clarifying legisla-
tion.

Yet, there have been a number of successful prosecutions involv-
ing Internet gambling. For example, in March 1998, the U.S. Attor-
ney for the Southern District of New York indicted 21 individuals
for conspiracy to transmit wagers on sporting events via the Inter-

29 More than a dozen companies develop and sell turnkey software for Internet gambling oper-
ations. Some of these companies provide full service packages, which include the processing of
financial transactions and maintenance of offshore hardware, while the “owner” of the gambling
website simply provides advertising and Internet access to gambling customers. These turnkey
services make it very easy for website owners to open new gambling sites.

30 See, for example, the FinCEN report, which states at page 41: “Opposition in the United
States to legalized Internet gaming is based on several factors. First, there is the fear that
Internet gaming . . . offer[s] unique opportunities for money laundering, fraud, and other
crimes. Government officials have also expressed concerns about underage gaming and addictive
gambling, which some claim will increase with the spread of Internet gaming. Others point to
the fact that specific types of Internet gaming may already be illegal under State laws.”

31“Internet Gambling: Overview of Federal Criminal Law,” Congressional Research Service,
CRS Report No. 97-619A (3/17/00), Summary.

32]d.
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net, in violation of the Interstate Wire Act of 1961. At that time,
U.S. Attorney General Janet Reno stated, “The Internet is not an
electronic sanctuary for illegal betting. To Internet betting opera-
tors everywhere, we have a simple message, ‘You can’t hide online
and you can’t hide offshore.’” Eleven defendants pled guilty and
one, Jay Cohen, was found guilty after a jury trial. He was sen-
tenced to 21 months in prison, a 2-year supervised release, and a
$5,000 fine.

In 1997, the Attorney General of Minnesota successfully pros-
ecuted Granite Gate Resorts, a Nevada corporation with a Belize-
based Internet sports betting operation. The lawsuit alleged that
Granite Gate and its president, Kerry Rogers, engaged in deceptive
trade practices, false advertising, and consumer fraud by offering
Minnesotans access to sports betting, since such betting is illegal
under State laws. In 1999, the Minnesota Supreme Court upheld
the prosecution. Missouri, New York, and Wisconsin have also suc-
cessfully prosecuted cases involving Internet gaming.

Given the traditional responsibility of the States regarding gam-
bling, many have been in the forefront of efforts to regulate or pro-
hibit Internet gambling, Several States including Louisiana, Texas,
Illinois, and Nevada have introduced or passed legislation specifi-
cally prohibiting Internet gambling. Florida has taken an active
role, including cooperative efforts with Western Union, to stop
money-transfer services for 40 offshore sports books.33 In 1998, In-
diana’s Attorney General stated as a policy that a person placing
a bet from Indiana with an offshore gaming establishment was en-
gaged in in-state gambling just as if the person engaged in conven-
tional gambling. A number of State attorneys general have initi-
ated court actions against Internet gambling owners and operators,
and several have won permanent injunctions.

Legislation and recommendations. Several States have con-
cluded that only the Federal Government has the potential to effec-
tively regulate or prohibit Internet gambling. The National Asso-
ciation of Attorneys General has called for an expansion in the
language of the Federal anti-wagering statute to prohibit Internet
gambling and for Federal-State cooperation on this issue. A num-
ber of Internet gambling bills have been introduced in Congress.

The National Gambling Impact Study Commission report made
several recommendations pertaining to Internet gambling, one of
which was to encourage foreign governments to reject Internet
gambling organizations that prey on U.S. citizens.

The Minority Staff investigation found evidence of a number of
foreign banks using their U.S. correspondent accounts to move pro-
ceeds related to Internet gambling, including wagers or payments
made in connection with Internet gambling websites, deposits
made by companies managing Internet gambling operations, and
deposits made by companies active in the Internet gambling field
in such areas as software development or electronic cash transfer
systems. One U.S. bank, Chase Manhattan Bank, was fully aware
of Internet gambling proceeds being moved through its cor-

33In December 1997, the Attorney General of Florida and Western Union signed an agree-
ment that Western Union would cease providing Quick Pay money transfer services from Flor-
ida residents to known offshore gaming establishments. Quick Pay is a reduced-fee system nor-
mally used to expedite collection of debts or payment for goods.
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respondent accounts; other U.S. banks were not. Internet gambling
issues are addressed in the case histories involving American Inter-
national Bank, British Trade and Commerce Bank, and Swiss
American Bank.

V. Why Correspondent Banking is Vulnerable to Money
Laundering

Until the Bank of New York scandal erupted in 1999,34 inter-
national correspondent banking had received little attention as a
high-risk area for money laundering. In the United States, the gen-
eral assumption had been that a foreign bank with